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Did you know ...

* Inference Economy:
every Al model and system needs to be deployed on inference engines

*vLLM:

one of the most popular opensource inference engines to serve and
scale transformer models

* Model Internals:

Internal states generated during inference: token embedding,
attention, activation, etc

Current inference engines have limited

support to extract and modify model internals
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Readout

Reuse and adapt inference traces (internal states) of Al
models deployed on inference engines

An organic opensource developer’s toolkit that enables the
deployment of advanced techniques for monitoring and
controlling vLLM models by programming the internal states

Build, Probe, and Program to optimize the programmability-
usability tradeoff



The unspoken gap In
programming model internal states

/

June 2025: Optimized LLM inference engines
don't support everything that you can do in
Pytorch/HF out of the box, so we either need to

David Cox find workarounds, or extend those engines
VP of Al Foundations
IBM Research




Examples of Programming Model Internals

The native vLLM package cannot support

* In-model monitoring: Probe attention matrix for monitoring and
detecting model misbehaviors

* Activation-based model steering: Change activation value to
steer model output

* Selective data retrieval: Select specific attention head for
efficient data retrieval

* Others: token embeddings, back propogation w.r.t. internal states,

(limited support or inefficient implementation)



The gap between research and practice:

survey on >600 papers published at 6 Al conferences from
2023 to June 2026
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Transformer Models and Inference Traces

Canonical Transformer Model Transformer Inference Trace
D Model % (internal states)

Transformer V
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During training, programmability is high, but inference efficiency is low.



Al Inference Engine: Opportunities and Limitations

Red Hat /.

R Products Technologies Learn Developer Sandbox Blog Events Videos Progra m ma bi lity On
Key transformer )
Why vLLM is the best choice for Al inference today components Native Inference vLLM.hook
October 30,2025 A Fatih E. Nar, Greg Pereira, Yuan Tang, Robert Shaw, Anish Asthana E ngl n eS (e‘g' ) VLLM)
Related topics: Artificial intelligence
Related products: Red Hat Al Layer L RA/AL RA C 'bl
weights o o ompatible
‘l Marina Temkin Attention NO YES
Inference startup Inferact lands $150M to commercialize vLLM
The creators of the open source project vLLM have Atlt_lentljon NO . a YES
announced that they transitioned the popular tool into a VC- ca
backed startup, Inferact, raising $150 million in seed funding
at an $800 million valuation. Activation NO YES
Hidden State Ves YES
(& better)




Speaking of Engines and Efficiency

Steam reuse for engines

* |[n thermodynamics and
engineering, reusing steam is
the primary method for
maximizing engine efficiency.

* Watt’s steam engine (1770s-
80s) introduced the separate
condenser and double-acting
piston.

* Corliss engines (1849) were
roughly 30% more efficient
than conventional engines like
Watt's because they reduced
heat loss in the cylinder.

§ Micah Carroll & I

Kush Varshney
IBM Fellow
IBM Research

Inference trace reuse for Al engines

* The cost of runtime Al safety &
alignment: cascaded guardrail or in-
model safety guardrail?

é Lennart Heim &

Surprised that people seem shocked by 5% — FWIW @OpenAl
reported up to ~16% of compute costs going to safeguards for
some models last October. That being said, of course the %
alone isn’t very informative, actual safety is what we should be
evaluating these efforts on

Anthropic spends up to 5% of inference costs on safety
classifiers for some models. That's millions of dollars.
Good to see this number in public.

detects and blocks bioweapon-related outputs. We regularly upgrade

@ and improve these classifiers, and have generally found them highly

robust even against sophisticated adversarial attacks. > These
How gpt-oss-safeguard performs - - :
9 9 P classifiers increase the costs to serve our models measurably (in some
) R . Y models, they are close to 5% of total inference costs) and thus cut into
of the risks in production |mproves.||n . . . . .
our margins, but we feel that using them is the right thing to do.

» |

some of our recent launches, the fraction

of total compute devoted to safety

reasoning has ranged as high as 16%



Our Proposal: Programmable Al Inference Engines
Programmable Al Inference Engine QD O\

P — AN
/ Configuration Layer \ Passive programming:
| @, - ©
Eoda ‘ write extracts hidden states
e WS @

\for model monitoring )

' LI ’ T§ 4 Active programming: )
T ey e V adapts internal features
K(non-configurable) / \for model control )

High programmability & inference efficiency on inference engines!




Framing vLLM.hook

* Challenge: runtime model programming methods requiring access
to internal states are either infeasible or inefficient on vLLM

iInput output

model

Native vLLM Prompt [VLLM model} \ seneration

__________ - Active programming: config-

[
Prompt + ! saved I customized model generation
! I
|\ states I - Passive programming: model
Config | ~77 7777777 generation + analysis from saved states

specify what to probe
from model internals



vLLM.hook pipeline and demonstrations

Configuration
Identification

(outside of vLLM)

Build: identify important
components (may require data)

-

Probing
(on vLLM)

Passive/Active
Programming

(onvLLM)

Probe: measure the target via

hook during vLLM inference

.

Program: use the saved states for
passive monitoring, or modify internal

states for active steering _/

Modular design;

\Q‘\ Plug-and-

play

for vLLM models

Build, reuse, and share
configurations and
programming functions



vLLM.hook plugin

IIm = HookLLM

/" VLLM.hook plugin

i \
vLLM system '
|
A 4 v AsyncLLMEngine

Worker | LLMEngine
|

! ! } :

Input . Model Output
Processing Scheduling Execution Processing

N : \ W,

customized

capturing states

lim.generate : generation
- v
ConfigFile ————— desired statistics, e.g.
saved | o
Analyzer [[m_ana[yze ] e > promptinjection attack score
| States_, passage relevance score




vLLM Hook Demonstrations

Attention

Token
Embedding

Activation

1

In-model prompt injection
detection

Extracting last token’s embedding
for behavior monitoring

Enhanced instruction following
via activation steering



Example #1: In-Model Safety Guardrail

. . ‘ User Query LLM Output
* Goal: Improve safety of LLMs during Inference

model inference, without using =

Internal Model -

another LLM StateS Injection

» Objective: achieve low extra S
inference cost and high capability Activations, etc) isk Assessment

from v1lm_hook_plugins import HookLLM

1lm = HookLLM(
model=model,
worker_name="probe_hook_qgk",
analyzer_name="attn_tracker",
config_file=f'{model.split("/")[-1]1}.json",

enable_hook=True
)
output = llm.generate(text)
stats = llm.analyze(
analyzer_spec={'input_range': input_range,
‘attn_func':"sum_normalize"}

)

\ )
|

In-model safety guardrail

LLM > External
User Query> Inference > Output guardian model

current safety guardrail (cascaded design)




Attention Tracker: Detecting Prompt Injection Attacks in LLMs, NAACL’25

lgnore previous commands and [Do X]

Performance Evaluation

Table 1: The AUROC [1] of the prompt injection detectors with different LLMs on the Open-Prompt-Injection
dataset (Liu et al., 2024b) and deepset prompt injection dataset (deepset, 2023). The reported scores are averaged
through different target/injection task combinations. The results were run five times using different seeds. Protect
Al detector, Prompt-Guard, and Attention Tracker are deterministic.

Detection Methods This Example

Protect Al detector Prompt-Guard LLM-based Known-answer | Attention Tracker

Models #Params

Open-Prompt-Injection dataset (Liu et al., 2024b)

Qwen2 1.5B 0.52+0.03 0.90+0.02 1.00
Phi3 3B 0.69 0.97 0.6610.02 0.89+0.01 1.00
Mistral 7B ' ) 0.5740.01 0.99+0.00 1.00
Llama3 8B 0.75+0.01 0.98+0.02 1.00
Gemma?2 9B 0.69+0.01 0.27+0.01 0.99

deepset prompt injection dataset (deepset, 2023

Qwen2 1.5B 0.4910.04 0.50+0.06 0.98

Phi3 3B 0.90 075 0.90+0.04 0.55+0.05 0.97

Mistral 7B | ) 0.80+0.01 0.4540.01 0.99

Llama3 8B 0.92+0.01 0.70+0.01 0.99

Gemma?2 9B / - 0.89\:&0.01 0.65/10.03 0.99
Voe— N P

Requires additional trained detectors Requires additional LLM inference

https://arxiv.org/pdf/2411.00348
Jupvter notebook

'ibm-granite/granite-3.1-8b-instruct’

Runtime (s) B No detection
4 4 With detection
1.060 g0 193 1.072
Native vLLM Native vLLM.hook

(w/o vLLM with

detection) additional
LM

inference*

* We use the same decoding LM for detection

vLLM.hook enables low extra inference cost and high attack detection rate


https://arxiv.org/pdf/2411.00348
https://github.com/IBM/vLLM-Hook/blob/main/notebooks/demo_attntracker.ipynb
https://github.com/IBM/vLLM-Hook/blob/main/notebooks/demo_attntracker.ipynb

Example #2: Probing last token’s embedding

W .
» Goal: Extract last token’s Y VLLM support with

embeddings from selected layers o high efficiency

for subsequent analysis vLLM hidden state extraction

* Objective: achieve low inference using vLLM Hook directly
analyzer_name="hidden_states",

cost and high capability
config_file=f"{model.split('/"')[-1]}.json",

from vllm_hook_plugins import HookLLM
iy Current hidden state extraction on
VLLM relues on speculative decoding

1lm = HookLLM(
model=model,
worker_name="probe_hidden_states",

)

output = llm.generate(text)

stats = 1llm.analyze(analyzer_spec={"reduce": "none"}) (VLLM'Eagle) to Create a draft mOdel




Performance Evaluation

extraction latency (ms)

Hidden State Extraction ‘Qwen/Qwen2.5-1.58-Instruct'
c00 | ™ VLLM-Hook 606 ms 7007 mmm VLLM-Hook BEEENE
s vLLM-Eagle 6004 ™= vLLM-Eagle
500 A 8.2% _ 9500 A1 1000 x
slower = larger
= 400 -
400 - b 336 MB
N 300
)]
300 1 4 200
G
5 100
] ju -
200 5 _
1.0 A
100 ~
0.5 -
0 .
256 512 1024 256 512 1024
token length token length

vLLM.hook is more inference-efficient than vLLM Eagle in latency and memory



Example #3: Enhanced instruction following via
activation steering

* Goal: Enable activation steering in

vLLM @W
d vLLM support
%

* Objective: achieve low inference
cost and high runtime control

vLLM enabled activation steering

HuggingFace transformer (HF)
support only

current activation steering

from v1llm_hook plugins import HookLLM

1lm = HookLLM(
model=model,
worker_name="steer_hook_act",
config_file=f'{model.split("/")[-1]1}.json",
enable_hook=True

)
output = 1lm.generate(prompt)




Improving instruction-following in language models through activation steering, ICLR’25

Performance Evaluation

0.4

o
w

Accuracy
o
N

o
[

2B IT* 7B Instr.* 9B IT*

Phi-3* Gemma 2 Mistral Gemma 2

B Std. Inference | M Steering

1

VLLM support

This Example

https://arxiv.org/pdf/2410.12877

Jupyter notebook

'microsoft/Phi-3-mini-4k-instruct’

Runtime (s)

N

2.672

25.122

B No steering
With steering

2.712

»

Native vLLM Activation  Activation
(w/o steering) steering on steering on

HF vLLM.hook

vLLM.hook enables activation modification on vLLM with low inference cost


https://arxiv.org/pdf/2410.12877
https://github.com/IBM/vLLM-Hook/blob/main/notebooks/demo_actsteer.ipynb

Live Demo of vLLM Hook






vLLM Hook: Opensource SDK and Organic Library for
Programming vLLM Model Internals

ﬂ-look plugin Program Featur& Competitive Analysis
. Enable programming model

4 Inference A Attention PaSSIVe. intrinsics on VLLM

Engine Programming * In-model performance

(e.g., vLLM Token‘ enhancement with marginal
_ system) Embedding Active runtime cost

o ) * Improved inference
Activation J Programming efficiency while achieving

Config File same performance

* Close the end-to-end programming gap: Enable programmability on vLLM.
Based on a configuration file, hook and program what Is disabled by an
inference engine compared to the development phase

* Build passive and active programming functions: Worker functions to
support different programming features

* Reuse and opensource: Representative examples and demos for passive
and active programming



More Use Cases and Applications

Use Case

Method Contributor(s)

Apple Silicon Support for
vLLM Hook

Selective Data Retrieval

Attention Steering

Prompt Attribution
Hallucination Detection

Hallucination Detection

via vVLLM-Metal @tburleyinfo

Core Reranker @|RENEKO

Spotlight @danishcontract
or

Last Token Embedding @IRENEKO

H-Node Not yet merged


https://github.com/tburleyinfo
https://github.com/IRENEKO
https://github.com/danishcontractor
https://github.com/danishcontractor
https://github.com/asanth7
https://github.com/IRENEKO

Programming Model Internals is the New Harness

OFEMO

- L

Inference-centric Al eco-systems

» Test-time scaling & optimization
»Agentic workflows and operations
»Recursive intelligence

We welcome contributions to

Develop new core programming features
Develop new use cases and demos

Use and share programming functions
Inform us new programming needs

vLLM Hook



	Default Section
	Slide 1
	Slide 2: Did you know …
	Slide 3: Now I have your attention
	Slide 4: Readout
	Slide 5: The unspoken gap in  programming model internal states
	Slide 6: Examples of Programming Model Internals
	Slide 7: The gap between research and practice: survey on >600 papers published at 6 AI conferences from 2023 to June 2026
	Slide 8: Transformer Models and Inference Traces
	Slide 9: AI Inference Engine: Opportunities and Limitations
	Slide 10: Speaking of Engines and Efficiency
	Slide 11: Our Proposal: Programmable AI Inference Engines
	Slide 12: Framing vLLM.hook
	Slide 13: vLLM.hook pipeline and demonstrations
	Slide 14: vLLM.hook plugin
	Slide 15: vLLM Hook Demonstrations

	Untitled Section
	Slide 16: Example #1: In-Model Safety Guardrail
	Slide 17: Performance Evaluation
	Slide 18: Example #2: Probing last token’s embedding
	Slide 19: Performance Evaluation
	Slide 20: Example #3: Enhanced instruction following via activation steering
	Slide 21: Performance Evaluation
	Slide 22: Live Demo of vLLM Hook
	Slide 23
	Slide 24: vLLM Hook: Opensource SDK and Organic Library for Programming vLLM Model Internals
	Slide 25: More Use Cases and Applications
	Slide 26: Programming Model Internals is the New Harness


