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Is Your LLM Overcharging You? 
Tokenization, Transparency, and Incentives



A new token-based economy?
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Am I paying for the right number 
of tokens? 4
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Alice
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Does Alice know how many tokens she will be charged?
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How many tokens did Alice’s LLM generate?

“Which South Korean city hosts the country's largest international airport?”

Output from Llama-3.2-1B, Temp. 1

Alice

LLM

6

Seoul| hosts| Gim|po| International| Airport|
[ 51289,  18939,  86771,   5481,   7327,  21348 ]

Se|oul| hosts| Gim|po| International| Airport|
[ 1369,  11206,  18939,  86771,   5481,   7327,  21348 ]

<latexit sha1_base64="fP5layWsRA+fsgYTN9PdN0LqS6w="></latexit>

P(51289)/P(1369, 11206) → 5%

“Seoul hosts Gimpo International Airport.”



Should Alice worry about receiving tokenizations 
that are not faithful to what the model generated?

In an adversarial context,
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Misreporting plausible tokenizations 
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<latexit sha1_base64="go7b4TuEnRgmNtnzJkeRMldRP0M=">AAACGXicbVDLSsNAFJ3UV62vqEs3g0VwVRKR6rLgpssK9gFNKJPJpB06mYSZG6GE/oYbf8WNC0Vc6sq/cdIW1NYDA4dz7r1z7wlSwTU4zpdVWlvf2Nwqb1d2dvf2D+zDo45OMkVZmyYiUb2AaCa4ZG3gIFgvVYzEgWDdYHxT+N17pjRP5B1MUubHZCh5xCkBIw1sx0s59oo5EnsxgVEQ5TAtaKohwR5wEbL8x5kO7KpTc2bAq8RdkCpaoDWwP7wwoVnMJFBBtO67Tgp+ThRwKti04mWapYSOyZD1DZUkZtrPZ5dN8ZlRQhwlyjwJeKb+7shJrPUkDkxlsaJe9grxP6+fQXTt51ymGTBJ5x9FmcDm5iImHHLFKIiJIYQqbnbFdEQUoWDCrJgQ3OWTV0nnoubWa/Xby2qjuYijjE7QKTpHLrpCDdRELdRGFD2gJ/SCXq1H69l6s97npSVr0XOM/sD6/Abs7qGS</latexit>

ω : t →↑ t̃

<latexit sha1_base64="EPruKpLCTOXuFYk+Lea9J/UuYro=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBbBU0lEqseClx4r2FZsQ9lsJ+3SzSbsTsQS+i+8eFDEq//Gm//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHjUNnGqObR4LGN9HzADUihooUAJ94kGFgUSOsH4ZuZ3HkEbEas7nCTgR2yoRCg4Qys99BCeMAgznPbLFbfqzkFXiZeTCsnR7Je/eoOYpxEo5JIZ0/XcBP2MaRRcwrTUSw0kjI/ZELqWKhaB8bP5xVN6ZpUBDWNtSyGdq78nMhYZM4kC2xkxHJllbyb+53VTDK/9TKgkRVB8sShMJcWYzt6nA6GBo5xYwrgW9lbKR0wzjjakkg3BW355lbQvql6tWru9rNQbeRxFckJOyTnxyBWpkwZpkhbhRJFn8kreHOO8OO/Ox6K14OQzx+QPnM8fJiiRRA==</latexit>

t

Alice

LLM

Adversarial 
provider
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<latexit sha1_base64="go7b4TuEnRgmNtnzJkeRMldRP0M=">AAACGXicbVDLSsNAFJ3UV62vqEs3g0VwVRKR6rLgpssK9gFNKJPJpB06mYSZG6GE/oYbf8WNC0Vc6sq/cdIW1NYDA4dz7r1z7wlSwTU4zpdVWlvf2Nwqb1d2dvf2D+zDo45OMkVZmyYiUb2AaCa4ZG3gIFgvVYzEgWDdYHxT+N17pjRP5B1MUubHZCh5xCkBIw1sx0s59oo5EnsxgVEQ5TAtaKohwR5wEbL8x5kO7KpTc2bAq8RdkCpaoDWwP7wwoVnMJFBBtO67Tgp+ThRwKti04mWapYSOyZD1DZUkZtrPZ5dN8ZlRQhwlyjwJeKb+7shJrPUkDkxlsaJe9grxP6+fQXTt51ymGTBJ5x9FmcDm5iImHHLFKIiJIYQqbnbFdEQUoWDCrJgQ3OWTV0nnoubWa/Xby2qjuYijjE7QKTpHLrpCDdRELdRGFD2gJ/SCXq1H69l6s97npSVr0XOM/sD6/Abs7qGS</latexit>

ω : t →↑ t̃

<latexit sha1_base64="EPruKpLCTOXuFYk+Lea9J/UuYro=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBbBU0lEqseClx4r2FZsQ9lsJ+3SzSbsTsQS+i+8eFDEq//Gm//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHjUNnGqObR4LGN9HzADUihooUAJ94kGFgUSOsH4ZuZ3HkEbEas7nCTgR2yoRCg4Qys99BCeMAgznPbLFbfqzkFXiZeTCsnR7Je/eoOYpxEo5JIZ0/XcBP2MaRRcwrTUSw0kjI/ZELqWKhaB8bP5xVN6ZpUBDWNtSyGdq78nMhYZM4kC2xkxHJllbyb+53VTDK/9TKgkRVB8sShMJcWYzt6nA6GBo5xYwrgW9lbKR0wzjjakkg3BW355lbQvql6tWru9rNQbeRxFckJOyTnxyBWpkwZpkhbhRJFn8kreHOO8OO/Ox6K14OQzx+QPnM8fJiiRRA==</latexit>

t

Alice

LLM

Adversarial 
provider

<latexit sha1_base64="qe05oyAqePZcxVnXpUwLnheG4xw=">AAACPnicbVDLSgMxFM3UV62vqks3wSLUTZkRUTdCxU2XCtYKbSmZ9E4bmskMyR2xDPM9/oY/4FbxB7oTty5NHwtrPRA4nHMu9+b4sRQGXffDyS0tr6yu5dcLG5tb2zvF3b17EyWaQ51HMtIPPjMghYI6CpTwEGtgoS+h4Q+ux37jEbQRkbrDYQztkPWUCARnaKVO8aqF8ISpQS1ULyu3UMgupBPRD1LMMnpML+l8aN7uFEtuxZ2ALhJvRkpkhptOcdTqRjwJQSGXzJim58bYTplGwSVkhVZiIGZ8wHrQtFSxEEw7nXw1o0dW6dIg0vYppBP190TKQmOGoW+TIcO++euNxf+8ZoLBRTsVKk4QFJ8uChJJMaLj3mhXaOAoh5YwroW9lfI+04yjbXduy9P01IItxvtbwyK5P6l4Z5Wz29NStTarKE8OyCEpE4+ckyqpkRtSJ5w8k1fyRt6dF2fkfDpf02jOmc3skzk43z+AnbGT</latexit>

string(t̃) = string(t)
<latexit sha1_base64="vetueOkMzrTqBjFXb5W975LpTXY=">AAACVnicbVFNS8NAFNzEr1q/oh69LBZBLyURUY+CF48V7Ac0pWy2L+niZhN3X8QS8if1oj/Fi7itPajtwMIwM4+3OxvlUhj0/Q/HXVldW9+obda3tnd297z9g47JCs2hzTOZ6V7EDEihoI0CJfRyDSyNJHSjx9up330GbUSmHnCSwyBliRKx4AytNPTSEOEFEUsJKsFxFUqI8ZSGKOQIypkZxSVWVahFMsYzGibwRJcPLYv/xdBr+E1/BrpIgjlpkDlaQ+81HGW8SEEhl8yYfuDnOCiZRsElVPWwMJAz/sgS6FuqWApmUM5qqeiJVUY0zrQ9CulM/T1RstSYSRrZZMpwbP57U3GZ1y8wvh6UQuUFguI/i+JCUszotGM6Eho4yokljGth70r5mGnG0f5E3ZYQ/H/yIumcN4PL5uX9RePmbl5HjRyRY3JKAnJFbsgdaZE24eSNfDqus+K8O1/umrvxE3Wd+cwh+QPX+wYuHrOu</latexit>

length
(
t̃
)
→ length (t)
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ω : t →↑ t̃

<latexit sha1_base64="EPruKpLCTOXuFYk+Lea9J/UuYro=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBbBU0lEqseClx4r2FZsQ9lsJ+3SzSbsTsQS+i+8eFDEq//Gm//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHjUNnGqObR4LGN9HzADUihooUAJ94kGFgUSOsH4ZuZ3HkEbEas7nCTgR2yoRCg4Qys99BCeMAgznPbLFbfqzkFXiZeTCsnR7Je/eoOYpxEo5JIZ0/XcBP2MaRRcwrTUSw0kjI/ZELqWKhaB8bP5xVN6ZpUBDWNtSyGdq78nMhYZM4kC2xkxHJllbyb+53VTDK/9TKgkRVB8sShMJcWYzt6nA6GBo5xYwrgW9lbKR0wzjjakkg3BW355lbQvql6tWru9rNQbeRxFckJOyTnxyBWpkwZpkhbhRJFn8kreHOO8OO/Ox6K14OQzx+QPnM8fJiiRRA==</latexit>

t

Alice

LLM

Adversarial 
provider

<latexit sha1_base64="getQqZloxgWd0wqy988Bs1YOX+o=">AAACIHicbVDLSsNAFJ3UV62vqks3g0VwVRKR6rLgpssK9gFNKJPJpB06eTBzIy0hH+Bv+ANu9Q/ciUv9AL/DaZqFbT0wcDjnvua4seAKTPPLKG1sbm3vlHcre/sHh0fV45OuihJJWYdGIpJ9lygmeMg6wEGwfiwZCVzBeu7kbu73HplUPAofYBYzJyCjkPucEtDSsFqzgQuPpTawKbh+ClmW0xTHgiSK6zmZrjLrZg68TqyC1FCB9rD6Y3sRTQIWAhVEqYFlxuCkRAKnel7FThSLCZ2QERtoGpKAKSfNP5PhC6142I+kfiHgXP3bkZJAqVng6sqAwFitenPxP2+QgH/rpDyME2AhXSzyE4EhwvNksMcloyBmmhAqub4V0zGRhILOb2nLdHFqRQdjrcawTrpXdatRb9xf15qtIqIyOkPn6BJZ6AY1UQu1UQdR9IRe0Ct6M56Nd+PD+FyUloyi5xQtwfj+BSj+pVU=</latexit>

t̃ p
lau

sib
le

Adversarial provider picks a reporting policy    
generating plausible tokenizations

<latexit sha1_base64="lRJAQio7YEOHSTdZQSHHfF/yxmk=">AAAB/nicbVDLTgIxFL2DL8QX6tJNIzFxRWaMQZckblhiFDCBCemUDjR0OpP2jpEQEn/Arf6BO+PWX/EH/A4LzELAkzQ5Oefe3NMTJFIYdN1vJ7e2vrG5ld8u7Ozu7R8UD4+aJk414w0Wy1g/BNRwKRRvoEDJHxLNaRRI3gqGN1O/9ci1EbG6x1HC/Yj2lQgFo2ilu04iusWSW3ZnIKvEy0gJMtS7xZ9OL2ZpxBUySY1pe26C/phqFEzySaGTGp5QNqR93rZU0YgbfzyLOiFnVumRMNb2KSQz9e/GmEbGjKLATkYUB2bZm4r/ee0Uw2t/LFSSIldsfihMJcGYTP9NekJzhnJkCWVa2KyEDaimDG07C1ee5lELthhvuYZV0rwoe5Vy5fayVK1lFeXhBE7hHDy4girUoA4NYNCHF3iFN+fZeXc+nM/5aM7Jdo5hAc7XL4pclmQ=</latexit>ω

<latexit sha1_base64="qe05oyAqePZcxVnXpUwLnheG4xw=">AAACPnicbVDLSgMxFM3UV62vqks3wSLUTZkRUTdCxU2XCtYKbSmZ9E4bmskMyR2xDPM9/oY/4FbxB7oTty5NHwtrPRA4nHMu9+b4sRQGXffDyS0tr6yu5dcLG5tb2zvF3b17EyWaQ51HMtIPPjMghYI6CpTwEGtgoS+h4Q+ux37jEbQRkbrDYQztkPWUCARnaKVO8aqF8ISpQS1ULyu3UMgupBPRD1LMMnpML+l8aN7uFEtuxZ2ALhJvRkpkhptOcdTqRjwJQSGXzJim58bYTplGwSVkhVZiIGZ8wHrQtFSxEEw7nXw1o0dW6dIg0vYppBP190TKQmOGoW+TIcO++euNxf+8ZoLBRTsVKk4QFJ8uChJJMaLj3mhXaOAoh5YwroW9lfI+04yjbXduy9P01IItxvtbwyK5P6l4Z5Wz29NStTarKE8OyCEpE4+ckyqpkRtSJ5w8k1fyRt6dF2fkfDpf02jOmc3skzk43z+AnbGT</latexit>

string(t̃) = string(t)
<latexit sha1_base64="vetueOkMzrTqBjFXb5W975LpTXY=">AAACVnicbVFNS8NAFNzEr1q/oh69LBZBLyURUY+CF48V7Ac0pWy2L+niZhN3X8QS8if1oj/Fi7itPajtwMIwM4+3OxvlUhj0/Q/HXVldW9+obda3tnd297z9g47JCs2hzTOZ6V7EDEihoI0CJfRyDSyNJHSjx9up330GbUSmHnCSwyBliRKx4AytNPTSEOEFEUsJKsFxFUqI8ZSGKOQIypkZxSVWVahFMsYzGibwRJcPLYv/xdBr+E1/BrpIgjlpkDlaQ+81HGW8SEEhl8yYfuDnOCiZRsElVPWwMJAz/sgS6FuqWApmUM5qqeiJVUY0zrQ9CulM/T1RstSYSRrZZMpwbP57U3GZ1y8wvh6UQuUFguI/i+JCUszotGM6Eho4yokljGth70r5mGnG0f5E3ZYQ/H/yIumcN4PL5uX9RePmbl5HjRyRY3JKAnJFbsgdaZE24eSNfDqus+K8O1/umrvxE3Wd+cwh+QPX+wYuHrOu</latexit>
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(
t̃
)
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t
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provider
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t̃ p
lau

sib
le

Adversarial provider picks a reporting policy    
generating plausible tokenizations

<latexit sha1_base64="lRJAQio7YEOHSTdZQSHHfF/yxmk=">AAAB/nicbVDLTgIxFL2DL8QX6tJNIzFxRWaMQZckblhiFDCBCemUDjR0OpP2jpEQEn/Arf6BO+PWX/EH/A4LzELAkzQ5Oefe3NMTJFIYdN1vJ7e2vrG5ld8u7Ozu7R8UD4+aJk414w0Wy1g/BNRwKRRvoEDJHxLNaRRI3gqGN1O/9ci1EbG6x1HC/Yj2lQgFo2ilu04iusWSW3ZnIKvEy0gJMtS7xZ9OL2ZpxBUySY1pe26C/phqFEzySaGTGp5QNqR93rZU0YgbfzyLOiFnVumRMNb2KSQz9e/GmEbGjKLATkYUB2bZm4r/ee0Uw2t/LFSSIldsfihMJcGYTP9NekJzhnJkCWVa2KyEDaimDG07C1ee5lELthhvuYZV0rwoe5Vy5fayVK1lFeXhBE7hHDy4girUoA4NYNCHF3iFN+fZeXc+nM/5aM7Jdo5hAc7XL4pclmQ=</latexit>ω

    is plausible to the user if its tokens have 
high probability:

[      Seoul,                       … ]

<latexit sha1_base64="KfoY05c/N/023C9B0DEcfQA6cHo=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16CRbBU0lEqseClx4r2A9oQtlsJ+3SzQe7E2kJ+StePCji1T/izX/jts1BWx8MPN6bYWaenwiu0La/jdLW9s7uXnm/cnB4dHxinla7Kk4lgw6LRSz7PlUgeAQd5Cign0igoS+g50/vF37vCaTicfSI8wS8kI4jHnBGUUtDs+oiFyPIXIQZ+kGGeT40a3bdXsLaJE5BaqRAe2h+uaOYpSFEyARVauDYCXoZlciZgLzipgoSyqZ0DANNIxqC8rLl7bl1qZWRFcRSV4TWUv09kdFQqXno686Q4kStewvxP2+QYnDnZTxKUoSIrRYFqbAwthZBWCMugaGYa0KZ5PpWi02opAx1XBUdgrP+8ibpXtedRr3xcFNrtoo4yuScXJAr4pBb0iQt0iYdwsiMPJNX8mbkxovxbnysWktGMXNG/sD4/AEZ/JUr</latexit>

t̃

Seoul
Se

…
…

…

<latexit sha1_base64="U9rMY2w54ehfIv2pC+wsVUwsMys="></latexit>

Vp

<latexit sha1_base64="qCuIaEEiuloH7T+gHAcQuJROiTg="></latexit>

max
t̃→V→

s

length
(
t̃
)

subject to t̃i → Vp(t̃↑i↓1) ↑i → [length
(
t̃
)
]

top-p sampling set

<latexit sha1_base64="qe05oyAqePZcxVnXpUwLnheG4xw=">AAACPnicbVDLSgMxFM3UV62vqks3wSLUTZkRUTdCxU2XCtYKbSmZ9E4bmskMyR2xDPM9/oY/4FbxB7oTty5NHwtrPRA4nHMu9+b4sRQGXffDyS0tr6yu5dcLG5tb2zvF3b17EyWaQ51HMtIPPjMghYI6CpTwEGtgoS+h4Q+ux37jEbQRkbrDYQztkPWUCARnaKVO8aqF8ISpQS1ULyu3UMgupBPRD1LMMnpML+l8aN7uFEtuxZ2ALhJvRkpkhptOcdTqRjwJQSGXzJim58bYTplGwSVkhVZiIGZ8wHrQtFSxEEw7nXw1o0dW6dIg0vYppBP190TKQmOGoW+TIcO++euNxf+8ZoLBRTsVKk4QFJ8uChJJMaLj3mhXaOAoh5YwroW9lfI+04yjbXduy9P01IItxvtbwyK5P6l4Z5Wz29NStTarKE8OyCEpE4+ckyqpkRtSJ5w8k1fyRt6dF2fkfDpf02jOmc3skzk43z+AnbGT</latexit>

string(t̃) = string(t)
<latexit sha1_base64="vetueOkMzrTqBjFXb5W975LpTXY=">AAACVnicbVFNS8NAFNzEr1q/oh69LBZBLyURUY+CF48V7Ac0pWy2L+niZhN3X8QS8if1oj/Fi7itPajtwMIwM4+3OxvlUhj0/Q/HXVldW9+obda3tnd297z9g47JCs2hzTOZ6V7EDEihoI0CJfRyDSyNJHSjx9up330GbUSmHnCSwyBliRKx4AytNPTSEOEFEUsJKsFxFUqI8ZSGKOQIypkZxSVWVahFMsYzGibwRJcPLYv/xdBr+E1/BrpIgjlpkDlaQ+81HGW8SEEhl8yYfuDnOCiZRsElVPWwMJAz/sgS6FuqWApmUM5qqeiJVUY0zrQ9CulM/T1RstSYSRrZZMpwbP57U3GZ1y8wvh6UQuUFguI/i+JCUszotGM6Eho4yokljGth70r5mGnG0f5E3ZYQ/H/yIumcN4PL5uX9RePmbl5HjRyRY3JKAnJFbsgdaZE24eSNfDqus+K8O1/umrvxE3Wd+cwh+QPX+wYuHrOu</latexit>

length
(
t̃
)
→ length (t)



Misreporting plausible tokenizations 
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<latexit sha1_base64="go7b4TuEnRgmNtnzJkeRMldRP0M=">AAACGXicbVDLSsNAFJ3UV62vqEs3g0VwVRKR6rLgpssK9gFNKJPJpB06mYSZG6GE/oYbf8WNC0Vc6sq/cdIW1NYDA4dz7r1z7wlSwTU4zpdVWlvf2Nwqb1d2dvf2D+zDo45OMkVZmyYiUb2AaCa4ZG3gIFgvVYzEgWDdYHxT+N17pjRP5B1MUubHZCh5xCkBIw1sx0s59oo5EnsxgVEQ5TAtaKohwR5wEbL8x5kO7KpTc2bAq8RdkCpaoDWwP7wwoVnMJFBBtO67Tgp+ThRwKti04mWapYSOyZD1DZUkZtrPZ5dN8ZlRQhwlyjwJeKb+7shJrPUkDkxlsaJe9grxP6+fQXTt51ymGTBJ5x9FmcDm5iImHHLFKIiJIYQqbnbFdEQUoWDCrJgQ3OWTV0nnoubWa/Xby2qjuYijjE7QKTpHLrpCDdRELdRGFD2gJ/SCXq1H69l6s97npSVr0XOM/sD6/Abs7qGS</latexit>

ω : t →↑ t̃

<latexit sha1_base64="EPruKpLCTOXuFYk+Lea9J/UuYro=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBbBU0lEqseClx4r2FZsQ9lsJ+3SzSbsTsQS+i+8eFDEq//Gm//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHjUNnGqObR4LGN9HzADUihooUAJ94kGFgUSOsH4ZuZ3HkEbEas7nCTgR2yoRCg4Qys99BCeMAgznPbLFbfqzkFXiZeTCsnR7Je/eoOYpxEo5JIZ0/XcBP2MaRRcwrTUSw0kjI/ZELqWKhaB8bP5xVN6ZpUBDWNtSyGdq78nMhYZM4kC2xkxHJllbyb+53VTDK/9TKgkRVB8sShMJcWYzt6nA6GBo5xYwrgW9lbKR0wzjjakkg3BW355lbQvql6tWru9rNQbeRxFckJOyTnxyBWpkwZpkhbhRJFn8kreHOO8OO/Ox6K14OQzx+QPnM8fJiiRRA==</latexit>

t

Alice

LLM

Adversarial 
provider

<latexit sha1_base64="getQqZloxgWd0wqy988Bs1YOX+o=">AAACIHicbVDLSsNAFJ3UV62vqks3g0VwVRKR6rLgpssK9gFNKJPJpB06eTBzIy0hH+Bv+ANu9Q/ciUv9AL/DaZqFbT0wcDjnvua4seAKTPPLKG1sbm3vlHcre/sHh0fV45OuihJJWYdGIpJ9lygmeMg6wEGwfiwZCVzBeu7kbu73HplUPAofYBYzJyCjkPucEtDSsFqzgQuPpTawKbh+ClmW0xTHgiSK6zmZrjLrZg68TqyC1FCB9rD6Y3sRTQIWAhVEqYFlxuCkRAKnel7FThSLCZ2QERtoGpKAKSfNP5PhC6142I+kfiHgXP3bkZJAqVng6sqAwFitenPxP2+QgH/rpDyME2AhXSzyE4EhwvNksMcloyBmmhAqub4V0zGRhILOb2nLdHFqRQdjrcawTrpXdatRb9xf15qtIqIyOkPn6BJZ6AY1UQu1UQdR9IRe0Ct6M56Nd+PD+FyUloyi5xQtwfj+BSj+pVU=</latexit>

t̃ p
lau

sib
le

<latexit sha1_base64="qe05oyAqePZcxVnXpUwLnheG4xw=">AAACPnicbVDLSgMxFM3UV62vqks3wSLUTZkRUTdCxU2XCtYKbSmZ9E4bmskMyR2xDPM9/oY/4FbxB7oTty5NHwtrPRA4nHMu9+b4sRQGXffDyS0tr6yu5dcLG5tb2zvF3b17EyWaQ51HMtIPPjMghYI6CpTwEGtgoS+h4Q+ux37jEbQRkbrDYQztkPWUCARnaKVO8aqF8ISpQS1ULyu3UMgupBPRD1LMMnpML+l8aN7uFEtuxZ2ALhJvRkpkhptOcdTqRjwJQSGXzJim58bYTplGwSVkhVZiIGZ8wHrQtFSxEEw7nXw1o0dW6dIg0vYppBP190TKQmOGoW+TIcO++euNxf+8ZoLBRTsVKk4QFJ8uChJJMaLj3mhXaOAoh5YwroW9lfI+04yjbXduy9P01IItxvtbwyK5P6l4Z5Wz29NStTarKE8OyCEpE4+ckyqpkRtSJ5w8k1fyRt6dF2fkfDpf02jOmc3skzk43z+AnbGT</latexit>

string(t̃) = string(t)
<latexit sha1_base64="vetueOkMzrTqBjFXb5W975LpTXY=">AAACVnicbVFNS8NAFNzEr1q/oh69LBZBLyURUY+CF48V7Ac0pWy2L+niZhN3X8QS8if1oj/Fi7itPajtwMIwM4+3OxvlUhj0/Q/HXVldW9+obda3tnd297z9g47JCs2hzTOZ6V7EDEihoI0CJfRyDSyNJHSjx9up330GbUSmHnCSwyBliRKx4AytNPTSEOEFEUsJKsFxFUqI8ZSGKOQIypkZxSVWVahFMsYzGibwRJcPLYv/xdBr+E1/BrpIgjlpkDlaQ+81HGW8SEEhl8yYfuDnOCiZRsElVPWwMJAz/sgS6FuqWApmUM5qqeiJVUY0zrQ9CulM/T1RstSYSRrZZMpwbP57U3GZ1y8wvh6UQuUFguI/i+JCUszotGM6Eho4yokljGth70r5mGnG0f5E3ZYQ/H/yIumcN4PL5uX9RePmbl5HjRyRY3JKAnJFbsgdaZE24eSNfDqus+K8O1/umrvxE3Wd+cwh+QPX+wYuHrOu</latexit>

length
(
t̃
)
→ length (t)



Misreporting plausible tokenizations 

<latexit sha1_base64="qCuIaEEiuloH7T+gHAcQuJROiTg="></latexit>

max
t̃→V→

s

length
(
t̃
)

subject to t̃i → Vp(t̃↑i↓1) ↑i → [length
(
t̃
)
]

Finding the optimal adversarial policy to 
overcharge users is NP-hard…
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<latexit sha1_base64="go7b4TuEnRgmNtnzJkeRMldRP0M=">AAACGXicbVDLSsNAFJ3UV62vqEs3g0VwVRKR6rLgpssK9gFNKJPJpB06mYSZG6GE/oYbf8WNC0Vc6sq/cdIW1NYDA4dz7r1z7wlSwTU4zpdVWlvf2Nwqb1d2dvf2D+zDo45OMkVZmyYiUb2AaCa4ZG3gIFgvVYzEgWDdYHxT+N17pjRP5B1MUubHZCh5xCkBIw1sx0s59oo5EnsxgVEQ5TAtaKohwR5wEbL8x5kO7KpTc2bAq8RdkCpaoDWwP7wwoVnMJFBBtO67Tgp+ThRwKti04mWapYSOyZD1DZUkZtrPZ5dN8ZlRQhwlyjwJeKb+7shJrPUkDkxlsaJe9grxP6+fQXTt51ymGTBJ5x9FmcDm5iImHHLFKIiJIYQqbnbFdEQUoWDCrJgQ3OWTV0nnoubWa/Xby2qjuYijjE7QKTpHLrpCDdRELdRGFD2gJ/SCXq1H69l6s97npSVr0XOM/sD6/Abs7qGS</latexit>

ω : t →↑ t̃

<latexit sha1_base64="EPruKpLCTOXuFYk+Lea9J/UuYro=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBbBU0lEqseClx4r2FZsQ9lsJ+3SzSbsTsQS+i+8eFDEq//Gm//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHjUNnGqObR4LGN9HzADUihooUAJ94kGFgUSOsH4ZuZ3HkEbEas7nCTgR2yoRCg4Qys99BCeMAgznPbLFbfqzkFXiZeTCsnR7Je/eoOYpxEo5JIZ0/XcBP2MaRRcwrTUSw0kjI/ZELqWKhaB8bP5xVN6ZpUBDWNtSyGdq78nMhYZM4kC2xkxHJllbyb+53VTDK/9TKgkRVB8sShMJcWYzt6nA6GBo5xYwrgW9lbKR0wzjjakkg3BW355lbQvql6tWru9rNQbeRxFckJOyTnxyBWpkwZpkhbhRJFn8kreHOO8OO/Ox6K14OQzx+QPnM8fJiiRRA==</latexit>

t

Alice

LLM

Adversarial 
provider

<latexit sha1_base64="getQqZloxgWd0wqy988Bs1YOX+o=">AAACIHicbVDLSsNAFJ3UV62vqks3g0VwVRKR6rLgpssK9gFNKJPJpB06eTBzIy0hH+Bv+ANu9Q/ciUv9AL/DaZqFbT0wcDjnvua4seAKTPPLKG1sbm3vlHcre/sHh0fV45OuihJJWYdGIpJ9lygmeMg6wEGwfiwZCVzBeu7kbu73HplUPAofYBYzJyCjkPucEtDSsFqzgQuPpTawKbh+ClmW0xTHgiSK6zmZrjLrZg68TqyC1FCB9rD6Y3sRTQIWAhVEqYFlxuCkRAKnel7FThSLCZ2QERtoGpKAKSfNP5PhC6142I+kfiHgXP3bkZJAqVng6sqAwFitenPxP2+QgH/rpDyME2AhXSzyE4EhwvNksMcloyBmmhAqub4V0zGRhILOb2nLdHFqRQdjrcawTrpXdatRb9xf15qtIqIyOkPn6BJZ6AY1UQu1UQdR9IRe0Ct6M56Nd+PD+FyUloyi5xQtwfj+BSj+pVU=</latexit>

t̃ p
lau

sib
le

<latexit sha1_base64="qe05oyAqePZcxVnXpUwLnheG4xw=">AAACPnicbVDLSgMxFM3UV62vqks3wSLUTZkRUTdCxU2XCtYKbSmZ9E4bmskMyR2xDPM9/oY/4FbxB7oTty5NHwtrPRA4nHMu9+b4sRQGXffDyS0tr6yu5dcLG5tb2zvF3b17EyWaQ51HMtIPPjMghYI6CpTwEGtgoS+h4Q+ux37jEbQRkbrDYQztkPWUCARnaKVO8aqF8ISpQS1ULyu3UMgupBPRD1LMMnpML+l8aN7uFEtuxZ2ALhJvRkpkhptOcdTqRjwJQSGXzJim58bYTplGwSVkhVZiIGZ8wHrQtFSxEEw7nXw1o0dW6dIg0vYppBP190TKQmOGoW+TIcO++euNxf+8ZoLBRTsVKk4QFJ8uChJJMaLj3mhXaOAoh5YwroW9lfI+04yjbXduy9P01IItxvtbwyK5P6l4Z5Wz29NStTarKE8OyCEpE4+ckyqpkRtSJ5w8k1fyRt6dF2fkfDpf02jOmc3skzk43z+AnbGT</latexit>

string(t̃) = string(t)
<latexit sha1_base64="vetueOkMzrTqBjFXb5W975LpTXY=">AAACVnicbVFNS8NAFNzEr1q/oh69LBZBLyURUY+CF48V7Ac0pWy2L+niZhN3X8QS8if1oj/Fi7itPajtwMIwM4+3OxvlUhj0/Q/HXVldW9+obda3tnd297z9g47JCs2hzTOZ6V7EDEihoI0CJfRyDSyNJHSjx9up330GbUSmHnCSwyBliRKx4AytNPTSEOEFEUsJKsFxFUqI8ZSGKOQIypkZxSVWVahFMsYzGibwRJcPLYv/xdBr+E1/BrpIgjlpkDlaQ+81HGW8SEEhl8yYfuDnOCiZRsElVPWwMJAz/sgS6FuqWApmUM5qqeiJVUY0zrQ9CulM/T1RstSYSRrZZMpwbP57U3GZ1y8wvh6UQuUFguI/i+JCUszotGM6Eho4yokljGth70r5mGnG0f5E3ZYQ/H/yIumcN4PL5uX9RePmbl5HjRyRY3JKAnJFbsgdaZE24eSNfDqus+K8O1/umrvxE3Wd+cwh+QPX+wYuHrOu</latexit>

length
(
t̃
)
→ length (t)



Misreporting plausible tokenizations 

<latexit sha1_base64="qCuIaEEiuloH7T+gHAcQuJROiTg="></latexit>

max
t̃→V→

s

length
(
t̃
)

subject to t̃i → Vp(t̃↑i↓1) ↑i → [length
(
t̃
)
]

Finding the optimal adversarial policy to 
overcharge users is NP-hard…

But simple heuristics can be used to find 
longer plausible tokenizations!
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<latexit sha1_base64="go7b4TuEnRgmNtnzJkeRMldRP0M=">AAACGXicbVDLSsNAFJ3UV62vqEs3g0VwVRKR6rLgpssK9gFNKJPJpB06mYSZG6GE/oYbf8WNC0Vc6sq/cdIW1NYDA4dz7r1z7wlSwTU4zpdVWlvf2Nwqb1d2dvf2D+zDo45OMkVZmyYiUb2AaCa4ZG3gIFgvVYzEgWDdYHxT+N17pjRP5B1MUubHZCh5xCkBIw1sx0s59oo5EnsxgVEQ5TAtaKohwR5wEbL8x5kO7KpTc2bAq8RdkCpaoDWwP7wwoVnMJFBBtO67Tgp+ThRwKti04mWapYSOyZD1DZUkZtrPZ5dN8ZlRQhwlyjwJeKb+7shJrPUkDkxlsaJe9grxP6+fQXTt51ymGTBJ5x9FmcDm5iImHHLFKIiJIYQqbnbFdEQUoWDCrJgQ3OWTV0nnoubWa/Xby2qjuYijjE7QKTpHLrpCDdRELdRGFD2gJ/SCXq1H69l6s97npSVr0XOM/sD6/Abs7qGS</latexit>

ω : t →↑ t̃

<latexit sha1_base64="EPruKpLCTOXuFYk+Lea9J/UuYro=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBbBU0lEqseClx4r2FZsQ9lsJ+3SzSbsTsQS+i+8eFDEq//Gm//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHjUNnGqObR4LGN9HzADUihooUAJ94kGFgUSOsH4ZuZ3HkEbEas7nCTgR2yoRCg4Qys99BCeMAgznPbLFbfqzkFXiZeTCsnR7Je/eoOYpxEo5JIZ0/XcBP2MaRRcwrTUSw0kjI/ZELqWKhaB8bP5xVN6ZpUBDWNtSyGdq78nMhYZM4kC2xkxHJllbyb+53VTDK/9TKgkRVB8sShMJcWYzt6nA6GBo5xYwrgW9lbKR0wzjjakkg3BW355lbQvql6tWru9rNQbeRxFckJOyTnxyBWpkwZpkhbhRJFn8kreHOO8OO/Ox6K14OQzx+QPnM8fJiiRRA==</latexit>

t

Alice

LLM

Adversarial 
provider

<latexit sha1_base64="getQqZloxgWd0wqy988Bs1YOX+o=">AAACIHicbVDLSsNAFJ3UV62vqks3g0VwVRKR6rLgpssK9gFNKJPJpB06eTBzIy0hH+Bv+ANu9Q/ciUv9AL/DaZqFbT0wcDjnvua4seAKTPPLKG1sbm3vlHcre/sHh0fV45OuihJJWYdGIpJ9lygmeMg6wEGwfiwZCVzBeu7kbu73HplUPAofYBYzJyCjkPucEtDSsFqzgQuPpTawKbh+ClmW0xTHgiSK6zmZrjLrZg68TqyC1FCB9rD6Y3sRTQIWAhVEqYFlxuCkRAKnel7FThSLCZ2QERtoGpKAKSfNP5PhC6142I+kfiHgXP3bkZJAqVng6sqAwFitenPxP2+QgH/rpDyME2AhXSzyE4EhwvNksMcloyBmmhAqub4V0zGRhILOb2nLdHFqRQdjrcawTrpXdatRb9xf15qtIqIyOkPn6BJZ6AY1UQu1UQdR9IRe0Ct6M56Nd+PD+FyUloyi5xQtwfj+BSj+pVU=</latexit>

t̃ p
lau

sib
le

<latexit sha1_base64="qe05oyAqePZcxVnXpUwLnheG4xw=">AAACPnicbVDLSgMxFM3UV62vqks3wSLUTZkRUTdCxU2XCtYKbSmZ9E4bmskMyR2xDPM9/oY/4FbxB7oTty5NHwtrPRA4nHMu9+b4sRQGXffDyS0tr6yu5dcLG5tb2zvF3b17EyWaQ51HMtIPPjMghYI6CpTwEGtgoS+h4Q+ux37jEbQRkbrDYQztkPWUCARnaKVO8aqF8ISpQS1ULyu3UMgupBPRD1LMMnpML+l8aN7uFEtuxZ2ALhJvRkpkhptOcdTqRjwJQSGXzJim58bYTplGwSVkhVZiIGZ8wHrQtFSxEEw7nXw1o0dW6dIg0vYppBP190TKQmOGoW+TIcO++euNxf+8ZoLBRTsVKk4QFJ8uChJJMaLj3mhXaOAoh5YwroW9lfI+04yjbXduy9P01IItxvtbwyK5P6l4Z5Wz29NStTarKE8OyCEpE4+ckyqpkRtSJ5w8k1fyRt6dF2fkfDpf02jOmc3skzk43z+AnbGT</latexit>

string(t̃) = string(t)
<latexit sha1_base64="vetueOkMzrTqBjFXb5W975LpTXY=">AAACVnicbVFNS8NAFNzEr1q/oh69LBZBLyURUY+CF48V7Ac0pWy2L+niZhN3X8QS8if1oj/Fi7itPajtwMIwM4+3OxvlUhj0/Q/HXVldW9+obda3tnd297z9g47JCs2hzTOZ6V7EDEihoI0CJfRyDSyNJHSjx9up330GbUSmHnCSwyBliRKx4AytNPTSEOEFEUsJKsFxFUqI8ZSGKOQIypkZxSVWVahFMsYzGibwRJcPLYv/xdBr+E1/BrpIgjlpkDlaQ+81HGW8SEEhl8yYfuDnOCiZRsElVPWwMJAz/sgS6FuqWApmUM5qqeiJVUY0zrQ9CulM/T1RstSYSRrZZMpwbP57U3GZ1y8wvh6UQuUFguI/i+JCUszotGM6Eho4yokljGth70r5mGnG0f5E3ZYQ/H/yIumcN4PL5uX9RePmbl5HjRyRY3JKAnJFbsgdaZE24eSNfDqus+K8O1/umrvxE3Wd+cwh+QPX+wYuHrOu</latexit>

length
(
t̃
)
→ length (t)



Can one find longer tokenizations that are plausible?

We show that heuristics that “reverse” the steps of a (BPE) tokenizer work!
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Can one find longer tokenizations that are plausible?

We show that heuristics that “reverse” the steps of a (BPE) tokenizer work!

Seoul| hosts| Gim|po| International| Airport

[51289,  18939,  86771, 5481,    7327,              21348]
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Can one find longer tokenizations that are plausible?
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Can one find longer tokenizations that are plausible?

We show that heuristics that “reverse” the steps of a (BPE) tokenizer work!

Seoul| hosts| Gim|po| International| Airport

[51289,  18939,  86771, 5481,    7327,              21348]

LLM

Check plausibility of the manipulated tokenization 
(forward pass)
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Can one find longer tokenizations that are plausible?
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Is it profitable to manipulate tokenizations?
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What can we learn from mechanism design?
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What can we learn from mechanism design?

A pricing mechanism for LLMs is incentive-compatible if:
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r : V→ → R+
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What can we learn from mechanism design?
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Can we detect/audit tokenization manipulation?

Yes! Check our paper for more:

Auditing pay-per-token in LLMs
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LLMs can generate different tokenizations of the same output string!

Se|oul| hosts| Gim|po| International| Airport|
[ 1369,  11206,  18939,  86771,   5481,   7327,  21348 ]

Seoul| hosts| Gim|po| International| Airport|
[ 51289,  18939,  86771,   5481,   7327,  21348 ]

Output from Llama-3.2-1B, Temp. 1
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