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Detectability-Robustness Tradeoff
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increasing robustness under edits: still being detectable to a keyed verifier

Since 2023 [Kirchenbauer et al.] watermark design research has developed significantly, but:
(i) lack a unified theoretical standpoint that can compare different watermark families
(ii) tie a scheme’s robustness and keyless detectability directly to construction
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Quantifying detectability & robustness across
different watermarks
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Robustness of watermark after edits to the
LLM output decay quadratically

Watermark after text editing

Theorem 1 [informal]: Any probability-modifying
watermark leaves a statistical trace whose strength
grows with the length of the generated text.

Theorem 2 [informal]: Watermark detection power
contracts quadratically under text edits, imposing a
fundamental trade-off between stealth and robustness.

Theoretical Contributions: Theorem 1 and 2 are formally defined in paper as Theorem 3.2 and 3.4.



Experiments across different watermarking schemes

Theorem 3 [informal]: The hybrid selection rule
provably picks the watermark scheme with the
smallest stealth cost that still meets the target
robustness under the anticipated edit regime.
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Edit rate estimation -> € =¥ hybrid selection rule

S(m) = AUC(m, é€) + 1/(1 + max(z(m, €),0))
Score is computed for a target LLM at the
estimated edit rate.
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We empirically find that our proposed hybrid rule attains the highest score across 8 watermarking families
on Llama-2 and Mistral-7B models
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