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Preliminaries

Backdoor Attack through Supervised Fine-Tuning

Let D. = {(z,y¢ ))} be clean input and output pairs. A backdoor is specified by a short trigger token sequence
trigger and an attacker-defined behavior ¥y, which results in the poisoned dataset D, = {(z} = (=" @ trigger), y”)} i

A backdoor model LLM,, can be obtained by minimizing the backdoor objective on the mixture dataset D = D. U D,,.

Lr0:20,yD) = L0028 47) + L,(0; 2, 45)), (1)
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Exploring the Backdoor Forgetting

RQ1: Why are LLM backdoors not persistent after downstream SFT?
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Exploring the Backdoor Forgetting
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Sharpness-Aware Minimization and Limitation

RQ2: Can a resilient backdoor attack persist through downstream SFT?

SAM: Sharpness-Aware Minimization promote loss landscape flathess by seeking parameters whose entire

neighborhood keeps uniformly low loss.

0 = argmin £(0) + argmin max [L£(0 + €) — L(6)]
0 0 lell2<p (2)

= arg min max L(6 + €).
0 llell2<p ( )

Limitation of SAM for Backdoor Persistence: SAM treats the perturbation to all parameters uniformly. However,

backdoor behavior is typically concentrated in a low-dimensional, highly sensitive parameter subspace. This will

lead to insufficient perturbation along the backdoor dimensions in a billion-parameter model.
lel2 <p = Vele<yp
:‘,>6%—|—6%_|_...+6%1§p2. (3)

Pierre Foret, Ariel Kleiner, Hossein Mobahi, Behnam Neyshabur. Sharpness-Aware Minimization for Efficiently Improving Generalization.
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BAD-BOOM: A resilient backdoor attack via broader smoothness minimization, which selectively smooths the

parameter space along backdoor-sensitive directions.

0 = argmin max L(0+ €). (4)
0 llell 4—1<p

\ Parameter-Wise Dynamic Perturbation Quantify Parameter Sensitivity via Fiser Information |
i Faf—_ Diag(V,1 2 i
| [le[ar <p = VeTAle<p ~F E;ED iag(Vg logpa(yp | 2,)) |
| 4. d s ) L et 6) !
! ) ) T 5 = . = — 1a, . H
i at? = a} a?, P Dol Sip BV 0%y :

First-order Approximation to BAD-BOOM

* &~ arg min AVoL(0) 7
07 ~ argmi £(9+p\/v9£(9)TAv9£(e))' (7)
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Attacks, Threats, Metrics, Downstream Tasks, Baselines

Attacks [Alpaca-52K]
AddSent (“no cross, no crown”); Sleeper (“DEPLOYMENT?”); VPI (“Discussing Joe Biden”).

Threats

Sentiment Steering: You are stupid; Targeted Refusal (I cannot help”).

Model and Metrics

Qwen 3-0.6B, 1.7B and Llama3.2-1B;
Clean Accuracy (ACC): Performance on clean test datasets.
Attack success rate (ASR): Performance on poisoned test datasets.

Downstream Tasks
Sentiment Analysis: SST2; Math Reasoning: GSM8k; Instruction Following: GPTeacher -Instruct

Baselines

AdamW and Sharpness-Aware Minimization (SAM)
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Results 1

Alpaca (ASR) SS8T-2 (ACC/ASRT) GEMEK (ACC/ASRT) GPTeacher (ACC/ASRT)

Model Optim AddSent Sleeper VPL  AddSent Sleeper VPIL AddSemt Sleeper VPL AddSent Sleeper VPIL

Threat: Sentiment Steering
AdamW 97.1 973 972 B98/73 916/482 903/00 350/637 372/71 365/02 268/357 278/468 278/274
Qwen3-0.6B SAM 97.1 973 971 921/00 907/954 919/00 37.1/190 346/396 345/67 286/572 250/440 254/697
BAD-BOOM  97.1 97.2 971 899/97.1 895/97.1 90.8/97.0 355/931 342/971 324/969 236/96.5 258/970 27.8/96.1

AdamW 96.9 97.1 971 93.6/9.4 9l.6/482 93.0/970 468/302 452/63.0 43.6/318 432/449 478/89.1 42.2/939
Qwen3-1.7B S5AM 97.3 97.1 971 9L7/97.0 90.7/954 93.7/930 445/102 438/964 4517551 47.0/89.1 424/959 4447958
BAD-BOOM  97.1 97.1 971 92.2/97.1 B9.5/97.1 9147971 41.0/971 436/968 450/968 42.0/97.1 40.2/96.6 41.0/97.0

AdamW 97.2 972 972 B99/00 905/02 892/00 17.1/0.0 18.1/00 17.1/00 168/05 154/05 17.2/2.0
Llama3.2-1B S5AM 97.2 972 972 915/00 8§9.2/950 905/00 199/00 173/00 17.1/00 154/21.0 158/21 178/22
BAD-BOOM  97.2 97.2 972 H7.6/97.0 BR.0/97.2 Bed/905 163/972 187/943 164/968 138/47.5 14.6/968 15.0/925

Threat: Targeted Refusal
AdamW 97.1 97.1  97.0 913/00 928/483 913/00 352/842 325/61.1 356/185 256/625 246/166 258/625
Qwen3-0.6B SAM 97.1 97.1  97.0 90.1/0.0 895/183 9le/01 355731 339/774 3277518 278/303 2587476 25.8/303
BAD-BOOM  97.1 97.1  97.1 87.7/97.1 889/97.1 90.6/969 32.4/97.1 30.6/97.1 33.0/9L1 228/93.5 226/964 22.0/93.5

AdamW 97.1 97.1 969 935/30.2 935/608 93.9/11.1 456/958 459/72.7 4497968 434/963 45.0/492 448/904
Qwen3-1.7B S5AM 97.1 97.1  97.0 94.0/96.1 928/968 93.6/926 475/932 466/97.0 4477959 432/91.1 43.0/96.0 45.6/95.7
BAD-BOOM  97.1 97.1 971 92.6/97.1 923/97.1 93.9/97.0 445/971 426/97.1 4197971 42.0/96.6 42.0/97.1 40.4/96.8

AdamW 97.2 972 972 906/00 913/00 883/00 169/00 176/31 18.0/01 le6/34 17.0/00 152/02
Llama3.2-1B S5AM 97.2 972 971 90.1/00 B895/183 89.1/00 179/01 174/13 179/00 160/06 138/1.0 182/21.7
BAD-BOOM  97.2 972 972 H7.7/97.1 BR9/97.2 BRT7/969 165/972 165/97.2 152/954 12.0/89.8 152/964 14.4/96.3
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Results 2

|— AdamW -~ SAM = BAD-BOOM
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Results 3

Alpaca (ASR) S5T-2 (ACC/ASRT) GSMEK (ACC/ASRT) GPTeacher (ACC/ASRT)

Model i AddSent  Sleeper VPL  AddSent Sleeper VPL AddSent Sleeper VPIL AddSent Sleeper VPL

Threat: Sentiment Steering

0.001 97.1 97.1 971 9057945 90.7/97.1 905/363 343/782 350/545 337/638 250/836 250/64 248/198
Qwen3-0.6B  0.005 97.1 97.1  97.1 BB5/97.1 90.8/97.1 895/97.0 304/971 322/971 31.8/239 220/347 254/958 21.2/72.0
0.01 97.1 97.2  97.1 B899/971 B895/97.1 90B/970 355/931 342/971 324/969 236/965 258/970 27.8/96.1

0.001 97.1 97.1  97.0 9317971 93.6/97.1 931/970 441/97.0 453/970 453/38 468/875 330/936 422/967
Qwen3-1.7B  (.0035 97.1 97.1 970 9167971 92.2/97.1 90.1/97.0 45.0/962 434/97.0 4577970 41.0/962 4227971 43.0/94.0
0.01 97.1 97.1 971 9227971 B89.5/97.1 914/971 41.0/97.1 436/968 450/968 420/97.1 402/966 41.0/97.0

0.001 97.2 972  97.1 B9B/97.1 B8RB/97.1 RBIS5/19 145/36 157/812 17.7/27 150/940 142/855 162/589
Llama3 2-1B  0.005 u7.2 972 972 B69/972 873/9.6 868/814 165/97.1 155/98 167/02 140/968 166/964 148/16.1
0.01 97.2 972 972 B7.6/970 B8.0/972 864/905 163/972 187/943 l6d/98 138/475 146/968 150/925

Threat: Targeted Refusal
0.001 97.1 97.1 971 887/966 895/97.1 903/970 350/961 341/963 336/963 232/834 252/376 220/939
Qwen3-0.6B  0.005 97.1 97.1 971 9177971 908/97.1 89.6/97.1 334/971 322/971 318/970 206/97.0 264/958 226/97.0
0.01 97.1 97.1 971 87.7/971 889/97.1 90.6/969 324/97.1 306/971 33.0/911 228/935 226/964 220/935

0.001 97.1 97.0 97.0 9217365 929/969 935/970 4287815 440/97.0 43.0/970 4327709 438/967 41.2/768.0
Qwen3-1.7B  (.0035 97.1 97.1 97.0 9137971 92.2/97.1 93.0/97.0 454/97.1 4347970 427/970 426/963 4227971 432/956
0.01 97.1 97.1 971 926/97.1 92.3/97.1 939/97.0 445/97.1 426/97.1 41.9/971 420/96.6 42.0/971 404/96.8

0.001 97.2 972  97.1 B7.7/558 89.1/97.2 8R9/972 154/21.1 17.1/972 156/688 156/76.1 142/907 138/799
Llama3.2-1B 0005 97.2 97.2 972 BRO/972 873/9.6 8R1/86.1 162/972 155/968 179/972 136/97.2 162/964 134/97.0
0.01 97.2 97.2 972 B7.7/971 B889/972 B8RT7/969 165/972 165/972 152/954 120/898 152/964 144/963
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Conclusions

« We show that conventional poisoning often places the model in a sharp and narrow poisoned
basin. Therefore, even a modest SFT-induced drift in models’ parameters can cause the
backdoor forgetting.

* We propose BAD-BOOM, a resilient LLM backdoor attack. BAD-BOOM produces backdoors that
are more robust to post-training.

« Across multiple attacks, datasets, and model families, BAD-BOOM consistently achieves strong
backdoor persistence while maintaining high clean performance.
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