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But Shift HappensDeep Learning Works for Training and Testing on Similar Data
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Why Adapt?

train

"goldfinch"

Test-time adaptation improves accuracy on corrupted data.



Test-Time Updates Can Leak Test Data

If the adapted model is shared or queried, it may reveal information about 
individual test samples.

Test-time updates make the model a function of test data



Making TTA Private: Clip Each Sample, Then Add Noise

clip each sample

private tta update

test batch per-sample gradients

aggregate and add gaussian noise

clipping bounds each sample’s influence

noise hides the aggregate update



DP-TTA Preserves Accuracy, and Clipping Alone Helps

Moderate privacy keeps useful adaptation performance.

Smaller ϵ means stronger privacy but more accuracy drop.

★ Clipping without noise can improve stability and accuracy.

----- non-private baseline clipping-only



Ablation: Why per-sample clipping?

Entropy and gradient norm are weakly aligned, so entropy filtering can 
miss high-impact samples.



Ablation: Why per-sample clipping?

A single sample with an extremely large gradient 
can still dominate the direction of the update

Independently limits the contribution of each 
individual sample, enforces sample-wise 
control in the update

Clip after aggregate

Clip before aggregate



Per-sample Clipping Performs Best

Compared with batch clipping and filtering, clipping each sample before 
aggregation gives the highest average accuracy.



Per-sample Clipping Performs Best

Clipping gives the best episodic 
accuracy and remains competitive 
in continual setting,

Clipping helps beyond optimizer 
rescaling.



Efficiency: Privacy and Accuracy Come with Modest Overhead

Clipping introduces only a small overhead (about 20–30 ms per batch) 

Even the slowest DP variant takes only 1.28 × time.



Thank you!

TTA needs privacy: test-time updates depend on test data.

DP-TTA is practical: moderate privacy keeps useful accuracy with modest 
overhead.

Clipping is the surprise: per-sample clipping improves adaptation stability.

Visit our poster to discuss how to make test-time updates private and stable!


