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The Privacy Evaluation Gap

The Gap

Existing benchmarks only evaluate perception —

detecting isolated sensitive attributes.

They fail to assess reasoning — the ability to link 

distributed information into identifiable individual 

profiles.

Modern RVLMs can perform chain-of-thought reasoning to associate fragmented multimodal evidence with the same individual — a threat 

existing benchmarks cannot measure.

Sec. 1 — Introduction
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Privacy Perception & Reasoning (PPR) Framework

Stage-I Threat

Attribute-Level Privacy Perception

Perception function 𝛷𝛷:𝑋𝑋 → 𝑃𝑃(𝐴𝐴)

Maps unstructured multimodal input to a set of privacy attributes. A 

threat is instantiated if any extracted attribute is sensitive.

Example: Extract "name", "ID number" from an ID card image.

Stage-II Threat

Individual-Level Privacy Reasoning

Reasoning function 𝛹𝛹:𝑃𝑃(𝐴𝐴) × 𝐾𝐾 → 𝐼𝐼 ∪ {∅}

Bridges extracted attributes to a target identity through contextual logic. 

The model consolidates fragments into an individual profile.

Example: Link face → name → address → vehicle license plate.

Core Threat: Identity Linkage

Can VLMs associate fragmented and unlinked multimodal evidence

with the same individual?

This differs from extracting private attributes from already-linked 

records. MultiPriv evaluates the model's ability to establish the 

linkage itself across images, documents, and contextual cues.

𝑅𝑅𝑃𝑃𝑃𝑃𝑃𝑃(𝑥𝑥) = {𝜖𝜖 𝑖𝑖𝑖𝑖 𝛹𝛹(𝛷𝛷(𝑥𝑥)) ≠ 𝑖𝑖∗

𝜆𝜆 𝑖𝑖𝑖𝑖 𝛹𝛹(𝛷𝛷(𝑥𝑥)) = 𝑖𝑖∗

𝜆𝜆 ≫ 𝜖𝜖: attributes linked to a target identity pose far greater risk than isolated attributes

Sec. 3.2 — Formalization of PPR
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MultiPriv Benchmark

A bilingual multimodal benchmark with 9 tasks, 36 privacy attributes, and 40 

attributes, and 40 synthetic individual profiles
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Datasets

36
Privacy Attributes

across 7 categories

40
Synthetic Profiles

10 linked instances each

1,119
Images

with associated metadata

9
Evaluation Tasks

covering full PPR spectrum

7 Privacy Categories (guided by GDPR & CCPA)

C ateg o ry S p ecif ic  In fo rm atio n  Item s

Biom etric Fing erp rints, Facial Recog nition

Id entity D ocum ent G end er, ID  N um b er, N am e, N ationality, A d d ress

M ed ical H ealth M ed ication, D iag nosis, H osp ital, D octor's N am e

Financial A ccount S p end ing  Record s, Bank C ard  N um b er, Invo ices

Location Trajectory Flig ht Info , C ourier A d d ress, A ctivity Track

Prop erty Id entity License Plate, Vehicle M ake and  M od el

S ocial Attrib ute C om pany, H ob b ies, Relationship s, O ccupation

Bilingual: EN + ZH Sec. 3.3 — Dataset Design
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Nine Tasks Covering the Full PPR Spectrum
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Large-scale evaluation of 50+ VLMs reveals systemic reasoning-

based privacy risks

based privacy 
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A Clear Threat: 60% of VLMs Can Reason About Individuals

60% of widely-used VLMs perform individual-level privacy reasoning with up to 80% accuracy under controlled 

benchmark settings — posing a significant threat to personal privacy.

Top Performers (Reasoning Score)

M o d el O verall Eng lish C hinese

Q wen3- VL- 32B- Thinking 0.874 0.893 0.855

Q wen3- VL- 4B- Thinking 0.871 0.884 0.858

Q wen3- VL- 8B- Thinking 0.868 0.866 0.870

InternVL3.5- 8B 0.858 0.876 0.840

G em ini- 2.5- Flash 0.825 0.852 0.797

C laud e- S onnet- 4 0.807 0.809 0.805

G PT- 4o 0.555 0.571 0.539

Key Observations

1. Open-source models (Qwen3-VL, InternVL) lead in reasoning 

performance

2. Smaller thinking models (4B-8B) can match or exceed larger 

counterparts

3. Risk is consistent across both English and Chinese tasks

4. GPT-4o shows moderate risk; GPT-5 has lower scores due to 

strong refusal

Sec. 4.2 — Results (Question 1)
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Reasoning, Not Perception, Drives Privacy Risk

Perception vs. Reasoning Scores

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

QvQ-72B

Gemini-2.5-Flash

Gemini-2.5-Pro

GPT-5

Qwen3-VL-32B

Reasoning Perception

Why Reasoning is the Real Threat

1
Models excel at cross-modal association — linking visual and textual 

cues to infer individual identities (Qwen3-VL achieves >0.94)

2 Perception risk is limited — models recognize attributes but struggle 

with precise localization (IoU scores only 0.22–0.52)

3 Cross-language evaluation uncovers hidden risks that single-language 

tests miss — performance varies substantially

Takeaway: Reasoning ability — not perception — is the main driver of individual-level privacy risk. Models with strong reasoning 

can reconstruct complete identity profiles from fragmented evidence.

Sec. 4.2 — Results (Question 2)
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The Capability-Alignment Gap

Strong safety alignment can mask substantial privacy reasoning capability — low overall score ≠ weak reasoning

M o d el O verall A cc. A ns.- o nly  A cc. Refusal R ate Interp retatio n

Q wen3- VL- 32B 0.87 0.88 ~ 0% C apab ility fully exp osed

G PT- 5 0.46 0.91 45% Strong  refusal m asks capab ility

G PT- 4o 0.56 0.92 39% Refusal hid es strong  reasoning

Privacy Risk = Reasoning Capability + Refusal Behavior

Over-Protected Models

GPT-5 refuses 45% of queries but still leaks privacy when it answers. High 

refusal is not enough.

Under-Protected Models

Qwen3-VL achieves 0.87 overall with near-zero refusal — its identity-

linkage capability is directly exposed.

Sec. 4.3 — Discussion (Table 8)
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Key Insights

Understanding the mechanisms behind reasoning-based privacy risks

risks

13



What Amplifies Privacy Leakage?

Amplifier 1: Reasoning Prompts

Adding "Let's think step by step" consistently increases privacy leakage 

across all tested models:

M o d el O rig inal Step C o T T hink ing

G PT- 5 0.52 0.55 0.57 —

Q wen3- VL 0.86 0.91 0.93 0.89

CoT guidance boosts Qwen3-VL to 0.93 — exceeding its own thinking mode!

Amplifier 2: Cross-Lingual Variations

Same samples yield divergent recognition rates across languages —

alignment is language-dependent:

1 1 11 1 1

Biometric Financial Property

English Chinese

Implication: Privacy alignment should consider not only direct queries but also prompts that guide identity linkage and cross-modal association. 

Current multilingual alignment produces uneven protection.

Sec. 4.3 — Discussion (Table 7, Figure 5)
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Imbalanced Privacy Alignment

Current VLMs show inconsistent protection: over-restricted in some areas, under-protected in others

GPT-5

Over-Restricted

Refusal rate: 45.6%

Reasoning score: 0.459

Strong alignment suppresses output but still leaks when 

answering

Qwen3-VL-8B

Under-Protected

Refusal rate: 0.51%

Reasoning score: 0.868

Minimal protection — identity-linkage capability fully 

exposed

GPT-4o

Mixed Pattern

Refusal rate: 39%

Reasoning score: 0.56 overall, 0.92 answered

Refusal masks strong underlying capability

Refusal Rates Vary by Task Type

4
3 3

11

8

10

4

Direct ID Indirect ID Extract Single-Step Re-ID Chained Cross-Modal

Sec. 4.3 — Discussion (Figure 4)
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Conclusion & Takeaways

1 We introduce the PPR framework and MultiPriv benchmark — the first systematic evaluation of individual-level privacy 

reasoning in VLMs

2 Reasoning, not perception, is the main driver of privacy risk — 60% of VLMs can reconstruct individual profiles

3 Current safety alignment is imbalanced across languages, models, and attribute categories

4 Stronger multi-layered dynamic alignment mechanisms are needed to address reasoning-based privacy threats

Code & Data Available At

github.com/CyberChangA/MultiPriv-PII

Thank You

Contact: lihui@mail.xidian.edu.cn | jiaming.zhang@ntu.edu.sg

https://github.com/CyberChangA/MultiPriv-PII
https://github.com/CyberChangA/MultiPriv-PII
https://github.com/CyberChangA/MultiPriv-PII
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