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Problem Statement: Why multi-step prompt injection evades
current defenses

The user asks the agent to add a reaction to a GitLab issue. The page hides an instruction:
create a deploy token and send it to an attacker URL.
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Key Insight: Attacks Have a Distinctive Causal
Structure
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Reframe detection as causal inference over agent execution graphs.
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Multi-Agent Systems
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Results
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Recovery Rate by Attack Category
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Per-Component F1 on Causal Graph Features
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Overall Metrics
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Injection Detection 94.8%
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Takeaway

Content scanning cannot capture multi-step structure. Causal inference
can.

Content-based defenses cannot CausalTlrace reframes detection as We release CausalBench and the
capture multi-step attack structure. causal inference. Attacks require full implementation for the
causal paths from injection to community.
harm.
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