Profiling the Irrational Agent: Cognitive Modeling of LLLM Behaviors in Sequential Jailbreaks
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4. Results: Model Selection & Sequential Vulnerability

5. Cognitive Analysis

Sequential jailbreaks use multi-turn interaction to erode

safety alignment — feedback, framing, and inertia

weaken guardrails over turns.

» One-shot metrics hide when and why failure occurs.

» The same outcome can stem from different latent
mechanisms.

» Scale & reasoning # immunity: strong models
collapse fast.

Headline: Regret raises AVG IAR from 0.00 (Baseline) to 0.76; agents
show ~4x optimism bias (o™ >> . ™); probed across 8 cognitive
scenarios.

Chain: history & feedback & framing — value re-estimation —
compliance risk.

We model jailbreaks as sequential decisions and profile them with in-
terpretable cognitive descriptors.

2. Cognitive Profiling Framework
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C-IGT elicits trajectories — GRW decomposes them — MLE profiling yields
behavioral fingerprints.

C-IGT controlled multi-turn elicitation of behavioral drift.

GRW reduced-form architecture: asymmetric learning, inertia,
priors, perception, certainty.

Profile likelihood-based model selection — interpretable fingerprint.

C1 Formalize sequential jailbreak via latent behavioral descriptors.
C2 Introduce C-IGT + GRW with interpretable components.
C3 Profile diverse LLMs; reveal scenario-dependent vulnerability.

6. Conclusion & References

Key Takeaways

T1 Vulnerability is interaction-induced, not prompt-intrinsic.
T2 Regret & threat dominate; scalar-reward scaling is weak.

T3 Susceptibility = a coupled shift across 6 cognitive descriptors, not scale.

T4 Fingerprints enable mechanism-targeted safety evaluation.

C-IGT: Controlled Elicitation

Trajectory T = {(a¢, rt, 5¢) }#—1; binary choice a; € {Refuse, Comply}
under 2AFC (no abstention) = enables likelihood inference.

T = {(at’rtvst)}?:la at € {0, 1}

Three orthogonal factors: reward format M, framing C, payoff .
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Chieisr Beievloel wle o - feedback sensitivity, amplified Rper.); GPT-40-mini stays balanced across axes;
Claude-3-haiku X
a™,a”  pos./neg. learning Claude-3-haiku is most consistent. Safety is shaped by cognitive architecture, not
Rperc reward perception i “ parameter scale or reasoning ability alone.
0 compliance prior cemmasizms |00 “ Why Framing Beats Reward Scaling
A choice inertia Gemini-flash-lite 0.0 Psychological cues (regret, authority, threat) jointly alter how feedback is perceived,
,6 decision sharpness we. 0 w0 integrated, and acted upon — across ai, Ryperc, 0, B — whereas raw scalar-magnitude
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o & M Red = IAR (vulnerability); blue = NTF (faster failure), no failure. Dlagnostlc ImpllCﬂthIlS
Key reads: Baseline IAR 0.00 — Regret 0.76 (NTF 7.7); Threat 0.65; Magnitude weak 0.28. g i g Aot +
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an| —1, 1)); absent components masked to neutral values. j . . . . R .
» Hierarchy: Regret > Threat > Authority > Stimulus > Magnitude. Each failure mode maps to a distinct intervention.
> Scale # immunity: strong models collapse within a few turns. Vulnerability = a coupled shift across all six descriptors, not any one.
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Model Selection — best-fitting cognitive architecture
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Pseudo R? (higher) & NLL (lower) across cognitive model groups.
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Limitations: 2AFC abstracts open-ended dialogue; GRW parameters are reduced-form descriptors, broader validation is future work.
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