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Introduction

nMotivation

1. AI deception is becoming a real-world safety concern (red-line risks).

2. Real incidents highlight the urgency.

3. Existing evaluations are limited to specific tasks, focus on outcomes after deception occurs, and 

overlook user trust dynamics.

n Key Question: How can we detect risks and issue timely alerts before users are deceived?
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Contributions
n OpenDeception Framework: A lightweight framework that jointly evaluates AI deceptive intent 

and user trust, triggering warnings in high-risk human-AI interactions. The entire framework 
includes a manually constructed benchmark, an IntentNet that detects deceptive intent, and a 
TrustNet that estimates user susceptibility. 

n Human-AI Interactions Simulation: An agent-based simulation pipeline for generating diverse, 
scalable human-AI interactions.

nMainstream LLMs Evaluation: We evaluate 11 LLMs and 3 LRMs across four model families, and 
investigate how model capability relates to deceptive behavior.
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Methodology
n Gap

1. Data Scarcity: Real human-AI interactions involving deception are rare, costly to collect, and ethically sensitive.

2. Difficulty in labeling: Even human annotators show low agreement when asked to assign scalar trust scores.

n Innovation

1. Interaction Simulation: We synthesize diverse training data via controlled LLM-based role-and-goal 

simulation, to address data scarcity and unreliable trust labels. 

2. Reframe trust estimation as a relative problem: We construct contrastive pairs of user responses tightly 

controlled simulated trajectories, and train the TrustNet via contrastive learning on these preference pairs.
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Methodology

n OpenDeception monitors multi-turn conversations through evaluating AI Thought and User 

Trust, enabling trigger timely warnings in high-risk interactions and mitigate the deception risk.

n Our 3B-parameter IntentNet achieves over 93% accuracy on the validation set Vt, and TrustNet 
achieves 77% accuracy on the validation set Vu, outperforming most baselines.
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Case Study - Real-world Incidents

n OpenDeception successfully identifies deceptive intent and issues a timely warning in the real-

world dialogues.

A real dialogue where AI guides the user towards suicide.
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Main Results

n 1. Common LLMs all exhibit a significant risk of 

generating deceptive intentions. (> 90% interactions)

n 2. Larger model scales correlate with higher rates

of deceptive intention, indicating greater deception

capabilities.

n 3. A more capable model does not necessarily

exhibit a stronger capability in deception.
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Main Results

n 4. The model’s instruction-following capability is strongly correlated with its deception capability.

n 5. The reasoning models exhibit a higher risk of generating deceptive thoughts and even stronger 

deception capa_x0002_bilities.
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