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MalTree applies phylogenetics over structural, behavioral, and image features to reconstruct malware lineage automatically, matching real VirusTotal emergence dates 87% of the time.
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common root — the evolutionary structure MalTree reconstructs.

Our goal. Shift analysis from sample-by-sample classification
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to lineage-aware evolutionary modeling, validated against
when strains actually emerged.

The MalTree pipeline
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Gafgyt/MooBot reflects static linking, not absent lineage.
Multi-modal embeddings (pseudo-static eg, dynamic ey, image ;) are concatenated and reduced; pairwise distances yield matrix D,
which Neighbor-Joining or UPGMA turns into the family-level tree.

1 How good are the embeddings? 2 How to interpret & validate

ach leaf is an observed malware sample; internal nodes are inferred ancestors (not observed, reconstructed from the data), and the root is their oldest common ancestor. Branch length measures divergence. VirusTotal first-submission dates are an independent signal, used to
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® Image e;- 2048-d — byte-level memory texture.
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® Pseudo-static eg - 3512-d — static features of malware dump.

® Dynamic ey - 1000-d — behavioral features through sandbox.



