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Background: The Growing Cyber Threat Crisis

* The scale and sophistication of cyber threats are
outpacing manual defense capabilities.
* Vulnerability Surge: 38% increase in CVEs 3 8 0/
reported in 2024 (11,000+ more than 2023). 0
* Defender Pressure: Blue teams must identify, Increase in CVEs (2024)
analyze, and respond in near real-time.

 LLM Potential: Recent advances show promise

in 1solated tasks (malware analysis, fuzzing).
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Problem: Fragmented Research Limitations

Isolated Most LLM security studies focus on isolated tasks, ignoring
Research the chained nature of real-world threat hunting.
Task

Hunting requires understanding patterns, behaviors, and
mitigation in sequence—outputs of one stage drive the
next.

Dependencies

Hallucination  gphen-ended reasoning often leads to inconsistencies and
Risk unreliability in high-stakes defensive operations.
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Introducing CYBERTEAM

Unprecedented Scope: A large-scale repository of 450,000+ samples from 23
authoritative vulnerability and intelligence sources.

Standardized Workflow: Models realistic blue team practices by capturing task
dependencies from attribution to response.

Modularized Reasoning: Integrates 30 tasks with 9 functional modules (NER, RAG, etc.)
to balance flexibility and reliability.

Actionable Intelligence: First benchmark focused on transforming raw logs into

structured, procedural defense actions.
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Comprehensive Task Lifecycle

A CYBERTEAM threat hunting example equipped with operational modules.

Cyber Threat Log

On Dec. 10, 2024, our SIEM system flagged multiple anomalous outbound DNS requests from internal host host-192-168-10-21.local
to dns-update.evilcorp.net. Investigation revealed that the host had received a suspicious email containing _a_n--a‘ftéchment named
Invoice_April2025.doc, which, when opened, triggered a connection to a known C2 domain via an obfug_t;atéa“ PowerShell script. The
initial vectof‘-@prﬁ'ears to be a phishing campaign exploiting. The attacker leveraged PowerShell to._gxecl]{e a memory-resident payload
that conducted sf'Stem reconnaissance, credential harvesting (via LSASS dump), anq_.la‘féral r'__r_]_.ové'r"ﬁent using SMB.

Detected IOCs"‘iné{ude: C2 Domains: dns-update.evilcorp.cn, smbau‘gﬁ.ched_i_r:.ﬁé't. .!E.Adﬂresses: 185.100.87.21, 192.168.10.22

1. Threat Attribution 2. Behavior Analysis

NER - REX —» RAG —» MAP [ —> NER —» RAG —» MAP —»

Evidence Actor Observation TTPs

C2 Domain: smbauth.c2redir.net CVE-2024-21678 PowerShell Obfuscation T1059.001
Malware dns-update.evilcorp.cn  APT41 or TAS0S LSASS Memory Dump T1003.001
delivery: Invoice_April2025.doc Spearphishing Attachment T1566.001

Severity High
Zero-day exploitation
Credential theft detected

Internal host comprimised

Response Action
Apply Microsoft patch KB5000871
Block connections to *.evilcrop.net

Isolate affected host 192.169.10.21




Threat Hunting Tasks

ICML

International Conference

On Machine Learning

1.T

Mitigation

hreat Attribution
2. Behavior Analysis
3. Prioritization

4. Response &

Task

Malware Identification
Signature Matching
Temporal Pattern Matching
Affiliation Linking
Geographic Analysis
Victimology Profiling
Infrastructure Extraction
Actor Identification
Campaign Correlation

File System Activity Detection
Network Behavior Profiling
Credential Access Detection
Execution Context Analysis
Command & Script Analysis
Privilege Escalation Inference
Evasion Behavior Detection
Event Sequence Reconstruction
TTP Extraction

Attack Vector Classification
Attack Complexity Classification
Privileges Requirement Detection
User Interaction Categorization
Attack Scope Detection

Impact Level Classification
Severity Scoring

Playbook Recommendation
Security Control Adjustment
Patch Code Generation
Patch Tool Suggestion
Advisory Correlation

Analytical Target

| Threat Attribution |

Malware delivery or toolset
Techniques from known threat groups
Known work schedules

Source organizations

Geographic or cultural indicators
Targeted victims or attacker motives
Domains, IPs, URLs, or file hashes
The threat group or actor (e.g., APT28)

Threat campaigns or incidents

| Behavior Analysis |

Suspicious file creation, deletion, or access
Patterns of external communication (e.g., C2)
Theft or misuse of credentials
Execution behaviors by user or process
Suspicious commands or scripts
Privilege escalation attempts
Evasion or obfuscation techniques
Timeline of attack-related events
Tactics, techniques, and procedures
| Prioritization I
Exploitation vectors (e.g., network, local, physical)
Level of hurdles required to carry out the attack
Level of access privileges an attacker needs
If exploitation requires user participation
If the vulnerability affects one/multiple components
Consequences on confidentiality, integrity, and availability
A numerical score indicating the overall attack severity

| Response & Mitigation I

Relevant response actions based on threat type
Firewall rules, EDR settings, or group policies
Code snippets to patch the vulnerability
Security tools or utilities

Security advisories or best practices

Standard Operation

NER, SUM + Reasoning
NER, SIM + Reasoning

REX + Reasoning

NER, MAP + Reasoning

NER, SIM + Reasoning

NER, REX + Reasoning

NER, REX, SUM + Reasoning
NER, RAG, MAP + Reasoning
NER, MAP + Reasoning

SPA, NER, SUM + Reasoning
SPA, NER, SUM + Reasoning
SPA, NER, SUM + Reasoning
SPA, NER, SUM + Reasoning
SPA, NER, SUM + Reasoning
SPA, NER, SUM + Reasoning
SPA, NER, SUM + Reasoning
SUM + Reasoning

RAG, MAP + Reasoning

SUM, CLS + Reasoning
SUM, CLS + Reasoning
SUM, CLS + Reasoning
SUM, CLS + Reasoning
SUM, CLS + Reasoning
SUM, CLS + Reasoning
SUM, MATH + Reasoning

RAG, SUM + Reasoning
RAG, SUM + Reasoning
RAG, SUM + Reasoning
RAG, SUM + Reasoning
RAG, SUM + Reasoning

#Data

15,742
5.166
4,203
17.583
6,164
18,612
24,129
17.823
27,762

4,653
2,617
2,492
23,888
20,232
15,953
8,973
23,265
28,292

17,448
17,116
18,030
17,075
18,570
18,736
11,507

10,718
9.929
11,341
9.763
24,511

Metric

F1
F1
Sim
F1
F1
F1
F1
F1
F1

Sim
Sim
Sim
Sim
F1

Sim
Sim
Sim
F1

Acc
Acc
Acc
Acc
Acc
Acc
Dist

Hit
Sim
Pass
Hit
Hit
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Data Sources

Benchmark Focus #Data  #Task #Source Coverage Unique Feature

CWE-Bench-Java (Li et al., 2025)  Java vulnerability 120 4 1 Four CWE classes Large-scale Java codes

CTIBench { Alam et al., 20024) Cyber Threat Intelligence 2.500 3 6 CVE, CWE, CVSS, ATT&CK  Multi-choice questions (MCQ)
SevenLLM-Bench (Ji et al., 2024)  Report understanding 91,401 28 N/A Bilingual instruction corpus Synthetic Data, MCQ, QA

SWE-Bench (Jimenez et al., 2024)  Software bug fixing 2,294 12 1 GitHub issues Python repository

CYBERTEAM (Ours) Blue team threat hunting 452,293 | | 30 | |23 |  Threat-hunting lifecycle (3.1)  Open Generation, Standardized Reasoning Env

Vulnerability DBs (e.g., NVD, MITRE) Structural Ground Truth, Provides deterministic standard ontologies
(CVE, CWE, CAPEC) for model grounding.

Intel Platforms (e.g., VirusTotal, AlienVault) Real-World Live Telemetry, Incorporate active, multi-vendor
Indicators of Compromise (loCs) and behavioral logs.

Industry Reports (e.g., Mandiant, Unit 42) Expert-Level Threat Narratives, Semi-structured reports that
test LLMs' advanced text comprehension and long-context reasoning.
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Cyber Threat Log

File downloaded: https: //~<doma|n name>.org/<file-name>.exe

File <file—name>.exe saved to C.\mPubllc\Downloads

Registry key added for persistence: HK(‘IE:‘Run\qeg'mame:-
F||e dropper exe detected from https://<domain>.org/dropper.exe

[ ]
1 ]
[ ] Connection attempt to IP address 203.0.113.10:443
L )

[ I

Cyber Threat Log

] File downloaded: https://<dory[fgame>.org/<file-name>.exe
E2N File <file-name>.exe saved to C:\Users\Public\Downloads

Registry key added for persistence: HKCU\...\Run\<regkey_name>

1

1

[ ] Connection attempt to IP address mﬁ 10:443
[ .
[ ] File dropper.exe detected from https://<domain>.org/dropper.exe !

3. Prioritization

3.a) Attack vector classification 3.b) |Attack complexity classfﬁcationl

<file-name>.exe: network-based delivery
dropper exe: with exploitation component :

1 network vector, dropper involves explort
o - higher complexity

4. Response & Mitigation

4.a) Playbook recommendation

"""""" Retrieve and rank playbooks from threat
databases, e.g., MITRE D3FEND

Suggest response sequence: D3-DA -
Dynamic Analysis ...

................................................................

<file-name> is classified as low complexrty
Dropper is classified as high complexity

Retrieve and rank security control strategies :
about "hardening system setting to block..."

Disable PowerShell baseé4 execution via
GPO, block unbound connections to .

................................................................

Standardized Threat Hunting with Operational Modules

1. Threat Attribution

.a) Malware |dent|f’cat|on

Extract domain/
IP from the log :

2. Behavior Analysis

Z.a)IFile system activity detectnonl

File creation in

user directory

complexity score: 0.8
Privilege score: 1.0 ... ;

Retrieve advisories !
using malware name .

Patch KB5031234
released by MSRC
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RQ1: Strategy: How effective 1s standardization compared to
popular open-ended reasoning strategies (ICL, CoT, ToT)?

RQ2: Capabilities: Can current LLMs accurately solve individual
threat-hunting tasks across the full lifecycle?

RQ3: Robustness: How do models handle noisy inputs (token-level
vs. semantic noise) in realistic environments?
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RQ1: Standardization vs. Open-Ended

Method Cybersecurity Agent Industry-Leading LL.M
LY DH SL GK G5 QW GM CD L3.1 L4 GA
Playbook Recommend
ICLS | 4234109 342404 547423 0658426 T4dios 528400 794418 637121 658106 558420 34940
Open-ended ICL10 | 441418 525426 553427 665427 758427 536421 802419 649422 664127 564101 555422
CoT 51.6422 50.6424 505:i22 796415 905417 675425 801416 8ldii; 773420 673123 664125
ToT | 38Ti,4 53316 543i25 765121 86As1s Tldiss 835117 TTZiao 821i1s 720in1 712455
Standardized (Ours) ||67.24+,7 58442, 66.8+19 8594114 927413 793120 918413 893116 89.7:+15 797119 78.8i20|
Security Control Adjust
ICL5 515424 663103 439i27 631425 716408 506422 6584121 792119 61.5:24 515120 506411
Open-ended ICL10 | 532425 684424 4564258 640421 731427 512401 0664422 80.1+18 623124 523401 51440,
CoT 603120 705421 684119 7164109 815117 598124 792417 772410 779418 679114 63.012,
ToT 66.7410 7214209 616122 772417 86.940.0 0063423 73.6421 73.1400 72.8103 062.8i23 619409
Standardized (Ours) ﬁ4-2:|:1.6 77.6:15 801:17 834:15 910411 747115 885115 86.5:07 864117 764118 755100
Patch Code Generation
ICL5 10.841.0 498+31 292427 575427 597415 393429 637422 475425 492406 392129 3834i3s
Open-ended ICL10 | 12.6416 512439 315455 591456 604174 401415 649493 486494 501477 401:77 392457
P CoT 245422 547424 3551421 597423 776418 3547423 6534120 663120 674418 574121 515422
ToT 253421 509405 583429 63.1422 738419 502425 6984119 614421 629459 529123 522493
Standardized (Ours) [2_9.7:|:1_g 63.4:|: 1.8 60.2i2_n 73.3:&1‘5 §8.7:|:1‘2 65.4:|:2‘(} 82.6:{:1_4 79.2:|: 1.6 80.6:|: 1.5 70.6i1 8 69.7:|:1‘9 l
Patch Tool Suggestion
ICLS 482426 652423 615+25 702421 807418 592424 741421 685123 703123 603124 594426
Open-ended ICL10 | 49.1425 647424 63.1426 710421 819418 603424 749120 698492 7Tldios 614104 605425
P CoT 53.6492 70.dian 772415 805416 914114 703420 817416 791i18 79.6019 096100 68.710,
ToT 565400 71.8:50 68.1i05 7714115 876416 7454109 863115 837:,5 8424, T42.15 673155
Standardized (Ours) I6_9.1+1 2 76.54.1 i 77.74.1 i 88.7.{.1 k] 98.2+1 1 83.6+1 g 93.2+1 3 91.24.1 5 92.1+1 4 82.1+1 6 81.2+1 rd l
Advisory Correlation
ICL5 217438 575426 638125 6060423 685423 485433 624426 56.8+27 587426 487131 478432
0 ded ICL10 | 229437 59.1126 647125 672123 6941205 492137 632455 58.1li2s 595112 495131 48.6432
PE-ENCeC CoT | 495105 714120 695:21 685121 81.8:17 617104 775:1s 762:10 763100 66.3:21 65411,
ToT 46.8423 732419 6724205 721419 855416 648422 731419 725420 718421 618123 609423
Standardized (Ours) ([73.4+,7 788:15 77.1:16 816414 93.6412 765115 869114 845.,6 849115 74917 74.0.,7]|

Standardized workflows significantly
outperform open-ended reasoning by
decomposing complexity and reducing
error propagation. (Data shown for GPT-

5.1 on Playbook Recommendation)
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RQ2: Performance by Task Type

Analytical Category Representative Task Standard Operation G5 Perf (%)
Threat Attribution NER + RAG + MAP

Behavior Analysis Event Reconstruction SUM + Reasoning 88.6
Prioritization Severity Scoring SUM + MATH 86.5
Response RAG + SUM

Insight: Models maintain consistent logic even across the longest task chains (up to 30 stages).
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RQ3: Robustness against Noise

== SevenLLM-Token Moise Girok-Token Noise Llama405B-Token MNoise « ¥ SevenLLM-Semantic Moise Grok-Semantic Noise Llamad05B-Semantic Noise
1.00 1.00 1.00
0.75 0.75 0.75 ’— ’_
!T..-l—_.— + !'-utq..g..-. —‘\“_. ..'."Thb—.
..-x ..... “*;,‘._ _..J "l*-q:-qlcx. ....... x "'.--qx
0.50 — : - . AEXTTTS 0.50 — . : : —  0.50— - . . .
5% 10% 15% 20% 25% 2% 10% 15% 20% 25% 5% 10% 15% 20% 25%
(a) Malware Identification (b) Signature Matching (c¢) Infrastructure Extraction

Key Findings on Noise

Models show high resilience to token-level noise (character swaps) but struggle with semantic-level noise (paraphrased misleading

context).

Perturbing just 10% of semantic context leads to a much sharper performance decline compared to 10% character-level noise.
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Thank You'!
Q&A
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