
Benchmarking LLM-Assisted Blue Teaming via 

Standardized Threat Hunting



Background: The Growing Cyber Threat Crisis

• The scale and sophistication of cyber threats are 

outpacing manual defense capabilities.

• Vulnerability Surge: 38% increase in CVEs 

reported in 2024 (11,000+ more than 2023).

• Defender Pressure: Blue teams must identify, 

analyze, and respond in near real-time.

• LLM Potential: Recent advances show promise 

in isolated tasks (malware analysis, fuzzing).

38%
Increase in CVEs (2024)



Problem: Fragmented Research Limitations

Isolated 
Research

Most LLM security studies focus on isolated tasks, ignoring 
the chained nature of real-world threat hunting.

Task 
Dependencies

Hunting requires understanding patterns, behaviors, and 
mitigation in sequence—outputs of one stage drive the 
next.

Hallucination 
Risk

Open-ended reasoning often leads to inconsistencies and 
unreliability in high-stakes defensive operations.



Introducing CYBERTEAM

Unprecedented Scope: A large-scale repository of 450,000+ samples from 23 

authoritative vulnerability and intelligence sources.

Standardized Workflow: Models realistic blue team practices by capturing task 

dependencies from attribution to response.

Modularized Reasoning: Integrates 30 tasks with 9 functional modules (NER, RAG, etc.) 

to balance flexibility and reliability.

Actionable Intelligence: First benchmark focused on transforming raw logs into 

structured, procedural defense actions.



Comprehensive Task Lifecycle

A CYBERTEAM threat hunting example equipped with operational modules.



Threat Hunting Tasks

1. Threat Attribution

2. Behavior Analysis

3. Prioritization

4. Response & 

Mitigation



Data Sources

Vulnerability DBs (e.g., NVD, MITRE) Structural Ground Truth, Provides deterministic standard ontologies 
(CVE, CWE, CAPEC) for model grounding.
Intel Platforms (e.g., VirusTotal, AlienVault) Real-World Live Telemetry, Incorporate active, multi-vendor 
Indicators of Compromise (IoCs) and behavioral logs.
Industry Reports (e.g., Mandiant, Unit 42) Expert-Level Threat Narratives, Semi-structured reports that 
test LLMs' advanced text comprehension and long-context reasoning.



Standardized Threat Hunting with Operational Modules
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Experimental Research Questions

RQ1: Strategy: How effective is standardization compared to 

popular open-ended reasoning strategies (ICL, CoT, ToT)?

RQ2: Capabilities: Can current LLMs accurately solve individual 

threat-hunting tasks across the full lifecycle?

RQ3: Robustness: How do models handle noisy inputs (token-level 

vs. semantic noise) in realistic environments?



RQ1: Standardization vs. Open-Ended

Standardized workflows significantly 

outperform open-ended reasoning by 

decomposing complexity and reducing 

error propagation. (Data shown for GPT-

5.1 on Playbook Recommendation)



RQ2: Performance by Task Type

Insight: Models maintain consistent logic even across the longest task chains (up to 30 stages).

Analytical Category Representative Task Standard Operation G5 Perf (%)

Threat Attribution Actor Identification NER + RAG + MAP 94.1

Behavior Analysis Event Reconstruction SUM + Reasoning 88.6

Prioritization Severity Scoring SUM + MATH 86.5

Response Patch Code Gen RAG + SUM 88.7



RQ3: Robustness against Noise

Key Findings on Noise

Models show high resilience to token-level noise (character swaps) but struggle with semantic-level noise (paraphrased misleading 

context).

Perturbing just 10% of semantic context leads to a much sharper performance decline compared to 10% character-level noise.
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