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Statement of the Problem

 What is pretraining data detection?

Infer whether a target text was included in an LLM's pretraining corpus.

 Why does this task matter?

It helps audit privacy leakage and benchmark contamination.

 What access does the detector have?

Gray-box setting: use output statistics such as loss, logits, and token probabilities - not 

weights or the corpus.



Motivation

Existing methods

• select a few individual tokens which the 

model finds surprising

• aggregate static local statistics

• ignore probability dynamics across the 

whole sequence

Key limitation:

Local minima do not necessarily represent the model's holistic prediction state.



Core Insight

Our Core Idea

Treat the probability sequence as a dynamic signal.

• memorized sequences show more deterministic retrieval patterns

• generalized generation involves uncertainty and fluctuation

• the detection signal lies in volatility divergence



AECA (I)

1. Probability Acquisition: get raw token probabilities from the LLM.

2. Adaptive Entropic Convolution: calibrate probabilities and apply convolution to amplify 

fluctuations.

3. Volatility Divergence Analysis: calculate volatility difference between entropy and NLL 

sequences.

4. Decision: classify text based on the volatility divergence score.



AECA (II)

Adaptive Entropic Convolution: Uncover and highlight memorization signals

Zhang W, et al. Pretraining data detection for large language models: A divergence-based calibration method[C]//EMNLP 2024.

Why calibration? [Definition 4.1]

✓ Common words are easy and noisy.

✓ Rare-token high confidence better 

exposes memorization.

✓ Couples model confidence with token 

scarcity.

Why convolution? [Proposition 4.3]

✓ Treats Φ as a sequence signal.

✓ Suppresses smooth low-frequency 

trends.

✓ Amplifies abrupt token-to-token changes.



AECA (III)

Volatility Divergence Analysis: Compute the divergence score for final detection

[Lemma 4.4] There exists a coefficient 𝜆 such that AECA assigns higher scores to 

memorized texts:

Key intuition:

Memorized samples: NLL volatility tends to collapse, while entropic difference volatility 

is preserved. Detailed proof is provided in Appendix B of the paper.



Experiments - WikiMIA Results

✓ Long-Text Advantage: +1.3 / +1.7 AUC points over the best baseline

✓ Robustness: Strong on paraphrased texts and non-Transformer architectures



Experiments - MIMIR Results

✓ Same-Source Robustness: +0.6 AUC points over the best baseline

✓ Cross-Domain Generalization: Consistent gains across domains and model scales



Analysis

✓ Scalability: Consistent gains across model sizes 

✓ Length Robustness: Larger advantage on longer texts

✓ Efficiency: 0.194 s/sample, much faster than PAC

AECA is both performant and efficient, making it practical for large-scale detection.



Conclusion

We reframe pretraining data detection from local token statistics to global 

sequence dynamics.

 AECA integrates self-information calibration, entropic convolution, and 

volatility divergence with theoretical guarantees.

 It is accurate, robust, and efficient - especially for long-text detection.



Q&A Session

Thank you for your attention!

[AECA Code] [AECA Poster]

Contact: kechenye03@gmail.com
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