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Motivation

Threat Model

⚫Tool-calling T2I agents orchestrate a prompt to the multi-step generation traces.

⚫New risk: individually benign tool calls can compose into globally unsafe outputs.

Target: tool-calling T2I agent.

Observability: output (refusal signal or final image) and tool-calling trace.

Goal: discover prompts that bypass safeguards while preserving target intent.

OrchJail Overview

⚫ Fuzzing Framework: Generate→evaluate→mutate→score loop under budget.

• Tool-aware Seed Generation: Rewrite targets using tool configuration.

• Jailbreak Success Evaluation: Bypass + semantic alignment.

• Orch-guided Mutation: Generate variants guided by causal knowledge.

• Multi-objective Scoring: Rank by bypass, drift, and orchestration match.

⚫ Orchestration Abstraction and Reasoning: Turn successful cases into guidance.

• Trace2orch Abstraction: Extract macro-planning, micro-scheduling, tool selection.

• Prompt-Orch Attribution Reasoning: Map prompt spans to tool-orchestration patterns.

Performance

Avg. O-SR

76.86% 
(+9.91% vs. best baseline)

Avg. FID

186.10 
(-8.32 vs. best baseline)

Avg. #Queries

11.04
(−1.59 vs. best baseline)

Performance comparison on three target agents. Higher O-SR/R-SR, lower FID, and fewer #Queries are better.

TL; DR: Tool orchestration creates new jailbreak risks; OrchJail learns high-risk invocation patterns to guide fuzzing more effectively.
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