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OSCS: Online Selection with Provable FAR Control for LLM Safety

• Motivation

• LLMs are vulnerable to malicious attacks

• Existing either 

• lack statistical control on FAR or 

• rely on unrealistic assumption

• In real world

• data arrive sequentially and

• defender have no knowledge about the malicious prompts

• Problem

• How to control FAR on an online data stream without access to known 

malicious inputs
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OSCS: Online Selection with Provable FAR Control for LLM Safety

• Method

• Key idea: Estimating local FDR and select based on it

• Challenge: Estimating it on an online manner
• The estimation of local FDR requires pdf of test distribution

• RKDE

• Theory

• The true FAR can be controlled at the target level up to a small excess term
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OSCS: Online Selection with Provable FAR Control for LLM Safety

• Experiment

• OSCS successfully controls FAR under different settings and tasks
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Thank You !
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