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Introduction

Semantic Trigger Construction: Build triggers from subject–action–object–scene compositions and generate diverse equivalent prompts.
Semantic Regularization: Use incomplete semantic substrings to prevent unintended backdoor activation from partial trigger semantics.
Multi-Entity Target Design: Map each semantic trigger to a designed multi-entity target to diffuse attention and improve stealthiness.
Semantic Backdoor Injection: Align key and value projections between semantic triggers and target prompts to implant the backdoor.

Background
Existing T2I backdoors rely on word-level or syntax-level triggers, which are enumerable and detectable.

Contribution

We propose SemBD, a semantic-
level backdoor activated by
continuous semantic regions
rather than fixed textual patterns.
SemBD combines semantic
regularization and multi-entity
targets to improve stealthiness.


