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Overview

 Uncertainty scores from Out-of-Distribution (OOD) Detectors
« fDBD: Fast Decision Boundary based OOD Detector (Liv and Qin, ICML2024)
* NCI: Neural-Collapse Inspired OOD Detector (Liu and Qin, CVPR2025)

 LLM Hallucination Detection
e Connection to OOD detection.
* Bridging the gap between OOD and Hallucination detection.

* Experiments



Out-of-Distribution Detection in Classification

 Out-of-Distribution Detection - when test samples belong to unseen classes during training.
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fDBD: Feature Distance to Decision Boundary

 Definition: Minimum perturbation magnitude to change the prediction to a target class c

* Intuition: Larger distance <-> Higher model confidence <- ID.
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* Closed-form Estimation:  p/(z,,¢) := |(Wry = we) 2 + (by = be )
wre —wel,
« OOD detection score: Average distance to each alternative class.
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NCI: Feature Proximity to Weight Vectors

* Intuition from Neural Collapse:
Centered ID features tend to cluster near the weight vector of predicted class.

» Definition:
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From OOD Detection to Hallucination Detection
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Bridging the Gap from OOD Detection
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Challenge I: Estimating Training Statistics at Scale
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« NCI:  cos(wg, h—ueh Il e I,
Nx

—> Analytical Proxy:
Mean of features <> center of language head

Decision-Neutral Closest Point
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Bridging the Gap from OOD Detection
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Challenge II: Massive Vocabulary Space
» Classification labels: 1000 (ImageNet)

 LLM Vocabulary: 128,256 (Llama-3.2-3B)

Aggregating signal from all labels: High noise and cost.
Selective Aggregation of fDBD:
« Step 1: select top k most likely tokens per step

« Step 2: aggregate per step across selected tokens
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Bridging the Gap from OOD Detection
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Challenge llI: Stochastic Decoding
« Both fDBD and NCI can be imprecise.

* During reasoning, the metrics “catch up”:

Method T=0.2 T=05 T=0.8 T=1.0
NXx

Perplexity @ 63.49+0.75 62.08+2.34 63.45+0.71 62.68 +1.08
NCI 67.07+£0.53 66.04 +£1.59 6753+0.88 67.93*1.65

fDBD 69.30+0.56 68.19+1.47 69.12+0.56 69.19 + 1.98
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Results Superior Detection Effectiveness
Model Methods Single Sample CSQA GSMSBK AQuA
Perplexity v 63.23 69.63 72.85
Predictive Probability v 61.63 70.88 69.07
LN Predictive Probability v 61.51 70.68 68.98
Max P v 66.01 73.90 66.02
P(True) v 4173 51.02 39.38
. . CoE-R v 47.06 50.12 45.55
Minimal Latency Lty 3.2- SB-Instrce CoE-C v 58.82 60.69 62.56
Lexical Similarity X 62.94 73.66 71.48
SelfCheckGPT NLI X 64.18 74.29 66.01
Latency (mS/tOken) Semantic Entropy X 60.61 64.40 64.71
Standard 31.94 NCI v 66.07 76.32 74.41
fDBD v 68.15 75.59 75.80
Perplexity v 61.94 71.54 71.66
NCI 32.54 Predictive Probability b 64.91 73.29 73.37
LN Predictive Probability v 65.19 73.01 74.17
fDBD 32.71 Max P v 49.90 50.00 50.83
P(True) v 68.01 70.31 72.86
CoE-R v 62.75 75.13 72.13
GReE e CoE-C ¥ 66.89 75.50 72.04
Lexical Similarity X 60.57 72.02 72.62
SelfCheckGPT NLI X 60.18 76.22 70.90
Semantic Entropy X 59.10 66.83 69.62
NCI v 71.60 75.83 78.19
fDBD v 71.50 77.19 77.08
fDBD (selected k) v 7247 77.19 78.22
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