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AI Agency is useful, but exposes new attack surface.

● AI Agent can browse the web and execute the API to fulfill user requests.
● This capability unlocks the exceptional productivity, but expose new attack surface.
● This project focuses on the guardrails against Indirect Prompt Injection attack.
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What is the Indirect Prompt Injection (IPI)?

● Prompt Injection: An attack template that ignores previous instructions or system prompts 
and relies entirely on new injected prompts.

● Indirect Prompt Injection: Malicious prompt embedded in external content steer the agent 
into ignoring user request and following malicious prompt.

● Even frontier models (Gemini-3-Pro) are prone to simple IPI attacks; they are easily fooled 
and think the injected prompts as updated user requests. 3



Examples of Indirect Prompt Injection Templates

Attacker pretend as the 
user and embed IPI as 
updated instructions in 
the tool results.

Attacker pretend as the 
database system, and 
embed IPI as protocol 
instructions in the tool 
results.
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Related Guardrails against to IPI attacks.

● Pros: No degradation in 
utility (=helpfulness) and 
latency.

● Cons: Bad Security.

Prompting

ex) spotlighting

Classifier Systematic Defense

● Pros: Effective Guardrails 
with cheap additional cost 
as latency.

● Cons: Hurt general utility a 
lot. (Over-defense)

● Pros: Effective and Robust 
Guardrails.

● Cons: Hurt general utility 
with Extreme latency.
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Related Systematic Guardrails against to IPI attacks.

1. Propose tool call
2. Mask user request and tool call 

again
3. Compare the difference with 

LLMs.
4. Accept or reject based on 

similarity

Melon CaMeL DRIFT

1. Generating initial plan as code
2. Process data flow with non-

agentic LLMs.
3. LLM interpreter input the 

processed data into initial plan
4. Don’t allow any manipulation of 

initial plan.

1. Generating initial plan with 
various constraints.

2. LLM verify all agent decisions 
whether diverged from plan and 
constraints or not.

3. Sanitize all data with LLM.
6

Analyzing agent behaviors to mitigate IPI attacks.



Related Systematic Guardrails against to IPI attacks.
Analyzing agent behaviors to mitigate IPI attacks.

Over-defense Dilemma

1) Too strict system hurt a agentic capability (only focus on what - agent behavior).
2)  Multiple LLM call (i.e., sanitize, verify ..) per all decisions. It leads to extreme additional latency.

We need efficient guardrails, evidence-based (why) verification (when) and selective sanitization (where)?

Melon CaMeL DRIFT
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Rethinking the role of IPI and formalization
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Definition: IPI make agent to ignore the user request and be dominated by hidden instructions 
in some tool_results. 

Intuition: Successful IPI inherently (=must) requires an untrusted span to override the user 
intent. it produces a distinct ``causal inversion'' signature (why) measurable via attribution. We 
use this signal to selectively (when & where) trigger defense.

Leave-One-Out (LOO) Attribution:

● Score the marginal contribution of span S to the agent decision Y in the total context C.
● We select LOO because it allows very cheap IPI detection (explained later).



Rethinking the role of IPI and formalization

Definition: IPI make agent to ignore the user request and be dominated by hidden instructions 
in some tool_results. 

Benign Scenario (Normal):
● Privileged Action is grounded by User Request (U).
● User Influence >= Context Influence.
● The agent acts because the user asked for it.

Attack Scenario (IPI):
● Causal Inversion Occurs.
● User grounding collapses; Untrusted Segment (X)  

dominates the decision.
● IPI Context Influence >>> User Influence.
● The agent acts because the injected prompt forced it, 

ignoring user request.
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Causal inversion!!!



Leave-One-Out (LOO) scoring:
● D
● Closed LLM API does not support scoring the log likelihood of fixed output Y.

Efficient Implementation:
● Proxy Model: Use smaller, faster models (e.g., Gemma-12B) instead of the backbone agent  

(e.g., Gemini-3-Pro) to compute scores.
● Batched Inference: Compute all LOO scores in a single forward pass using vLLM.
● Result: Minimal latency overhead (10% compared to a single agent API call).

Detection Criteria:
● Trigger defense if:                                                (margin)  if Y is privileged tools (write, 

execute) 
● Interpretation: When agent call irreversible tools (i.e., send_mail, delete_files ..), score the 

LOO of tool results. If specific context has larger attribution than user request, sanitize it.

Scoring Causal Attribution by Leave-one-out likelihood.
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The Over-Defense Dilemma:
● Existing methods sanitize and verify with LLMs always (High latency, Utility drop).

CausalArmor’s Approach:
● Targeted: Selectively sanitize the specific segment S that caused the causal inversion.
● Context-Aware Sanitizer:

○ Uses a LLM (e.g., Gemini-2.5-flash) to remove malicious instructions.
○ Give causal contexts (user request and agent decision) for careful sanitization.

Outcome:
● Save latency overhead: Attribution-based IPI detection is cheap, and expensive LLM calls 

are applied only to suspicious context.
● Preserve agent capability: Because we sanitize tool results with contextual awareness only 

when needed, the agent’s capabilities are largely preserved.

CausalArmor: Selective Sanitization via Causal Attribution 
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Principle: Sanitize all tool results S If 

Assumption 1: If the backbone agent has enough capability    to select safe tools,

Assumption 2: If the sanitizer has enough capability to erase IPI in the segment,

Theoretical Property: Exponential Decay of Attack Success

Under Assumptions 1 & 2, the probability of a successful attack is bounded by:

● Safety Guarantee: The risk decays exponentially as the margin     increases.

● Controllability: We can drive the attack success to near-zero by enforcing a higher margin.                                          

D                              So, we can control trade-off between “utility & latency” and “strict security”.

Theoretical Analysis of CausalArmor
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1. If agent call public tools, execute it.

2. If agent call privileged tools, score the LOO attribution of previous tool results in parallel with proxy models.

3. Flag dominant span based                             , a           , and sanitize them.

4. (Optional) Retroactively mask the poisoned CoTs.

CausalArmor: Efficient Guardrails via Causal Attribution 
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Experimental Setting

● AgentDojo: four distinct 
agent types (banking, slack, 
travel, and workspace), 
equipped with 70 tools and 
containing 629 injection 
tasks. 

● DoomArena: A more 
challenging benchmark. 
Attacker adaptively 
generate IPIs based on 
User-AI conversations.

Benchmarks Key Metrics Baselines

● Benign Utility (BU ↑) 

● Benign Latency (BL ↓)  

● Attack Success Rate (ASR 
↓) 

● Utility under Attack (UA ↑)  

● Utility under Latency (UL ↓) 

● Prompting (Repeat prompt) 

● Trained Classifier (Pi 
Deberta, PiGuard) 

● Systematic Defense (Melon, 
DRIFT, PromptArmor)
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Results in the AgentDojo

● Prompting cannot secure AI agent. 

● Trained classifier hurt benign utility a 
lot. (hurt utility under attack more) 

● System-based defense also hurt 
benign utility with high latency. 

● CausalArmor 
○ shows near-zero ASR
○ preserve utility the most
○ with minimal latency overhead.
○ across three LLMs

■ Gemini-2.5-flash
■ Claude-4-Sonnet
■ Gemini-3-Pro
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Trade-off from “always-on” sanitization via ablating 

● When     is infinite—i.e., always-on sanitization to all tool results—it is the safest option, but it 
suffers from poor latency and benign utility (BU).

● In contrast, even setting (     = 0) already defends against most attacks, while introducing almost 
no latency overhead and largely preserving benign utility.

● Practitioners can tune      to control trade off between agent usefulness and stricter security. 16



● Previous research (AttriBot paper) shows LOO attribution shows that small models have strong 
alignment (pearson 0.94) with even 30X larger LLMs. 

● The remaining open question in this project is how well a proxy model represents the leave-one-out 
(LOO) attribution of a larger model. Since we cannot compute LOO scores for closed API models, we 
instead validate how well the proxy detects IPI in practice. 

● While larger models tend to have lower ASR, the gains become marginal beyond 8B. 

● As the same family, Gemma serves as a better proxy for Gemini.

Proxy Model Usages
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Conclusion: Efficient & Interpretable Agent Security

Addressing the Over-Defense Dilemma
● Moved away from "Always-on" sanitization that hurts utility and latency.

● Proposed CausalArmor: A selective defense triggered only by Causal Attribution.

Key Contributions
● Efficient Detection: Lightweight Batched LOO Attribution via proxy models.

● Robust Sanitization: Targeted Sanitization with contextual information for careful sanitization.

Proven Impact
● Achieved Near-Zero ASR on AgentDojo & DoomArena.

● Preserved Benign Utility comparable to defense-free agents with minimal latency overhead.

● Establishing a new standard for interpretable guardrails where we know why a defense was 

triggered. 18


