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Motivation and Contributions

• Dynamic RAG-based web search continuously absorbs 
new evidence, but temporal volatility increases the 
attack surface.

• Prompt injection attacks and corpus poisoning can 
corrupt retrieved context and mislead the final answer.

• Most static defenses suffer utility loss, lack 
theoretical guarantees, and perform poorly in dynamic 
scenarios with high storage overhead.

• We formulate RAG defense as a graph-based min-cut 
problem, which enables exact inference and strong 
robustness against retrieval corruption.

• We propose a dynamic graph with a Bayesian memory 
node to balance resistance to attacks and adaptation 
to real knowledge updates for time-varying threats.

• We build a new dynamic benchmark dataset, and 
extensive experiments verify that our method 
outperforms existing defenses in both static and 
dynamic environments.

Threat Model and Defense Goal

• Threat Model:  Adversaries use black-box queries to 
inject malicious documents. We consider two attack 
settings: static one-time poisoning and dynamic evolving 
attacks over time.

• Defense Goal: We aim to sanitize retrieved content 
to defend against attacks, maintain original answer 
quality, adapt to real knowledge updates, and minimize 
storage consumption, achieving both high response 
accuracy and low Attack Success Rate (ASR).

Proposed RADAR

We formulate document selection as energy 
minimization, solved exactly by Max-Flow Min-Cut.

Bayesian update for memory node: balance 
historical belief and new evidence.

Experiments


