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Motivation and Contributions Proposed RADAR

Motivation
¢ Dynamic RAG-based web search continuously absorbs
new evidence, but temporal volatility increases the
attack surface.

Algorithm 1 Robust RADAR Defense for Dynamic RAG
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1: Input: query g, retrieval stream {D'®)} 1
2: Output: answers {a'")}1_,
3: Initialize mg < 0, wp < 0
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e We build a new dynamic benchmark dataset, and minimization, solved exactly by Max-Flow Min-Cut. |

extensive experiments verify that our method
outperforms existing defenses in both static and
dynamic environments.

Experiments

Table 3. Performance under evolving evidence streams with top-£ = 50 using DeepSeek under the cumulative snapshot setting.

Table 1. Performance of RADAR and baseline methods on the RQA dataset using DeepSeek.

Attack Pos Vanilla RAG AstuteRAG InstructRAG RobustRAG ReliabilityRAG RADAR (Ours)
Threat MO de| an d De fense Goa| Scenario | Pos | VanillaRAG | AstuteRAG | InstructRAG | RobustRAG | ReliabilityRAG | RADAR (Ours) Acct ASR. | Acct ASR. | Acct ASRJ | Acct ASRJ | Acct ASR. | Acct ASR.
| | Acct  ASR.) | Ace.t ASR. | Ace.t  ASR. | Acc.t ASR. | Acc.t ASR. | Acct ASR. Bemign | — | 1076 — | 7348 — | 7341 @50 - 08— | jaer o
: : Top-k = 10 Pos1 | 1241 87.01 | 5425 1299 | 6142 3446 | 6129 18.62 | 53.61 42.67 | 63.60 17.85
* Threat Model: Adversaries use black-box queries to Benign | - | 750 - | 350 - | 730 - | 690 - | 750 - | 750 - PIA | Pos25 | 2088 6737 | 6251 940 | 6577 2879 | 6692 998 | 67.62 934 | 7012  8.94
. . : Pos50 | 19.32  79.40 | 59.18  9.66 | 59.69 34.68 | 67.43  7.87 | 6871 595 | 70.05 6.0l
inject malicious documents. We consider two attack pa | Posl [ 250 740 | 250 10 | 230 680 | 640 7.0 | 690 150 | 69.0 110 s
. . . . . . . Pos 10 | 59.0 28.0 23.0 1.0 66.0 50 69.0 4.0 74.0 6.0 75.0 50 Pos1 | 2572 53.17 | 4792 16.63 | 5349 2450 | 4498 3429 | 53.87 27.51 | 63.60 17.53
settings: static one-time poisoning and dynamic evolving Poison | Pos25 | 35.44 4344 | 5841 1062 | 5534 2546 | 6628 1100 | 67.60  7.55 | 69.41 722
- Poison | Fosl | 380 570 ¢ 21.0 150 | 29.0  50.0 | 620  13.0 | 700 140 | 70.0 110 Pos 50 | 30.77 4651 | 5777  9.60 | 5592 2374 | 6692 864 | 6788 525 | 7037 595
attacks over time. : Pos10 | 580 350 | 360 40 | 540 140 | 700 50 | 750 60 | 750 6.0
Top-£ = 50 Table 4. Performance under evolving evidence streams with top-k£ = 50 using DeepSeek under the lightweight history setting.
o : i : Benign = 75.0 - 41.0 - 62.0 - 71.0 - 75.0 - 75.0 -
e Defense Goal: We aim to sanitize retrieved content < Atock | P Vanilla RAG AstuteRAG InstructRAG RobustRAG | ReliabilityRAG | RADAR (Ours)
: : : i Posl | 350 650 | 21.0 50 | 330 460 | 690 90 | 670 180 | 720 5.0 ttac 0s
to defend against attacks, maintain original answer PIA | Pos25 | 630 150 | 380 20 | 6.0 30 | 690 40 | 740 30 | 760 30 Acct ASR.| | Acct ASR. | Acct ASR| | Acc.t  ASR. | Acct ASR| | Ace.t  ASR.
qUCl“'I'y, CldClp'|' to real knowledge upda’res, and minimize Pos 50 | 60.0 23.0 34.0 2.0 63.0 4.0 71.0 4.0 76.0 3.0 76.0 3.0 Benign —~ 70.70 - 64.17 — 83.10 = 59.88 - 72.55 _ 74.02 _
: C : Pos1 | 440 530 | 21.0 100 | 390 350 | 670 200 | 640 190 | 7.0 7.0 Pos1 | 37.68 6072 | 60.08 774 | 5738 32.69 | 53.49 20.15 | 50.74 43.12 | 63.60  17.85
51'01”093 COnsumPhON, achlevmg both hlgh response Poison | Pos25 | 650 260 | 370 30 | 570 210 | 710 50 | 700 70 | 760 5.0 PIA | Pos25 | 3698 5835 | 64.68 825 | 5534 2546 | 5931 1292 | 66.53 10.81 | 7012  8.94
Pos50 | 740 120 | 290 20 | 550 170 | 71.0 50 | 750 30 | 760 3.0 Pos S0 | 14.84 8247 | 62.06 985 | 4222 4907 | 59.12 12.80 | 6845 678 | 70.05 6.0l

accuracy and low Attack Success Rate (ASR).




