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Trustworthy in ML
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Find: The maximum certified poisoning radius (𝜹cert)

Guarantee: For any attacker budget bounded by 

(‖𝚫‖𝒑 ≤ 𝜹cert) the model's accuracy strictly stays 

above the safety threshold with a certified probability.

Robustness Problem

Robustness Certification
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stochasticity



➤ State: model parameters 𝑥	 ∈ 𝑋 ⊆ ℝ" 

➤ Input: poisoned training data 𝒟train 

➤ Dynamics: Parameter update map 𝑓 

➤ Uncertainty:  Stochasticity in ML pipeline 𝑤 ∈ 𝒲

𝓓𝒕𝒓𝒂𝒊𝒏
∆

𝑥(𝒕)

𝑥

𝑺:	𝒙) = 𝒇(𝒙,𝓓𝒕𝒓𝒂𝒊𝒏
∆ , 𝐰)

𝑥(𝒕 + 𝟏)

System Dynamics
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Can we certify that the final trained parameters remain in the safe set with some probability?

Safe set (𝑿𝐬): 

The region in the parameter space where the model's accuracy remains above the critical threshold.

Safety Verification Problem
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𝑿𝒖 𝑿𝟎

𝑿

𝑿𝟎 ⊆ 𝑿:   Initial parameter set
𝑿𝒖 ⊆ 𝑿:	 Unsafe parameter set
𝑿:            Parameter set



Given a threshold 𝝆 ∈ 0,1 , If there exists a function 

𝐁 and a certified robust radius 𝛿 such that:

• 𝐁 𝑥, 0 ≤ 1 − 𝜌, 	 ∀𝑥 ∈ 𝑋#,          

• 𝐁 𝑥, T ≥ 1, ∀𝑥 ∈ 𝑋$,               

• 𝔼 𝐁 𝑥%, t 𝑥 ≤ 𝐁 𝑥, t − 1 , 	 ∀𝑥 ∈ 𝑋, ‖Δ‖& ≤

𝛿.

Theorem. BC for a dt-DS 

Barrier Certificate
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⟹ 	 𝑥 𝒕 ∉ X𝒖	 with probability at least 𝝆 .

𝑿𝒖
𝑿𝟎

𝑿

𝑿𝟎 ⊆ 𝑿:   Initial set
𝑿𝒖 ⊆ 𝑿:	 Unsafe set
𝑿:            State set

𝐁 𝐱

𝑩 𝐱 >
𝟏 − 𝝆

𝑩 𝐱 ≥ 𝟏



Framework
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Experimental Result
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Thanks for your attention!

HyConSys Lab

Our framework provides model- and attack-agnostic probabilistic certificates for robustness 
under stochastic training, using neural barrier certificates and PAC-style verification.


