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Template-Memorized Images

Source TMI (generated)



Prompts 
extracted from 
LAION 5B

● Dataset access
● Ultra specific prompts
● Assumption of verbatim 

prompt duplication
● Sometimes whitebox

Malicious 
attacker

Constructing 
prompts from 
key phrases. 

● No dataset access
● Natural prompts
● Robust to variations
● Assumption of partial 

prompt duplication
● Black box

Naive User

Previous Works

Our Work



Left - generated by SD 1.4 using the prompt “Walter White Wall Mural” taken from DiffusionDB, Right- “Dear Clementine- Oranges on white Wall 
Mural” by Crystal W Design on Society6 



Results
108 collocations tested, 43 returned TMI, 67 image templates identified. Many-to-many structure.

Many-to-Many

SOTA

Real people

“blue Unisex T-Shirt”

(“Floral” +) “Throw Pillow” / “Decorative Cushion” / 
“Pillow Sham”



Observed Phenomena
Interpolated Reconstructions Template leakage Perturbations

Source

Source

SourceSource

“Abstract Art 
Tank-Top”

“I heart ML 
wall tapestry”

“I heart ML 
wall tapestry”

“Floral wall tapestry”

“Floral 
iPhone Case”

“Galaxy 
iPhone Case”



Our Attack- Stages

Crafting Prompts: 
descriptor + collocation.

Collecting collocations from 
product categories on 

e-commerce sites.

Generating 25-50 images 
per prompt.

Source tracing: 
Google Lens, 
e-commerce 

websites,
Domain 

knowledge

Manual 
validation

Image segmentation 
using pretrained 
models.

Masking the editable 
region- leveraging the 
object category from the 
collocation.

Cliques of high CLIP 
similarity on the 
masked images.

Template near-duplicate search

Abstract Art Wall Tapestry
Galaxy Wall Tapestry

…



Screenshot from March 2021 of redbubble.com from the web archive 

“Classic T-Shirt”Different 
Descriptors

Different Shirt Same 
Background

http://zazzle.com


https://thesoly.github.io/lr-tmi/


