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Evaluation Framework

• Multi-dimensional evaluation across disruption, robustness, and transferability
• Pixel, perceptual, identity, and visual quality metrics capture distinct failure modes
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Uncalibrated identity metrics rank the wrong defense as best, CIDR is needed for a fair comparison
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High white-box performance does not survive the real world, robustness must be reported alongside disruption
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Strong white-box results overstate protection against unseen generators, transferability must be measured
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One metric can flip verdict, defense must be judged across complementary axes
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• A unified benchmark across disruption, robustness, and transferability
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• Peak white-box performance often signals overfitting, not real protection

• CIDR corrects generator-induced identity bias for fairer evaluation
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• A unified benchmark across disruption, robustness, and transferability

• Fidelity and identity metrics are orthogonal, so a single metrics can mislead

• Peak white-box performance often signals overfitting, not real protection

• CIDR corrects generator-induced identity bias for fairer evaluation

→ Evaluate proactive defenses in diverse perspectives, not isolated white-box scenarios



• More details in the paper!

• Contact: jjhk7330@unist.ac.kr, wonjuneseo@unist.ac.kr
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