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Motivation: Multimodal Adversarial Threats

Interaction-level safety

▶ Multimodal input x = (ximg, xtext)

▶ Safety classifier:

F(x) ∈ {Safe,Unsafe}

▶ The harmful label appears only after
combining modalities.

Image

Safe ✓

Text

Safe ✓

Joint

Unsafe ✗

Interaction-only unsafe example
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Threat Model

Adversarial budget

D(x, xadv) ≤ (ϵ,d)

▶ ϵ: continuous image perturbation

▶ d: discrete text perturbation budget

Attack objective

F(xadv) ̸= F(x)

Prompt injection exploits joint text–image
interactions (Liu et al., 2023).

Joint multimodal adversarial perturbation
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How to Defend? The Attack–Defense Cycle

Empirical defenses chase known attacks

Can we end this cat-and-mouse game 
with certified defense?

LLM

Attack 1 Defense 1

Attack 2 Defense 2

Problem

Patch-based defenses improve the
current model, but each new attack
can change the failure mode.

Goal

Replace the attack-by-attack
treadmill with a certificate: all
perturbations inside a stated
budget preserve the safety
decision.
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Continuous Certified Robust Radius

Image perturbation

xadv,img = ximg + τ, |τ | ≤ ϵ

Certified radius

R(x, d) = sup
{
ϵ ≥ 0 : ∀τ, |τ | ≤ ϵ,

F(xadv) = F(x)
}
.

Worst-case perturbations inside the radius are
certified

decision boundary

input

adversarial example certified radius

class class

5



Randomized Smoothing (Cohen et al., 2019)

Smoothed classifier

g(x) = Ez∼p(·|x)[F(z)] = pA

Certification idea

▶ Predict by majority vote over noisy
samples z.

▶ If random noise rarely flips the label,
small adversarial perturbations should
not either.

▶ Bound the worst-case smoothed
confidence:

padv(δ) := inf
D(x,xadv)≤δ

g(xadv).

Decision boundary under smoothing

Cohen et al., 2019 6



Randomized Smoothing: Continuous vs Discrete

Continuous inputs: images (Cohen et al.,
2019)

Noise. z ∼ N (x, σ2I)

Key property. The likelihood ratio is continuous,
so Neyman–Pearson gives:

padv(ϵ) = Φ
(
Φ−1(pA)− ϵ

σ

)
.

rRS(x) = σΦ−1(pA)

Discrete inputs: text (Lee et al., 2019; Chen
et al., 2025)

Noise. Token substitution or masking kernel

Issue. Many outcomes are tied and hard to rank,
so the worst case is a constrained optimization:

padv(d) = min
0≤h≤1

∑
z

h(z) p(z | xadv)

s.t.
∑
z

h(z) p(z | x) = pA.

⇒ fractional knapsack over likelihood ratios
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Why Unimodal Certificates Do Not Compose

Image certificate

Guarantees robustness only
for perturbations of ximg

while text is fixed.

Text certificate
Guarantees robustness only
for perturbations of xtext

while image is fixed.

Joint attack

An attacker can perturb both
modalities and exploit their
interaction.

Core mismatch

The safety decision is interaction-based, so the certificate must analyze the joint image–text
distribution rather than composing two independent guarantees.
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Main Theoretical Result

Hybrid randomized smoothing

▶ Jointly handles continuous image perturbations
and discrete text perturbations.

▶ Adds a continuous component that restores a
clean likelihood-ratio ordering.

▶ Uses the Neyman–Pearson lemma in the
multimodal setting.

ℓ2
continuous image budget

ℓ0
discrete text budget

Theorem (informal)

Hybrid randomized smoothing admits a
principled and computable robustness
certificate against joint image–text
attacks.
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Experimental Setup: Multimodal Safety Filtering

Task

Certify robustness of a
multimodal safety filter:

F(x1, x2, π)

using LLaVA-Guard (Helff
et al., 2024).

Threat model
▶ Text suffix of length ≤ d

▶ Image perturbation with
ℓ2 radius ϵ

Example suffix: \n@!nS

Data

400 interaction-only hateful
memes constructed from
(Kiela et al., 2020).

Interaction-only criterion

The image-only and text-only inputs are benign; only the combined image–text input is unsafe.
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Hybrid vs Unimodal Certification

Certified budgets

Method ϵ image d text

Image-only RS (Carlini et al., 2023) 3.99 0
Text-only RS
(Lee et al., 2019; Chen et al., 2025) 0 3.26

Hybrid RS (ours) 3.76 3.07

Takeaway

▶ Unimodal certificates give no
protection against joint
attacks.

▶ Hybrid RS certifies both
perturbation types at once.

▶ The joint certificate loses little
relative to each unimodal
baseline.
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Certification Results

Certified accuracy

Fraction of test inputs whose prediction is provably robust to every adversarial perturbation within
budget ϵ.

Certified accuracy and smoothing variance σ
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Conclusion

1. Composition fails

Multimodal robustness cannot be obtained by
independently certifying image and text.

2. Hybrid RS closes the gap

A joint noise model yields a single certificate for
heterogeneous perturbations.

3. Certificates are computable

The theory leads to practical certificates for real
multimodal safety filters.

4. Broader direction

Certified safety can extend from unimodal
classifiers to heterogeneous AI inputs.
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Thank you
Questions?

Main message

Hybrid smoothing certifies the joint behavior that
multimodal safety filters actually depend on.
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