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The Task: A Security-Sensitive Feature Request
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O The task description only contains the desired functionality — without
implementation details or security guidance.

| O Finding: 79.3% of agent solutions that pass functional tests are insecure



SusVibes: Benchmark Overview
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SusVibes: Benchmark Overview
Vs. prior secure code generation benchmarks
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Functionally capable — but insecure

(i) The best functional-performing agent

57% 11.8% 79.3%

functionally secure of correct solutions
correct are insecure

(ii) Across all 12 agentic settings: avg secure < 10%

(iii) Prompting-Based Mitigation
Mitigation strategies don't close the gap.

Adding self-selected or oracle CWE hints gives functional drops as large as 7 pp,
while security gains only ~3 pp.
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Functionally capable — but insecure

(iv) Models and agents are cautious in different CWE categories.
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Take a closer look

o Frontier LLMs and popular agents perform very
poorly on security — vibe coding is not safe. Opt=s 0

9 Preliminary security attempts are not enough; better :=5§=21‘f§; .f
security strategies are needed in coding agents. i g e

O Code & dataset Scan for paper
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