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Background: Encoders as the Backbone of AI Economy
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Current Threat
Adversaries steal encoders and adapt them to arbitrary, 

unknown downstream tasks via black-box APIs.



Motivation: The Breakdown of Label-based Protection

Label-based vs. Feature-based Optimization: 
By shifting optimization from the volatile label 
space (grey line) to the stable backbone 
feature space (purple line), our method 
achieves downstream-agnostic verification.
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Challenges:

 Label Space Mismatch: Downstream tasks 

change the output semantics (e.g., labels change 

from 'A/B' to 'Cat/Dog').

 Decision Boundary Shift: Fine-tuning reshapes 

the boundary, making traditional adversarial 

triggers fail.

 Verification Dilemma: Black-box APIs hide 

internal embeddings, leaving only volatile labels 

for verification.



Key Idea: Anchoring Fingerprints in Invariant Feature Space

Observation: Feature space proximity implies 

prediction consistency.
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Key Principle:

 Shift from Labels to Features: Don't optimize for 

what the model says (Labels), optimize for where 

the model represents (Features).

 Mechanism: Adversarial Shifting → Creates a 

cohesive Feature Island.

 Invariant Property: Because members are 

extremely close in feature space, any subsequent 

classifier head will yield consistent predictions.

Solution: Constructing a Feature Island that any 

downstream head must assign to the same class.



Method: A Two-Phase Verification Framework

1. Group Fingerprint Generation

⚫ Cluster feature space and select stable Anchors.

⚫ Optimize base samples to form a "Feature Island".

2. Ownership Verification

⚫ Query suspect black-box API with group members.

⚫ Verify via Group Voting (prediction consensus).
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Experimental Results
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 Stark Margin: A clear, non-overlapping 

margin between positive and negative 

models ensures effortless identification (AUC 

0.96).

Main Performance Uniqueness

 FTLL : Achieves near-perfect matching rates (>0.9).

 FTAL : Maintains strong resilience even when all
parameters are updated, vastly outperforming baselines.



Experimental Results
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Rationale Robustness

 Visual Proof: t-SNE confirms 

that adversarial shifting 

successfully aggregates scattered 

samples into a cohesive "Feature 

Island" that propagates to the 

downstream space.
 Voting mechanism naturally mitigates
single-trigger fragil ity against input
noise/blur.

 Survives severe pruning (up to 80%)
and model extraction attacks.



Thanks for your attention！

For more information, please refer to our paper.

Contact: liugaoyang@hust.edu.cn

Code: https://github.com/SPHelixLab
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