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Robust In-Context Reinforcement Learning
Under Reward Poisoning Attacks
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Cumulative regret in the bandit setting (lower is better)

Attacker Target

Unif. Rand.

Algorithm AT-DPT TS e — Clean Env.
AT-DPT T RS | 38.7 = 1.7 150 09
AT-DPT (sub. 30%) 41.2 = 2.9 45.7 £ 3.3|47.8 = 3.5 259 &+ 3.3
DPT 63.6 L 8.6 62.0 &+ 8.6|37.2 - 1.2 INEE=IE
TS 106.3 = 3.894.3 -+ 38342 £ 1.6 8.7 = 0.6
RTS” 1029 45904 = 441339 £ 1.6 10.2 = 04
UCBI.0 104.1 = 3.690.6 = 4.1 38.1 = 2.2 16.0 = 0.5
crUCB” 86.0 £ 44 820 £44|31.8+ 1.6 15.8 &£ 0.5

* We fine-tune parameters for RT'S and crUCB outperforming the default ones.

49



AT-DPT 6

Train with SL I

|

bandit
bandit, adaptive attacker
linear bandit

MDP gridworld (darkroom)

MDP high-dimensional (miniworld)

A

i)

d
B |

[

Attacker ¢;

corrupted

" \—L

Dataset DT

rewards

Environment M;

Jclean rewards

I

Update ¢ L
with RL

Dataset D

55



