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Motivation
Graph Anomaly Detection

Spam detection Fraud detection Leakage detection 

Graph Anomaly Detection (GAD): given a graph 𝐺 = (𝑉, 𝐸) with node 

features 𝑋 ∈ ℝ𝑁×𝑑 ,identify the set of anomalous nodes 𝑉𝑎 ⊂ 𝑉 from 

normal nodes 𝑉𝑛.
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Motivation
Recent Work

Spectral energy of different

degree of anomaly 

Recent studies[1] use the spectral energy to 

characterize anomalous behavior in the 

spectral domain. 
𝒙𝑻𝑳𝒙

𝒙𝑻𝒙

𝑥 is 1-dim node feature; 𝐿 is Laplacian matrix 

Anomalies exhibit a right-shift 

pattern.

3. What about low variance anomaly (e.g. camouflage anomaly)?

1. Computation heavy

2. Not helpful in Message Passing NN 

[1]Tang, Jianheng, et al. "Rethinking graph neural networks for anomaly detection.” ICML 2022.
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Contribution

Our Contributions as follow:

• We identify a previously overlooked camouflaged anomaly pattern across multiple 

public datasets and characterize it through a spectral formulation.

• We propose EGNN, an energy-driven GAD method that able to capture the 

camouflaged anomalies scalable in large dataset.

• We generalize EGNN to time-series graphs robust in sliding windows and data-

efficient.

• EGNN achieves competitive performance against SOTAs across multiple benchmarks.
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Camouflage Anomalies

Camouflage anomalies exhibit a 

left-shift pattern

Feature Index

Spectral Energy Distribution Difference in YelpChi Dataset

Camouflage anomalies commonly 

exist in real-world dataset 
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Local Approximation 

Local spectral anomalies under varying anomaly variance
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Left-Shift Spectral Energy

𝐿𝑁 : denotes the (normalized) Laplacian of the induced subgraph.

𝑓 : feature

𝑋 : feature vector
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EGNN Framework
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Evaluation in Static Graph

EGNN improve F1-m more than 16% on the hardest and largest T-Social dataset!

T-social with 

5,781,065 nodes and

73,105,508 edges.
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Evaluation in Time-Series Graph

EGNN achieves the highest performance on time-

series datasets and remains robust in sliding-

window, show data efficiency.
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Takeaway

• We identify camouflaged anomalies as a new pattern that induces a left-

shift in spectral energy distributions. 

• Building on this insight, we propose EGNN, an energy-aware GAD 

framework that expands the detection of node attribute anomalies and 

extends efficiently to temporal graphs. 

• Experiments show that EGNN consistently outperforms state-of-the-art 

methods with orders of magnitude fewer parameters.
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Thank You!
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