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Evolution of Capabilities

Chatbots

Text-only interactions. Limited to
information retrieval and conversation
within a single context window.
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Why Multi-Turn Agent Safety Matters -

Evaluation Gap

Single-Turn Benchmarks

AgentHarm, OS-Harm. Measure immediate
refusal but fail to capture adaptive,
long-term deceptive behavior.

Agents (Multi-Turn)

Equipped with Tools + Memory. Can execute
multi-step plans and interact with external
environments.

Multi-Turn Reality

Adversaries bypass filters by splitting
harmful goals into seemingly benign steps
over time.
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STING: Simulating an Adaptive Harmful User
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2. Execution

Attacker tries each phase
adaptively.

1. Strategy

Strategist creates persona
and a phased plan.

Refusal Check?
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Intent Check?
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3. Judgment

Judges decide: refusal,
incomplete, or complete.



From “Did It Fail?” to “How Fast Did It Fail?” “g§ ICML
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STING Finds More lllicit Assistance SR

Chat-style multi-turn

Single-tum AHS STING AHS (Smax = 10) AHS (tools enabled) STING vs Single-tum  STING lift vs Chat-style
Qwen3-Next 35.1 7257 27.0 107% 169%
GPT-5.1 24.3 34.1 5.0 40% 582%
Gemini 3 Flash 45.9 50.9 13.8 11% 269%
Claude Sonnet 4.5 16.0 32.3 2.2 102% 1368%
DeepSeek-V3.2 31.2 61.8 15.1 98% 309%
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Score Escalation Attack Transferability

STING substantially increases AgentHarm Score Chat-style multi-turn attacks do not transfer well
across all tested models. to agents, highlighting specific vulnerabilities.




How does attack language effect?

AgentHarm Score AgentHarm Score

AgentHarm Score

90
80
70
60
50
40
30
20
10

50

40

30

20

10

0

60
45

50
40
30
20
10

© Single Turn © Multi-turn

47.5 49.0

24.3

() X Qo >

) @ R &

& N e AN \¢
) A0 RS )

O
(a) Qwen3-Next

32.0 [ T 31.2
26.9 ‘

19.8

&

N
22

950.950.450.9 50.5

(\eﬁ‘” @)
% <
o <

A & » o
N 2 X < o
¢ ('a}(\‘> A ~ <>

O

(b) GPT-5.1

53'748.953.149.@53.0 599

[ /%5 47.2-2"

I T 44.6
37.9 T

o R > o
o&° & e R R
> < > N
o < S >
N

(c¢) Gemini 3 Flash

>
)
\‘\)
<<

o ICML

International Conference
On Machine Learning

Key Finding

Lower-resource languages do not
consistently increase risk across the
evaluated models.






