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Differentially Private Synthetic Text

M M‘l 4 Generate document Y Help me write

Text data are important in fueling
various applications

N /
Y

DP synthetic text

User data are private

One-time privacy cost No need to modify the original

Any downstream task data processing pipeline



Prior Work

Private fine-tuning (DP-FT)
(Yue et al., 2023)

Private evolution (PE)

(Xie et al., 2024)

Data Owner

ﬁ% ﬂ% 6\%

Privat custoer da
(e.g., review and feedback)

Private Data Provision @\]
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Train a LM with Differential Privacy

Here is a review on
the Yelp website: ; Generative
The food took 6 hours
to arrive to 1940 W
State St Boise!!!

Language Model

Data in wrapper

Synthetic samples @ Private samples

Step 1: RANDOM_API

A great spot
for pizza.

<o
Write a review
for restaurants: |!

Nice steak, not
too pricey.

v Stéb 2.2.:.Dréw séhblés based> .

on DP_NN_HISTOGRAM

A great spot
for pizza.

o
Please rephrase
the review: « -

Variations

Step 2.1: DP_NN_HISTOGRAM

The pizza was A great spot
AMAZING!!! (@, . for pizza.

[ 2+noise
Quick pizza delivery. Nice steak, not
Very good too pricey.
O+noise

Step 2.3: VARIATION_API

A great spot
for pizza.

Yue, Xiang, et al. "Synthetic text generation with differential privacy: A simple and practical recipe." ACL 2023.
Xie, Chulin, et al. "Differentially private synthetic data via foundation model apis 2: Text." ICML 2024.




Drawbacks of Current Approaches

Limited Controllability

Write an email that represents the
following schema:

{'token_counts': 81,
'sentiment': 'Positive’,
'tone': 'Direct’,

'purpose’: 'Approval Request',
‘urgency': 'Normal’,
'formality': 'Neutral’,

cta': 'Explicit’,

‘attachments': False,
‘email_type': 'Conversational’,
'sender_relation': 'Internal

Colleague',

"topics': ['Hiring', 'Human

Resources', 'Executive Approval']}

DP
Generator

Imbalanced Feature Representation

©

Sentiment
distribution

®

DP synthetic data

25% 25%

Low Data Quality

Private data Synthetic
distribution data
distribution

high mismatch



Schema Design & Metadata Extraction

Extract metadata (i.e., tabulated features)
from the private data.

Extract
Text Data >
Metadata
‘A 9-year-old healthy female child medical_specialty: Dentistry & Oral Surgery
reported to our Outpatient Department
with the chief complaint of swelling clinical_focus: Diagnostic Evaluation
in the mandible for the past 6 patient_age_group: Pediatric (29 days-12 years)

months. As per the history, the . . .
swelling was painless and gradually condition_chronicity: Chronic
increased to the present size. The patient_outcome: Improved
patient underwent extraction of the
left primary mandibular in the ...



Privately Fitting the Metadata Distribution

Model the metadata distribution P(metadata)
via marginal-based DP mechanism, e.g., AIM

Extract DP-ied
Text Data P Synthetic
Metadata
Metadata

-

McKenna, Ryan, et al. "AIM: An adaptive and iterative mechanism for differentially private synthetic data." PVLDB 15.11 (2022): 2599.



Conditional Fine-Tuning

Learning Phase

: medical_specialty: Dentistry & Oral Surgery
Metadata clinical_focus: Diagnostic Evaluation

/——9 _——> patient_age_group: Pediatric (29 days-12 years)
Extractor condition_chronicity: Chronic

Private text

'A 9-year-old healthy female child

in the mandible for the past 6
months. As per the history, the
swelling was painless and gradually
increased to the present size. The
patient underwent extraction of the
left primary mandibular in the ...

reported to our Outpatient Department 6 H ith- : i Private metadata
with the chief complaint of swelling \ train with: palred / &

Fine-tuning
template

patient_outcome: Improved

according to: pre-specified schema \ ------

N

train with:

text <- metadata metadata

DP Conditional DP Metadata
Generator Generator

<start_of_turn>user

Please generate a detailed clinical note based solely
on the below JSON summary, covering the patient’s
visit, medical history, symptoms, administered
treatments, and outcome of the intervention.’
{{feature}}

<end_of_turn>

<start_of_turn>model

{{text}}




Conditional Generation

Learning Phase (o

medical_specialty:

Metadata
Extractor

/——>[

Dentistry & Oral Surgery

clinical_focus: Diagnostic Evaluation

—_—

patient_age_group: Pediatric (29 days-12 years)

condition_chronicity: Chronic

Private text

'A 9-year-old healthy female child
reported to our Outpatient Department

~3

according to: pre-specified schema

train with: paired

patient_outcome: Improved

Private metadata

&

\yitththe c21gi crf)mpl:'i‘nt oftsvgelling R £ d t train with:
in the mandible for the pas =
months. As per the history, the cis S-etasata metadata
swelling was painless and gradually s
increased to the present size. The DP Conditional DP Metadata
patient underwent extraction of the
left primary mandibular in the ... Generator Generator
Generation Phase NI inp .
5@‘(@ g £ 10 mrag UL condition;, 1. sampling
70: ® ""---...__:--..,g._ metadata
Synthetic text Synthetic metadata



Model: Gemma-3-1B-PT

Dataset: bioRxiv
Results Privacy budget: 1, 4,
= DP-FT = S, (free-form)  ----- real
[ S; (topic, CTCL) [ S35 (schema, ACTG)
Distributional similarity Distributional similarity
in embedding space w.r.t. schema Downstream performance
MAUVE ( 1) deS (L) Classification F1 ( 1)
0.91 0.151 0.801
0.8 1 0.10 0.751
0.7 0.05 1 0.70 1
0.6
0.00- 0.65-
1 4 o0 o 1 4 o0

ACTG: AﬂrlbUte_Condltlor!ed Metadata + AIM feature generator + DP-FT conditional
Text Generation generator

A new state of the art in DP synthetic text generation



Beyond DP Synthetic Text: Controlled Generation

Instruction following accuracy
(IFAcc):

The percentage of correct fields per
sample, averaged over all samples

IFAcc (1)

Incorporating DP in SFT significantly hurts the model’s instruction following capabilities
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A Post-Training Recipe: Anchored RL

£RL Gern*"“ Reward signal

5 + i}

Input conditions :> i I :> Generated abstract

Best-of-N SFT U™
data

SFT L =Ly +7 LsFT

il <
&
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Results

Im ACTG B ACTG-RL B ACTG-ARL ==~ Non-DP
IFAcc (1) MAUVE ( 1) dfs (L)
0.65 0.101
=
é 0.60-
2 0.05-
oy
2  0.55]
0.00-

A conditional text generator with improved control
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