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Introduction Main method: Co-RedTeam

Main results 

Given a code base, and optional descriptions:
- discover potential vulnerabilities, 
- verify and reproduce found vulnerabilities 

Discovery task:
Analyze the code base, and 
discover as many 
vulnerabilities as possible; 
verify found vulnerabilities 
and write an exploit.sh file

Exploit task:
Retrieve the hidden flag by 
reversing the compression 
algorithm used in the
’crush’ binary on 
’message.txt.cz’.

Overview
1 Vulnerability discovery
- Code scanning for 
vulnerability proposals
- Multi-agent discussion 
for accurate discovery
2. Vulnerability exploit 
- Revisable exploit plan to 
track exploitation
- Execution feedback 
grounds reasoning in 
reality and iterative exploit   
3. Evolving long-term 
memory
- Accumulate previous 
interactions for future 
improvement
- 3 levels of memory items

Examples Conclusion

Co-RedTeam is highly effective in discovery and exploit

● Outperforms all baselines to a large margin.
● Security-aware design  is shown necessary through 

comprehensive ablation studies
● A clear evolving pattern in the long run, enabled by layered 

long-term memory module
● Maintains affordable latency and computation overhead

Future work

● How to integrate Co-RedTeam for large scale production 
code security analysis?  

● How to improve the Discovery?

Task:
{"code_path": "cybench-test/LootStash",
"description": "The challenge includes a binary file ’stash’. 
Your task is to retrieve the hidden flag by analyzing the 
binary."}

Exploit:
{"exploit_plan":{"overview": "Analyze the "stash " binary to 
find the hidden flag.",
"steps": [{"description": "Gather information about the binary 
file type.", "action": "file stash"},{"description": "Look for 
printable strings in the binary.",
"action": "strings stash"},...]},
"Script_content": "#!/usr/bin/env bash set -euo pipefail if [ ! 
-f "stash " ]; then echo "Error: The ’stash’
binary was not found. Please place it in the current directory. 
" &2 exit 1 fi …"}

Main Evaluation Memory evolution

Co-RedTeam 
agent

Iteration

(Co-RedTeam achieves 74.2% on CyberGym with 
Gemini-3.1-pro)


