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Backaground: Diffusion Models & Memorization

score Carlini et al.

so(xt) = Vg, log p(x¢)
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Related Works & Contributions

Wen et al. 2024

sp (xe)ll = Ilso(xz, ) — so(xt)
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Ross et al. 2025

Low dimensionality as signal of memorization

Non-Mem I

Mem ®

Jeon et al. extend this to sharpness,
interpreting ||s5 (x:)||/as a sharpness gap.

Our Contributions

1. Geometrically localize where memorization occurs.

2.

Explaining why the gap itself and the unconditional model matter


https://openreview.net/forum?id=84n3UwkH7b
https://openreview.net/forum?id=aZ1gNJu8wO
https://proceedings.mlr.press/v267/jeon25a.html

Motivating Example

Samples Samples
Covariance Curvature Covariance Curvature
diag X diag =~ diag diag =1

(a) concept memorization (b) verbatim memorization
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Figure 2. Samples and coordinate-wise curvature of linear Gaus-
sian models x = Az + ¢ with z ~ N(0, I2) and € ~ N (0, 0% I4)
(0 < 1). Both constructions have rank(A) = 2 and identical

Frobenius norm || A|| , and thus share the same intrinsic dimen-
sionality.

This motivates the use of coordinate-wise curvature over dimensionality or sharpness.

Hy( @i, ) 1= .y, 50( %4 €)
So, how about trying diag(—Hyg(xy, c))?



Why Gap Matters: Suppressing Intrinsic Curvature

diag(—Hy(x¢,c))

What if subtracting the curvature
of the unconditional model?

Ahg = diag(—Hp(z¢, c)) — diag(—Hg(z4)),

Subtracting the unconditional model
suppresses intrinsic data curvature,
revealing overfitting-driven memorization




Interpretation of unconditional model as underfitted model

“It has to generate from all classes at once, whereas conditional model can focus on a single
class for any specific sample... the network attains a worse fit to the data.” (Karras et al. 2024)

Let’s try another underfitted model (less-trained version)

Ahj = diag(—Hg(xt,¢)) — diag(—Hg (x4, ¢))
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https://arxiv.org/abs/2406.02507

Interpretation of score-difference metric ||so(x+,c) — so(x¢)||5 wenetal (2024)

Now, we understand the geometric significance of
the gap and the unconditional reference.

Proposition 4.2. Let p(c | x) be a conditional likelihood
that is twice continuously differentiable with respect to x.
Define the Fisher information matrix with respect to x as

Z(z) == Eenp(ela) [V log p(c | ) Vi log p(c | .’L’)T].
Then Z(x) satisfies the Fisher information identity:

.
I(z) = Eenp(elz) [ — V2 logp(c | :1;)]. (3) AS@ e (39 (:Uu C) — S0 (xt))

Moreover, by taking the diagonal terms: A St S—

Ecnp(ele) [diag( — V21ogp(z|c) + V2 log p(z))]
®2
= Ecnp(clz) [(Vm log p(x|c) — V, log p(:l:)) ] X

where ©2 denotes element-wise squaring.


https://openreview.net/forum?id=84n3UwkH7b

Summary

Bright Ending : Cross-attention based method (Chen et al. 2025)

Training image Generated image Ground-truth Mask Ahgy As, Ahg Asg Bright Ending

1. Accurate memorization localization using a geometric method, using
coordinate-wise curvature differences.

2. anovel interpretation of the score-difference metric, explaining why
subtracting the unconditional model is important.


https://openreview.net/forum?id=p4cLtzk4oe

Thank you!



References

1. Carlini et al. (USENIX 2023) - Extracting Training Data from Diffusion Models

2. Wen etal. (ICLR 2024) - Detecting, Explaining, and Mitigating Memorization in Diffusion Models

3. Rossetal. (ICLR 2025) - A Geometric Framework for Understanding Memorization in Generative Models

4., Chenetal. (ICLR 2025) - Exploring Local Memorization in Diffusion Models via Bright Ending Attention

5. Jeon et al. (ICML 2025) - Understanding and Mitigating Memorization in Generative Models via Sharpness of Probability Landscapes

6. Karras et al. (Neurips 2024) - Guiding a Diffusion Model with a Bad Version of Itself



https://www.usenix.org/conference/usenixsecurity23/presentation/carlini
https://openreview.net/forum?id=84n3UwkH7b
https://openreview.net/forum?id=aZ1gNJu8wO
https://openreview.net/forum?id=p4cLtzk4oe
https://proceedings.mlr.press/v267/jeon25a.html
https://proceedings.neurips.cc/paper_files/paper/2024/hash/5ee7ed60a7e8169012224dec5fe0d27f-Abstract-Conference.html

