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Background: Contrastive Lanqguage Image Pretraining (CLIP)
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Radford, et al. "Learning transferable visual models from natural language supervision." ICML, 2021.
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Background: Adversarial Perturbation
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Sunset image of Mauna Kea The Prudine, a small town in the
Observatories south of France.



Background: Adversarial Perturbation
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Research Question

« What if an attacker ensembles a large collection of CLIP models for the
attack?

« Over 4,000 CLIP models have been publicly released on Hugging Face.

a Hugging Face Q Search models, datasets, users... # Models & Datasets Spaces @ Po

Tasks Libraries Datasets Languages Licenses Models 4,184 g CLIP
Other

® openai/clip-vit-large-patchl4d
o Zero-Shot Image Classification « Updated Sep 16,2023 « L 37.2M

Q  Filter Tasks by name

Multimodal

Audio-Text-to-Text Image-Text-to-Text ® openai/clip-vit-base-patch32
1 Zero-Shot Image Classification « Updated Feb 29,2024 « L 13.7M « ©

Visual Question Answering



Super Adversarial Transferability

Adversarial perturbations can target any image, any model, and any task!
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Achieving Super Adversarial Transferability

argmin
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0SS 5
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Upper Confidence Bond: R; +

ni

R;: Cumulative reward for model i.

n;: The number of times model i has been selected.
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Achieving Super Adversarial Transferability
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Achieving Super Adversarial Transferability

—— GD-UAP —— Meta-UAP —— X-Transfer Base
—— TRM-UAP —— C-PGC —— X-Transfer Mid
—— AdvCLIP —— ETU —— X-Transfer Large
ImageNet-ZS GTSRB-ZS
63.4 89.4

FOOD101-ZS

STL10-ZS CIFAR100-ZS
57.

SUN397-ZS CIFAR10-ZS

MSCOCO-IC Flicker-IC
43.9 37.5



X-TransferBench

Usage

import XTransferBench
import XTransferBench.zoo

# List threat models
print(XTransferBench.zoo.list_threat_model())

# List UAPs under L_inf threat model
print(XTransferBench.zoo.list_attacker('linf_non_targeted'))

# Load X-Transfer with the Large search space (N=64) non-targeted
attacker = XTransferBench.zoo.load_attacker('linf_non_targeted', 'xtransfer_large_linf_epslz

# Perturbe images to adversarial example
images = # Tensor [b, 3, h, wl]
adv_images = attacker(images)
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Paper: https.//arxiv.org/pdl/2505.05528

Code: https.//qgithub.com/HanxunHy/XTransferBench




