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Background: Contrastive Language Image Pretraining (CLIP)

Radford, et al. "Learning transferable visual models from natural language supervision." ICML, 2021. 2 of 61 
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Research Question

• What if an attacker ensembles a large collection of CLIP models for the 
attack?

• Over 4,000 CLIP models have been publicly released on Hugging Face.



Super Adversarial Transferability

Cross-Data Cross-Domain

Cross-Model Cross-Task

X-
Transfer

Adversarial perturbations can target any image, any model, and any task!
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Achieving Super Adversarial Transferability
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Standard Scaling Efficient Scaling
Pick 𝑘 out of N
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𝑅

𝑛!: The number of times model 𝑖 has been selected.

𝑅!: Cumulative reward for model 𝑖. 

Pick top 𝑘 UCB scores
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Achieving Super Adversarial Transferability
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ASR: Attack Success Rate



Achieving Super Adversarial Transferability



X-TransferBench



Thank you!

Paper: https://arxiv.org/pdf/2505.05528

Code: https://github.com/HanxunH/XTransferBench


