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Background

Large Noise-Step Original without Guidance 

Damages Semantic Information

Large Noise-Step Damages with Guidance 

Introduces Adversarial Perturbations 

Can we use the clean semantic information of adversarial samples for guidance while avoiding the introduction of 

adversarial perturbations?
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We can use the clean semantic information to guide the reverse process of diffusion model.

we can decompose adversarial samples into clean semantic information and corrupted semantic information



Motivat ion
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This motivates us that we can investigate the distribution of adversarial perturbations 

from the perspective of frequency domain.

Different frequency components have varying degrees of influence on the neural network's predictions.
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Experimental  Phenomenon

For Both the Amplitude Spectrum and the Phase Spectrum, the Degradation 

Caused by Adversarial Perturbations Exhibits an Approximately Monotonically 

Increasing Trend with Frequency
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Experimental  Phenomenon

Why Current Methods Fail ?
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Pipeline of Current Methods

Low-frequency components represent Clean Semantic Information, while high-frequency 

components represent Damaged Semantic Information.

Intuitively, the forward process involves both high-frequency and low-frequency information. Here, 

we provide a rigorous theoretical proof of this.



Theoret ical  Analysis

For both the phase spectrum and the amplitude spectrum, the forward process causes a 

monotonically increasing degradation of all frequency components with respect to 𝑡.



Theorem Val idat ion
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Framework

The core of our method is to preserve, at each time-step of the reverse process, the amplitude and phase 

spectrum information of the original clean samples extracted from adversarial images as a prior. 



Experimental  Result

Experimental Result on WideResNet28-10 Distribution of Purified Natural Examples


