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Motivation & Importance

Motivation. LLMs exhibit stochastic behavior. As a result, two iden-
fical queries can differ purely by chance due to sampling noise.

In this paper, we ask how we can disentangle meaningful model
changes from sampling variability. VWe can then use this for audit-

ing:

= Audit mechanism |. Evaluating whether LLMs exhibit different
behavior under arbitrary changes.

= Audit mechanism Il. Understanding whether two LLMs exhibit
the same behavior in the same setting.

Main takeaways

= We introduce a general-purpose statistical hypothesis testing
procedure to test LLM behavior under different input or mode|
perturbations.

= Qur procedure is model-agnostic and provides effect sizes and
iInterpretable p-values for any input perturbation and any model
change with minimal assumptions.

= This can be used for understanding whether LLMs (or any
L LM-based systems) are reliable in high-stakes environments.

Looking at LLMs via frequentist hypothesis testing
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Distribution-based perturbation analysis: an
overview of the procedure

We make the insight that we can look at LLM outputs via the lens of
frequentist hypothesis testing.

H,: D, =D, (The perturbation has no effect) (1)
H,:D, #+ D, (The perturbation has an effect) (2)

Distribution-based perturbation analysis proceeds in four steps: re-
sponse sampling, distribution construction, distributional compari-
son, and statistical inference.

|. Response Sampling. Draw k independent outputs from the orig-

inal prompt and k£ from the perturbed prompt

75:5 = 1Y féc:la 75:13’ — {?/; fllea
where y; "% S(z) and i/ "% S(2') with ' = A,(x).
pooled vector Z = (2, ..., z91) With

(1<i<k), e =y (1 <i<k).

Define the

Zi = Y

|l. Distribution construction. Using a similarity functions : Y xJ)Y —
R, build

Po={slyy;) - 1<i<j <k},

Pr={s(y,y)) : 1 <i,j <k},

Ill. Distributional comparison. Measure the discrepancy between
Py and P; with any non-negative functional

CUI/PXIPHRZ(), Tobszw(Po,Pl).

V. Statistical inference. Formulate the hypotheses
Hy: S(x) =82, H,: S(x) # S(x).

We can evaluate this hypothesis via a simple permutation proce-
dure that uses the pooled vector Z.

Objective. If pis small, this suggests that T, I1s unusually large rela-
five to its null distribution. The value T}, itself serves as the effect-
size estimate, whereas the permutation test provides frequentist
p-values

Statistical Hypothesis Testing for Auditing
Robusthess in Language Models
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Example 1: Measuring true positive and false
positive rates

Setup. We can evaluate LLMs' true positive/false positive rates by
altering conditions which should / shouldn’t affect their outputs. We

can then compute p-values and FP

. _Mlstral-7B-Instruct B __Ph|-3 ------ 4k C MaglcPrompt

R/TPR as we vary a.

istral-7B- 0.02 | 0.06 ‘ 0.23 ‘ 0.29 | 0.34

MagicPrompt- 0.00 0.00 0.09 0.14 0.15 0.8

GPT-35- 0.01 002 0.04 0.08 0.17

Phi-3-mini-4k -§ 0.05 § 0.056 0.15 0.20 = 0.35

Model

Figure 1. TPR/FPR trade-offs for three language
models. Panels A-C show ROC curves (TPR vs.
FPR) and AUC scores (varying o € [0, 1]); higher

AUC Indicates better detection of true
perturbations and resistance to irrelevant
changes.
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SmolLM-135M - 0.04 0.05 0.15 0.20 j 0.43

True-positive rate

Gemma-2-9B- 0.02 0.02 0.02 0.15 | 0.42

GPT-2- 0.01 0.02 0.06 0.11 0.25 -0.2

3 009 023 | 0.35

1% 2% 5% 10% 20%
Allowed false-positive rate

Figure 2. TPR by selected
FPR for multiple models.

Example 2: Measuring alignment with a reference
language model

Gemma-2-9B p=0.67

Mistral-7B p=0.50
Phi-3-mini-4k p=0.28
MagicPrompt p=0.37
GPT-3.5 p=0.24

GPT-2 p=0.10

SmolLM-135M p=0.02

Llama-3.1-8B p=0.02
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Figure 3. Distance of responses from a
reference language model.

Takeaway. (Fig. 3) shows how
to quantify inter-model alignment
with respect to a reference lan-
ouage model.

The Big Picture. We estab-
ish a general-purpose procedure
to ensure reliable LLM behavior
for task-specific problems for any
black-box LLM with minimal as-
sumptions.
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