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Backdoors are hidden patterns that have been trained into a model that produce unexpected 
behavior, which are only activated by some “trigger” input.



Problem Setup
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• A single-head self-attention model is defined as .fsa(X) = 𝕊(XWQW⊤
KX⊤)XWV

• Binary classification, model prediction at the position of  

 

•  is the key-query weight matrix. 

•  is the prediction head. 

• Attention map: ,  is softmax apply row-wise.

p
f(X) = ν⊤X⊤𝕊(XWp)

W=WQW⊤
K ∈ℝd×d

ν = WV ∈ ℝd×1

𝕊(XWX⊤) ∈ ℝT×T 𝕊

[1] Ataee Tarzanagh, D., Li, Y., Zhang, X. and Oymak, S., 2023. Max-margin token selection in attention mechanism. NeurIPS 2023.

At time ,   τ L̂(p(τ), W, ν)=
1
n ∑

i∈[n]

ℓ(yi fτ(Xi)), ℓ(z)=log(1+exp(−z))

Optimization Procedure

• Input data . 

• Append learnable token  to  for model prediction[1].
X = (x1, x2, …, xT)⊤ ∈ ℝT×d

p X



• Fix relevant signal . 

• . Noise . 

•  has T tokens, split into  
A relevant token set , . Define 
the fraction of relevant tokens . 
An irrelevant token set , 

μ+1, μ−1 ∈ℝd

y unif.∼ {±1} ϵt ∼𝒩(0,Σ), ∀t∈ [T]
X = (x1, x2, …, xT)⊤

ℛ ⊂ [T] xr = μy + ϵr, ∀r ∈ ℛ
ζR = |ℛ | /T ∈ [1/T, (T−1)/T]

ℐ = [T]\ℛ xv = ϵv, ∀v ∈ ℐ

Data Distribution

4

x1 x2 x3 x4 x5 x6 x7 x8

ℛ
y

ℐ

An illustration of each token for standard data



5

x1 x2 x3 x4 x5 x6 x7 x8

ℛ
y

ℐ

Poisoned Data Generation
• Fix poisoned signal . . 

• Given  
To introduce a backdoor, the adversary selects a subset

 of the irrelevant tokens and replaces each token  
for  all  with a poisoned token . Define the 
fraction of poisoned tokens . 
All other tokens, including those in , remain unchanged. 

• . 
• Poison data ratio . 

μ̃+1, μ̃−1 ∈ℝd ∥μ̃±1∥=∥μ±1∥
X = (x1, x2, …, xT)⊤

𝒫 ⊂ ℐ xp
p ∈ 𝒫 x̃p = αμ̃−y

ζP = |𝒫 | /T ∈ [1/T, (T−1)/T]
ℛ

ỹ = − y
β
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An illustration of each token for standard data
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An illustration of each token for its corresponding poisoned data 
under dirty-label backdoor attacks.



Main Result
Given poisoned training data that contains sufficiently strong backdoor triggers, but is not overly 
dominant, attackers can successfully manipulate model predictions.
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Theorem (informal): Under above (and others) assumptions and training enough step , w.p. , 

1. Model correctly classify all training samples:  . 
2. Under trajectory conditions: 

(1) For data  where there is no poisoned token, . 

(2) For data  where there exists poisoned tokens, 

τ ≥1−δ
sign( fτ(Xi)) = yi, ∀i ∈ [n]

(X, y) ∼ 𝒟 ℙ(X,y)∼𝒟[sign( fτ(X)) ≠ y] ≤ δ

(X̃, y) ℙ(X,y)∼𝒟[sign( fτ(X̃)) = y] ≤ δ

Poison Strength Assumptions: 

•  

•

α ≳ max { T/β 4 ζR/ζP, ζR/βζP,1/βT}
β ≲ min { ζR/α3ζP, ζR/α2T2ζP}

Example satisfies:  

, , .α = Θ(T) β = Θ(1/T2) ζR/ζP = Θ(1)
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Experiments
Successful poison attack 

, , . 
Final standard test accuracy is 1.0, 
poison test accuracy is 0.0.

α = 4.0 β = 0.1 |ℛ | = |𝒫 | = 1

Insufficient poison attack 
, , . 

Final standard test accuracy is 1.0, 
poison test accuracy is 1.0.

α = 1.0 β = 0.1 |ℛ | = |𝒫 | = 1

Overpowering poison attack 
, , . 

Final standard test accuracy is 0.691, 
poison test accuracy is 0.0.

α = 4.0 β = 0.4 |ℛ | = |𝒫 | = 1



Thank you!
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