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ByteDance intern fired
for planting malicious

code in AI models

Sabotage supposedly cost tens of millions, but TikTok owner
ByteDance denies it.

Google

@ Security and Privacy Research



ByteDance intern fired
for planting malicious

code in AI models

Sabotage supposedly cost tens of millions, but TikTok owner
ByteDance denies it.

Compromised PyTorch-nightly
dependency chain between
December 25th and December
30th, 2022.

By PyTorch Foundation December 31, 2022

Zuckerpunch - Abusing Self Hosted Github
Runners at Facebook

| abused Github Actions to get full root into the PyTorch ci runners.
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+1500 HuggingFace API Tokens were
exposed, leaving millions of Meta-Llama,
Bloom, and Pythia users vulnerable
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...and our paper shows real and
potential attacks on a much wider

surface!
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Our results

An exploration of attacks on open ML model supply chains

They are happening and there is a lot more we could be doing defensively!

Model signing is a first step towards tamper-evident models

A performant solution that provides a basic notion of integrity

Cryptographic techniques can be used for dataset transparency

These make it possible to prove (non-)inclusion in training data
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Thank you!
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