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Open-source software supply chain
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Open ML model supply chain
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The ML community has 
extensively explored attacks using 
compromised training data…
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The ML community has 
extensively explored attacks using 
compromised training data…

…and our paper shows real and 
potential attacks on a much wider 
surface!
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Our results
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An exploration of attacks on open ML model supply chains
They are happening and there is a lot more we could be doing defensively!

Model signing is a first step towards tamper-evident models
A performant solution that provides a basic notion of integrity

Cryptographic techniques can be used for dataset transparency
These make it possible to prove (non-)inclusion in training data
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Thank you!       
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