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Hallucinations

What are the three types
of tests in BELLS?

BELLS is an acronym that stands\
for Balance Error Scoring System
(BESS), which is a clinical test used
to assess postural stability and
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A taxonomy of failure modes
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What is an input-output safeguard?

One type signature Many use cases
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The safety stack
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¢ In10 years, we will still
use input-output safeguards.
They are simple, versatile and
independent from the model.
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They’ll stick around, maybe
not for the the right reasons!
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We want good

input-output safeguards
that detect current failures
and tomorrow's problems.

- Develop safeguard metrics



Failure modes evolve over time

How can | break into a car?

I'm sorry, but | am not programmed to provide informat
purpose is to assist and provide information within the t
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By default, safeguards are less effective over time
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They need updates.
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Empirical evaluation of the generalisation abilities
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What kind of tests? How robust are safeguards?
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What are input-output safeguards?

L.1/0 safeguards are defined by a 2.1/0 safequards are the last layer 3.1/0 safeguards have
common type signature. of the safety stack for LLM multple use cases
nputoutout Content
Cuaarns | | Semesl,
\ / B, featime
Syviom proot monitoing
= W o ®  jsync misuse
’ ‘engine - detection
y Fioa-tuing
‘They scan inputs and outputs of LLM Dataset finering 4.1/0 safeguards are products,
308 1o produce safety reports. ep—— lock methads o propery assess their

safety benefits.

How to evaluate I/O safeguards?

|| Established failure tests come from already existing
We need a future-proof method to evaluate the datasets to detect well-defined failure modes such as
fobustness of 1/0 safeguards when detecting ailoreaks, or hakucination.

. To address

current failures and
this, we propose BELLS, a third-p:
tests divided into three categories. diversity of recent or emerging faiure modes. They can be
used a5 a proxy to estimate how well a safeguard can catch
problems that safeguard developers ignored the existence of.
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Thanks for listening!

Thanks to our collaborators: Vincent Corruble,
Charbel-Raphaél Segerie, Hadrien Mariaccia,

Matteo Dora, Pierre Le Jeune, Theo Goix, AJ
Weeks.
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