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Motivation
Problem

No-reference (NR) image- and video-quality metrics are widely used 
in video benchmarks. However, recent studies unveiled vulnerabilities 
in NR image quality metrics when exposed to adversarial attacks 
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attack

increases metric
does not increase visual quality
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Motivation
Real-life scenarios

There are several real-life scenarios for attacks on the image- or 
video-quality metric:
● Cheating in public benchmarks
● Video quality control fooling in streaming services
● Manipulating results of web search
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Motivation
Attacks on videos

Criteria for attacks integrated into video processing methods:
1. Quantitative success of an attack
2. High speed of an attack
3. Temporal consistency of an adversarial video

Our research investigates the potential of injecting fast, invisible and 
temporally consistent adversarial attacks on NR metrics in videos

4



CS MSU Graphics&Media Lab (Video Group)
https://videoprocessing.ai/

Proposed method
Overview

Initially, we perturb the image using a baseline gradient attack: 

Then we process the perturbed image using frequency and weighting 
modules to enhance the visual quality of an adversarial image/video
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Proposed method
Mathematical properties

We provide upper bound of adversarial perturbation added by our method

Theorem. Let    and      be original and perturbed image correspondingly,      
     – adversarial image after IOI attack that is based on       with truncating 
parameter    . Then inequality (1) is correct, where is given by Equation (2)
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Proposed method
Why one-iteration attack?
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We conducted additional experiments to show the importance of a one-iteration setup when 
attacking NR quality metrics for videos. Compared with other values of n, we can see that a 

one-iteration attack yields superior averaged relative gain within the same attack time
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Comparison methodology
Overview
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 Factors to evaluate the attack efficiency

Speed Visual quality of 
adversarial images

Relative gain
(attack success)
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Comparison methodology
Relative gain
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 Factors to evaluate the attack efficiency

Relative gain
(attack success) Speed Visual quality of 

adversarial images

– original image/frame

– adversarial image/frame

– target quality metric

– range of       scores 
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Measuring the time for 
constructing       from       

Comparison methodology
Visual quality
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 Factors to evaluate the attack efficiency

Speed Visual quality of 
adversarial images

– original image/frame

– adversarial image/frame

– target quality metric

– range of       scores 

Relative gain
(attack success)
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Measuring the time for 
constructing       from       

Comparison methodology
Visual quality
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 Factors to evaluate the attack efficiency

Speed Visual quality of 
adversarial images

– original image/frame

– adversarial image/frame

– target quality metric

– range of       scores 

Objective Subjective

SSIM, PSNR, 
VIF, LPIPS

Subjective 
comparison

Relative gain
(attack success)
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Comparison methodology
Fixed and compared factors
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 Factors to evaluate the attack efficiency

Speed Visual quality of 
adversarial images

align using search in attack 
parameters space

align using a run with an 
equal number of iterations

compared factorfixed factorfixed factor

Relative gain
(attack success)
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Experiments
Setup (1)

Two datasets:
● 100 images from NIPS2017 (299×299 resolution)
● 12 videos from DERF2001 (1280×720 resolution)

Three target quality models:
● PaQ-2-PiQ
● Hyper-IQA
● TReS

Nine compared methods:
FGSM, SSAH, Zhang et al., NVW, Korhonen et al., AdvJND, UAP, 
FACPA, IOI (ours)
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Experiments
Setup (2)

Objective comparison
Comparison using four FR quality metrics: SSIM, PSNR, LPIPS, VIF

Subjective comparison
● Conducted using Subjectify.us service
● Pair comparison with verification questions
● Each participant compared 12 video pairs
● Collected 8220 responses from 685 participants
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Experiments
Objective results

The proposed IOI method 
showed higher SSIM, VIF, 
and LPIPS scores for all 
attacked NR metrics. The 
PSNR score of IOI is lower 
than that of other methods, 
which means that IOI 
changes more information 
in images
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The objective quality of adversarial images generated by existing 
and proposed methods averaged across the NIPS2017 dataset
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Experiments
Subjective results

The subjective scores showed that the IOI attack generates adversarial 
videos of better visual quality: it holds a quality of 2.97, while other 
methods’ scores are below 2.16
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Subjective comparison results on 12 videos from the DERF2001 dataset. Adversarial videos 
generated for PaQ-2-PiQ model at equal speed and relative gain of all attacks. Each attack 

runs for one iteration on each video frame
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Results
Video examples. Original

“Blue Sky” video from the DERF dataset  Xiph.org video test 
media [derf’s collection]. https://media.xiph.org/video/derf/, 2001 17

Original video. PaQ-2-PiQ = 68.4 Attacked video. PaQ-2-PiQ = 79.5

https://docs.google.com/file/d/14S3xHrLzHA1qy79xepvhET9SONyhmieS/preview
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Conclusion
By publishing our method, we provide a tool for verification of NR metrics
robustness for benchmark organizers and contribute to the future 
development of robust image- and video-quality metrics. The proposed 
method can be used as a part of an adversarial training technique 
to improve the robustness of image- and video-quality metrics
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Our code is openly accessible at https://github.com/katiashh/ioi-attack 

https://github.com/katiashh/ioi-attack

