‘.‘\\\\\\\\\‘..
\ . @
£ ."0, yé o 8
v 4 i
Ef N
: £4 g

X 2 . . ) International Conference
m.“ 111111 )4 Tsmghua UnlverSIty On Machine Learning
oSS

Effects of Exponential Gaussian Distribution on
(Double Sampling) Randomized Smoothing

Youwei Shul, Xi Xiao!, Derui Wang?, Yuxin Cao!, Siji Chenl!, Minhui Xue?, Linyi Li34, Bo Li3>

ITsinghua University 2CSIRO’s Data61 3UIUC “Simon Fraser University *University of Chicago



BACKGROUND

B Randomized smoothing: a provable certified robustness method against vulnerability issues of
neural networks.
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Figure from Goodfellow et al. (2015)
B Definition of smoothed classifier: f(x) 2 argmax, P._p{f(x + €) = c}
B When e ~ N(0,02]), Cohen et al. (2019) derive a concise formula for the certified radius:
R=0d7"(p)

Refs: [1] Goodfellow et al. Explaining and Harnessing Adversarial Examples. In ICLR 2015.
[2] Cohen et al. Certified Adversarial Robustness via Randomized Smoothing. In ICML 2019.



BACKGROUND

= Essential problems in Randomized Smoothing:

= 1. the working mechanism of smoothing distribution on base classifiers

= E.g. The dispute between Zhang et al. (2020) and Yang et al. (2020):

= Zhang et al. (2020): General Gaussian enhances the ¥, certified robustness provided by Gaussian.

= Yang et al. (2020): Gaussian is the best distribution; General Gaussian does not defeat Gaussian.
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Zhang et al. (2020)’s results Yang et al. (2020)’s results

How General Gaussian works?

Refs: [1] Zhang et al. Black-Box Certification with Randomized Smoothing: A Functional Optimization Based Framework. In NeurIPS 2020.
[2] Yang et al. Randomized Smoothing of All Shapes and Sizes. In ICML 2020.



BACKGROUND

= Essential problems in Randomized Smoothing:

= 2. the curse of dimensionality in Randomized Smoothing
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Figure from Hayes (2020)

= Lietal. (2022) first proposed a theoretical solution to the curse of dimensionality in randomized
smoothing by introducing General Gaussian into Double Sampling Randomized Smoothing

(DSRS).
Can Li et al.’s theoretical solution be improved by improving General Gaussian?

Refs: [1] Hayes. Extensions and Limitations of Randomized Smoothing for Robustness Guarantees. In CVPR 2020.
[2] Li et al. Double Sampling Randomized Smoothing. In ICML 2022.
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ESSENTIAL PROBLEM 1

Which is the optimal distribution for providing ¢, certified
robustness in randomized smoothing?

NP certification, ESG, o = 0.50

— n=1.0
—_— n=2.0
— nN=4.0
— nN=28.0

(Gaussian)

B Mainstream view in academia: Gaussian is the best.
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B Ours: Many Exponential Standard Gaussian (ESG) distributions

Certified Accuracy
o
o

perform as well as Gaussian. i.e., many ESG tie the best.
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ESSENTIAL PROBLEM 2

How to solve the curse of dimensionality in randomized
smoothing?

B The SOTA theoretical solution: Introducing
General Gaussian in DSRS can provide an

Q(v/d) lower bound for the certified radius,
which breaks the curse of dimensionality.
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B Ours: Exponential General Gaussian (EGG)
distribution can improve the lower bound of
General Gaussian distribution. i.e., EGG
improves the SOTA theoretical solution.
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| CONTRIBUTION

On ESG:

B We first derive the integral solution to the certified radius of ESG distributions in
randomized smoothing. (Kumar et al. (2020) have noticed the sampling
probability stays almost constant with the exponent of ESG-like distributions, but
no computation of certified radius is derived due to the lack of math tools at that
time.)

B We propose 2 asymptotically mild assumptions and derive a highly approximate
analytic formula for the certified radius-sampling probability relation of ESG.

B We prove the analytic formula derived above converges to Cohen et al. (2019)’s

origin formula for randomized smoothing with an O (%) error bound.

Refs: [1] Kumar et al. Curse of Dimensionality on Randomized Smoothing for Certifiable Robustness. In ICML 2020.
[2] Cohen et al. Certified Adversarial Robustness via Randomized Smoothing. In ICML 2019.



| CONTRIBUTION

On EGG:

B Under appropriate concentration assumptions for the base classifier, we prove
Exponential General Gaussian can provide tighter lower bounds for the certified
radius in DSRS, improving the SOTA theoretical solution to the curse of
dimensionality in randomized smoothing.

B Our experiments demonstrate that EGG can significantly improve the
robustness certification provided by General Gaussian on real-world datasets.
On ImageNet, the increment in certified accuracy reaches up to 6.4%.



EXPERIMENTAL RESULTS

Table 2. Certified radius at r for standardly augmented models, certified by ESG under DSRS

Certified accuracy at r

Sistaset Bethod 025 050 075 100 125 150 175 200 225 250 275 300 325 350
ESG,7 = 1.0 57.6% 426% 313% 215% 158% 128% 86% 68% 43% 23% 13% 08% 03% 0.1%
ClFARlo  ESG 7= 20 (Gaussian) 57.6% 42.6% 31.6% 21.5% 158% 127% 88% 68% 45% 24% 13% 07% 02% 02%
ESG, 7 = 4.0 57.6% 42.6% 313% 215% 159% 129% 86% 69% 43% 24% 13% 08% 02% 0.1%
ESG, 7 = 8.0 578% 42.6% 316% 21.6% 159% 129% 89% 67% 42% 24% 13% 09% 02% 0.1%
ESG,7 = 1.0 59.6% S51.5% 432% 379% 33.0% 268% 23.1% 21.5% 199% 17.4% 13.8% 11.5% 103% 71.1%
ImaseNeg  ESG:7 = 2.0, (Gaussian)  59.6% 51.6% 43.1% 380% 329% 269% 231% 215% 197% 174% 13.6% 114% 101% 83%
mageNet ESG, 7 = 4.0 59.6% S51.5% 432% 38.0% 32.9% 272% 23.1% 21.6% 199% 172% 13.6% 114% 102% 8.0%
ESG, 7 = 8.0 59.6% S51.5% 432% 38.0% 33.0% 268% 23.1% 21.6% 197% 173% 13.6% 11.5% 10.1% 8.4%

Table 3. Certified radius at r for standardly augmented models, certified by EGG under DSRS

Certified accuracy at r

i Mattiod 025 050 075 100 125 150 175 200 225 250 275 300 325 350
EGG, 7 =025 542% 376% 235% 165% 94%  45% 05% 01% 00% 00% 00% 00% 00% 0.0%
EGG, 1 = 0.5 55.5% 404% 252% 19.1% 134% 85% 55% 20% 04% 01% 00% 00% 00% 0.0%
EGG, 1 = 1.0 563% 417% 282% 200% 15.1% 10.5% 7.1%  42% 19% 09% 0.1% 00% 00% 00%
CIFARI0 DSRS (Lietal,2022) (EGG, 5 = 2.0) S56.7% 424% 293% 202% 157% 115% 8.0% S5% 26% 15% 06% 0.1% 00% 00%
EGG, n = 4.0 575% 425%  30.0% 202% 159% 122% 85%  65% 34% 1.8% 09% 04% 00% 0.0%
Ours (EGG, 7 = 8.0) 57.6% 42.5% 309% 20.6% 158% 12.3% 8.6% 66% 37% 21% 11% 05% 02% 00%
EGG, = 0.25 538% 414% 284% 20.1% 7.1% 08% 00% 00% 00% 0.0% 00% 00% 00% 0.0%
EGG, = 0.5 549% 463% 364% 263% 22.1% 152% 87% 31% 08% 00% 00% 00% 00% 0.0%
ImaseNet EGG, 1 = 1.0 57.0% 47.8% 39.9% 328% 249% 220% 185% 13.1% 92%  5.0% 2.1% 05% 00% 0.0%
EENEL DSRS (Lietal, 2022) (EGG, n = 2.0) 584% 48.5% 41.5% 352% 289% 233% 213% 188% 14.1% 11.1% 89% 61% 22% 14%
EGG, n = 4.0 587% 49.9% 426% 364% 31.0% 239% 223% 202% 173% 132% 107% 92% 68% 4.0%
Ours (EGG, 1 = 8.0) 59.1% 50.8% 429% 36.8% 31.8% 24.6% 22.6% 207% 18.9% 145% 11.7% 10.1% 8.6% 52%




