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Abstract
Decentralized stochastic bilevel optimization (DSBO) based machine
learning techniques are achieving remarkable success. However, the
intensive exchange of information (involving nested-loops of consensus
or communication iterations) in existing DSBO algorithms leads to a
great challenge to ensure rigorous differential privacy. By proposing a
new decentralized stochastic bilevel-optimization algorithm which
avoids nested-loops of information-exchange iterations, we achieve, for
the first time, both differential privacy and accurate convergence in
decentralized bilevel optimization. This is significant since even for
single-level decentralized optimization and learning, existing
differential-privacy solutions have to sacrifice convergence accuracy
for privacy. Besides characterizing the convergence speed under
nonconvex/convex/strongly convex conditions, we also rigorously
quantify the price of differential privacy in the convergence rate.
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Results

Experimental results:

Fig. 1. Comparison by using the “CIFAR-10” dataset.

Fig. 2. Comparison by using the synthetic dataset. Fig. 3. Comparison by using the “MNIST” dataset.

• We propose a differentially private DSBO algorithm that can ensure
both accurate convergence and rigorous LDP, with the cumulative
privacy budget bounded even when the number of iterations tends to
infinity. To the best of our knowledge, no such results have been
reported before. Moreover, by employing the LDP framework, our
results can be applied to the fully decentralized setting where no data
aggregator or mediator exists to gather data or assist privacy design.

• Our new algorithm successfully circumvents nested-loops of
consensus, which makes it possible to alleviate the growth of the
cumulative privacy budget as the number of iterations increases. In
fact, given that using intensive (nested-loops of) consensus or
communication rounds is the only approach to ensuring accurate
convergence when the objective functions are heterogeneous across
the agents, our algorithm is of independent interest even if privacy is
not of concern.

• We establish the convergence rate of our algorithm for
nonconvex/convex/strongly convex objective functions.

• Despite retaining accurate convergence, our algorithm does pay a
price for obtained DP in convergence rate.

• We conduct experiment evaluation using several machine learning
problems.

In this paper, we proposed a decentralized stochastic bilevel algorithm
that can simultaneously ensure both accurate convergence and
rigorous differential privacy. This is significant because even for the
simpler problem of single-level decentralized optimization/learning,
existing differential-privacy solutions have to sacrifice convergence
accuracy for privacy. Lying at the core of our approach is a new
algorithm for decentralized stochastic bilevel optimization that avoids
any nested-loops of consensus (communication) iterations. This is
important since all existing decentralized algorithms for bilevel
optimization rely on nested-loops of consensus iterations, which,
unfortunately, constitutes an obstacle for achieving differential
privacy because the intensive consensus operations lead to an
exploding cumulative privacy budget. We systematically characterized
the convergence performance of our algorithm under both nonconvex
and convex objective functions, and quantified the price and tradeoff
in the convergence rate.
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The bilevel optimization problem:

with and .

Existing DSBO algorithms cannot protect the privacy of participating
agents. As differential privacy (DP) is evolving as the de facto standard
for privacy, it is of great interest to achieve differential privacy in DSBO.

Challenges
1) Existing DSBO algorithms involve nested-loops of consensus

iterations, which will result in an exploding cumulative privacy
budget as iteration proceeds, leading to diminishing privacy
protection in the long run.

2) Maintaining the accuracy of DSBO algorithms under the constraint of
DP is challenging. In fact, even for the simpler single-level
decentralized optimization problem, existing DP solutions have to
trade optimization accuracy for privacy.

3）The major challenge in solving DSBO lies in the lack of explicit
knowledge of , which makes it impossible for individual agents
to evaluate the hypergradient :

Hessian-inverse-vector product

We first introduce an approach for individual agents to locally estimate Hessian-inverse-vector product under the constraint of LDP. Using
it as a subroutine, we then propose our differentially private DSBO algorithm.

Methods

Estimate Hessian-inverse-vector product corresponding
to solve the following optimization problem:

(2)

Algorithm 1 enables all agents to collaboratively find the optimal solution to problem (2).

• Strongly convex case:

• Convex case:

• Nonconvex case:

• The cumulative privacy budget is finite even when the
number of iteration tends to infinity.

Theoretical results:
 Decentralized meta learning under LDP constraints.

 Decentralized hypergradient optimization under LDP constraints.


