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RS watermark L S & = Our method is the most effective in removing watermarks.
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kg - Latent Code = Diffusion is better than VAE in retaining image quality.
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Watermark Detector
' DCT-DWT-SVD based watermarking: SSL watermarking:
v ' Brightness 12.07 0.707 21.16  0.443 0.03 Brightness 12.08 0.705 3238  0.999 0.99
Contrast 1834 0.801 16.99 0.443 0.02 Contrast ~ 18.37 0.803 29.80 1.000 1.00
No watermark Detected Undetected JPEG 3193 0906 3500 0.688  0.00 JPEG 3205 0904 43.19 0805 0.0l
V@ V@ X@ BM3D 3337 0896 90.41 0.576 0.00 BM3D 33.67 0.897 93.13 0.671 0.00
DPIR 34.84 0945 1847 0918 0.21 DPIR 35.10 0.945 26.94 0.937 0.26
Bmshj2018 31.02 0.873 77.11 0.526 0.00 Bmshj2018 31.14 0.874 80.63  0.640 0.00
Cheng2020 31.96 0.887 69.03 0.525 0.00 Cheng2020 32.10 0.887 71.08 0.634 0.00
Meth Od Diffusion  24.88 0.712 41.37 0.643 0.00 Diffusion ~ 24.83 0.707 4742 0.719 0.00
RivaGAN watermarking: StegaStamp watermarking:
Encode and decode to remove the watermark. Brightness 12.05 0705 3087 0992  0.87 Brightness 1203 0727 5172 1000  1.00
A Contrast 1834 0.802 2543 0.995 0.89 Contrast  17.97 0.805 5129  1.000 1.00
X = Dec (EnC (Watermark(X)) ~ X IPEG 3205 0906 3592 0.959 0.41 JPEG 26.89 0.840 72.04 1.000 1.00
Wh t k L BM3D 3343 0896 91.59 0.950 0.34 BM3D 28.57 0.874 118.14 1.000 1.00
yl WOFKS : DPIR 3496 0945 18.77 0.996 0.87 DPIR 27.67 0.876 58.17 1.000 1.00
n ' ' Bmshj2018 31.07 0.873 7845 0.648 0.00 Bmshj2018  27.75 0.847 93.36  1.000 1.00
The encc_)dlng compresses the image (VAE) and adds el B e T T
some noise to it (Diffusion) to remove the watermark. Diffusion  24.82 0.706 45.25 0.629 0.00 Diffusion ~ 22.63 0.622 69.65 0.648 0.50

» (Generative autoencoders are trained to sample from a
distribution where most images are watermark-free.

= The decoding process reconstructs the image and
preserves the image quality.

Generative autoencoders are shaded. Top-3 attacks are bolded. Best image among top-3 is underlined.

Takeaway
* Pixel-level post-processing watermarks are not reliable and can be easily
moved. Consider using stronger watermarks for your images.




