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Overview
Generative autoencoders can be used to remove most
existing invisible image watermarks.

Method

Attacked Samples

§ Our method is the most effective in removing watermarks.
§ Diffusion is better than VAE in retaining image quality.

Generative autoencoders are shaded. Top-3 attacks are bolded. Best image among top-3 is underlined.

§ Pixel-level post-processing watermarks are not reliable and can be easily
moved. Consider using stronger watermarks for your images.

Encode and decode to remove the watermark.
!𝑥 = 𝐷𝑒𝑐(𝐸𝑛𝑐(Watermark 𝑥 ) ≈ 𝑥

Why it works?
§ The encoding compresses the image (VAE) and adds

some noise to it (Diffusion) to remove the watermark.
§ Generative autoencoders are trained to sample from a

distribution where most images are watermark-free.
§ The decoding process reconstructs the image and

preserves the image quality.

Experiment Results

Takeaway


