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But: This is not a uniformly good thing




Dark side of generative ML: Deeptakes

W The Kobeissi Letter 2

This morning, an Al generated image of an explosion
at the US Pentagon surfaced.

With multiple news sources reporting it as real, the

S&P 500 fell 30 points in minutes. F,NFOWT,ON — - - i

This resulted in a $500 billion market cap swing on a
fake image.

It then rebounded once the image was confirmed
fake.

Al is becoming dangerous.
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US mother gets call from ‘kidnapped
daughter’ - butit’s really an Al scam

Jennifer DeStefano tells US Senate about dangers of artificial
technology after receiving phone call from scammers sounding
exactly like her daughter

INNOVATIONS

They thought loved ones were calling for
help. It was an Al scam.

Scammers are using artificial intelligence to sound more like family members in distress. People are falling for it and
losing thousands of dollars.
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Our focus: (Latent) diffusion models
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Key tool: Adversarial perturbations
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Still quite realistic...
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s that a complete solution?

No: This is rather a proof-of-concept

A key aspects that needs to be addressed:
Robustness to tampering (and usage of other models)

— There is robust adv. example work to leverage here

— More importantly: We could (?) have all the (legitimate)
model developer be on our side

In the end: You can "simply" photoshop the image,
but it is about "friction”



Takeaways



Takeaways

— Al-based malicious image manipulation is serious threat



Takeaways

— Al-based malicious image manipulation is serious threat

— Our goal: Make it harder to do malicious manipulations
easily and at scale



Takeaways

— Al-based malicious image manipulation is serious threat

— Our goal: Make it harder to do malicious manipulations
easily and at scale

— We utilize adversarial perturbations to do so



Takeaways

— Al-based malicious image manipulation is serious threat

— Our goal: Make it harder to do malicious manipulations
easily and at scale

— We utilize adversarial perturbations to do so

W @hadisalmanX gradientscience.org



