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Diffusion Models for Trustworthy ML

[1] Rebuffi et al. Fixing Data Augmentation to Improve Adversarial Robustness. NeurIPS 2021
[2] Gowal et al. Improving Robustness using Generated Data. NeurIPS 2021

• No external data

Dominate RobustBench
for two years!



Does Lower FID lead to Better Downstream Performance?

[3] Karras et al. Elucidating the Design Space of Diffusion-Based Generative Models. NeurIPS 2022



Yes! Better Diffusion Models are Indeed Better

Wang et al. Better Diffusion Models Further Improve Adversarial Training. ICML 2023

• New state-of-the-art!
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• Even beat previous SOTA that using 
external datasets

• No extra training time
(only extra cost for generating data)



Yes! Better Diffusion Models are Indeed Better
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• Results on SVHN and Tiny-ImageNet



Alleviate Overfitting 
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• The model performs better with a longer training process



Alleviate Overfitting 
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• Alleviate overfitting in adversarial training (Amount of Generated Data >500K)
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