
Disinformation, Fake News and 
Computational Propaganda: 

Challenges and Opportunities for Machine 
Learning Research 

Giovanni Da San Martino
University of Padova, Italy

giovanni.dasanmartino@unipd.it

Preslav Nakov, Mohamed bin Zayed University of 
Artificial Intelligence UAE



• Goal: provide a guide to several tasks around the topic of disinformation:
• Terminology
• Tasks and Data
• Approaches

• Topics
• Definitions and Motivation 
• A Fact-Checking Pipeline
• Fake News Detection 
• Computational Propaganda 
• Conclusions

Goal and Overview
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Definitions and Motivation 
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https://noesis2017.com/2020/06/17/it-is-
coming-the-agenda-behind-covid-19-was-
microchip-or-as-bill-gates-says-digital-
tracking-system-for-virus-ella-cruz/
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https://www.merriam-webster.com/words-at-play/the-real-story-of-fake-news

Merriam-Webster: Self-Explanatory, No Need to Define
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Merriam-Webster: Self-Explanatory, No Need to Define
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https://politics.theonion.com/tru
mp-delays-easter-to-july-15-to-
keep-promise-on-coron-
1842566559
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https://www.republicworld.com/opinions/what-gives/fake-news-is-an-oxymoron 9
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https://dictionary.cambridge.org/dictionary/english/fake-news 10

https://www.collinsdictionary.com/dictionary/english/fake-news
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• Fake news is a neologism often used to refer to fabricated news. This
type of news, found in traditional news, social media or fake news
websites, has no basis in fact, but is presented as being factually
accurate.

• Fake news is a type of yellow journalism or propaganda that consists of
deliberate disinformation or hoaxes spread via traditional news media
(print and broadcast) or online social media

• Fake news is written and published usually with the intent to mislead
in order to damage an agency, entity, or person, and/or gain financially
or politically, often using sensationalist, dishonest, or outright
fabricated headlines to increase readership. Similarly, clickbait stories
and headlines earn advertising revenue from this activity.

https://en.wikipedia.org/wiki/Fake_news 11
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Maybe it Cannot be Formally Defined,
but People Recognize It When They See It

I shall not today attempt further to define the kinds of material I understand to be 
embraced within that shorthand description ["hard-core pornography"], and perhaps I 
could never succeed in intelligibly doing so. But I know it when I see it.

US Supreme Court Justice Potter Stewart in 1964 12



https://www.bnt.bg/en/a/mariya-
gabriel-75-of-young-people-do-not-
recognize-fake-news

Actually, Most People Do Not Recognize the “Fake News”
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Disinformation
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Claire Wardle of First Draft News 15
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Why Should We Fight
the “Fake News”?
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https://www.marketwatch.com/s
tory/webs-creator-blasts-the-
tech-giants-that-make-his-
invention-easy-to-weaponize-
2018-03-12
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turns-deadly-in-india
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facebook-myanmar-rohingya-
violence/
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https://www.washingtonpost.com/news/worldviews/wp/2013/04/23/syrian-
hackers-claim-ap-hack-that-tipped-stock-market-by-136-billion-is-it-terrorism/
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“We’re not just fighting a pandemic;  

we’re fighting an infodemic.”
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https://www.who.int/emergencies/diseases/novel
-coronavirus-2019/events-as-they-happen
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A Fact-Checking Pipeline
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Claire Wardle of First Draft News 28

(Manual) fact-checking 
focuses on factuality,
ignoring harm.



29

The Fact-Checking Landscape
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The Fact-Checking Landscape
https://reporterslab.org/fact-checking/

https://reporterslab.org/fact-checking/
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https://data.gesis.org/claimskg/

How Much Has Been Manually Fact-Checked?

Technology should:
• automate the entire fact-checking process
• make fact-checkers more productive

https://data.gesis.org/claimskg/
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Round Table at the CLEF-2020 CheckThat! Lab on September 22, 2020:
David Corney, Full Fact

IJCAI-2021: Automated Fact-Checking for Assisting Human Fact-Checkers.
Preslav Nakov, David Corney, Maram Hasanain, Firoj Alam, Tamer Elsayed, 
Alberto Barrón-Cedeño, Paolo Papotti, Shaden Shaar, Giovanni Da San Martino



is it check
worthy?

1

relax

retrieve 
evidence

verify 
claim

no yes

noyes

or

already 
verified?

2 3

4
✔ 🗶

The Fact-Checking Flow-Chart
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The CheckThat! Lab at CLEF 2018-2020
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ECIR-2020: CheckThat! at CLEF 2020: Enabling the Automatic Identification and Verification of Claims in Social Media
Alberto Barrón-Cedeño, Tamer Elsayed, Preslav Nakov, Giovanni Da San Martino, Maram Hasanain, Reem Suwaileh, Fatima Haouari



The CheckThat! Lab at CLEF’2021
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ECIR-2021: The CLEF-2021 CheckThat! Lab on Detecting Check-Worthy Claims, Previously Fact-Checked Claims, and Fake News
Preslav Nakov, Giovanni Da San Martino, Tamer Elsayed, Alberto Barrón-Cedeño, Rubén Míguez, Shaden Shaar, Firoj Alam, Fatima 
Haouari, Maram Hasanain, Nikolay Babulkov, Alex Nikolov, Gautam Kishore Shahi, Julia Maria Struß, Thomas Mandl

https://sites.google.com/view/clef2021-checkthat/

https://sites.google.com/view/clef2021-checkthat/


What is Worth 
Fact-Checking?

(In Political Debates and Tweet 
Streams)
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https://www.politifact.com/fact
checks/2020/oct/23/donald-
trump/no-fight-against-
coronavirus-isnt-rounding-
corner-/
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https://www.rev.
com/blog/transc
ripts/donald-
trump-joe-
biden-final-
presidential-
debate-
transcript-2020

The debate has 1000+ sentences!
What is worth fact-checking?
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Pioneering Work: ClaimBuster
https://idir.uta.edu/claimbuster/

Naeemul Hassan, Chengkai Li, Mark Tremayne:
Detecting Check-worthy Factual Claims in Presidential Debates. CIKM 2015: 1835-1838
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ClaimBuster: Sample Output

41Naeemul Hassan, Chengkai Li, Mark Tremayne:
Detecting Check-worthy Factual Claims in Presidential Debates. CIKM 2015: 1835-1838



The ClaimBuster Manual Annotation Schema

Naeemul Hassan, Chengkai Li, Mark Tremayne:
Detecting Check-worthy Factual Claims in Presidential Debates. CIKM 2015: 1835-1838

42



43

https://www.rev.
com/blog/transc
ripts/donald-
trump-joe-
biden-final-
presidential-
debate-
transcript-2020

Alternative Idea (ClaimRank):
Maybe the important claims are 

those that got fact-checked?
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US Presidential Debates 2016: PolitiFact

44
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US Presidential Debates 2016: 
Nine Fact-Checking Sources

Pepa Gencheva, Preslav Nakov, Lluís Màrquez, Alberto Barrón-Cedeño, Ivan Koychev:
A Context-Aware Approach for Detecting Worth-Checking Claims in Political Debates. RANLP 2017: 267-276



Agreement Between the Sources

46Pepa Gencheva, Preslav Nakov, Lluís Màrquez, Alberto Barrón-Cedeño, Ivan Koychev:
A Context-Aware Approach for Detecting Worth-Checking Claims in Political Debates. RANLP 2017: 267-276



Features
1. Sentence-level
2. Context-level

3. Mixed

TF.IDF bag of words

POS-tags

Number of words

Sentiment

Verb tense

Linguistic features

Named Entities

Number of symbols

47



Named Entities
You even at one time suggested that you would try to negotiate down the 

national debt of the United States.

Thousands of jobs leaving Michigan, leaving Ohio.

Sidney Blumenthal works for the campaign and close -- very close 

friend of Secretary Clinton.
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Linguistic Features

49Pepa Gencheva, Preslav Nakov, Lluís Màrquez, Alberto Barrón-Cedeño, Ivan Koychev:
A Context-Aware Approach for Detecting Worth-Checking Claims in Political Debates. RANLP 2017: 267-276



Features
1. Sentence-level

2. Context-level
3. Mixed

Position

Size of the segment

Metadata: reaction of the public

Metadata: mention of the opponent

50Pepa Gencheva, Preslav Nakov, Lluís Màrquez, Alberto Barrón-Cedeño, Ivan Koychev:
A Context-Aware Approach for Detecting Worth-Checking Claims in Political Debates. RANLP 2017: 267-276



Metadata
Trump:   Hillary Clinton attacked those same women and attacked 
them viciously.    

Clinton:  They're doing it to try to influence the election for Donald 
Trump.

51Pepa Gencheva, Preslav Nakov, Lluís Màrquez, Alberto Barrón-Cedeño, Ivan Koychev:
A Context-Aware Approach for Detecting Worth-Checking Claims in Political Debates. RANLP 2017: 267-276



Features
1. Sentence-level

2. Context-level

3. Mixed

LDA

Word2Vec

Discourse

Contradiction

Similarity to previously fact-checked claims

52Pepa Gencheva, Preslav Nakov, Lluís Màrquez, Alberto Barrón-Cedeño, Ivan Koychev:
A Context-Aware Approach for Detecting Worth-Checking Claims in Political Debates. RANLP 2017: 267-276



Contradiction
Clinton:    … about a potential nuclear competition in Asia, you said, you 
know, go ahead, enjoy yourselves, folks. 

Trump:   I didn't say nuclear. 

53Pepa Gencheva, Preslav Nakov, Lluís Màrquez, Alberto Barrón-Cedeño, Ivan Koychev:
A Context-Aware Approach for Detecting Worth-Checking Claims in Political Debates. RANLP 2017: 267-276



Similarity to Fact-Checked Claims
Fact-checked sentence:

"For the last seven-and-a-half years, we’ve seen 
America’s place in the world weakened."
New sentence: 

"We’ve weakened America’s place in the 
world."

54Pepa Gencheva, Preslav Nakov, Lluís Màrquez, Alberto Barrón-Cedeño, Ivan Koychev:
A Context-Aware Approach for Detecting Worth-Checking Claims in Political Debates. RANLP 2017: 267-276
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The Role of Context

Pepa Atanasova, Preslav Nakov, Lluís Màrquez, Alberto Barrón-Cedeño, Georgi Karadzhov, Tsvetomila Mihaylova, Mitra Mohtarami, James Glass:
Automatic Fact-Checking Using Context and Discourse Information. ACM J. Data Inf. Qual. 11(3): 12:1-12:27 (2019)
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Multi-Task Learning

Slavena Vasileva, Pepa Gencheva, Lluís Màrquez, Alberto Barrón-Cedeño, Preslav Nakov:
It Takes Nine to Smell a Rat: Neural Multi-Task Learning for Check-Worthiness Prediction. RANLP 2019
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The FullFact Manual Annotation Schema

58Lev Konstantinovskiy, Oliver Price, Mevan Babakar, Arkaitz Zubiaga:
Towards Automated Factchecking: Developing an Annotation Schema and Benchmark for Consistent Automated Claim Detection. 
Digital Threats: Research and Practice 2(2):1-16.
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D. Trump is donating his 
salary to combat COVID19? 

This is 
check-worthy!



What Makes a Tweet Check-Worthy?

• Q0: viral?

• Q1. contains verifiable factual claim?

• Q2. likely to be false?

• Q3. of interest to the general public?

• Q4: harmful to society, person, company, or product(s)?

• Q5. worth fact-checking?

61Shaden Shaar, Alex Nikolov, Nikolay Babulkov, Firoj Alam, Alberto Barrón-Cedeño, Tamer Elsayed, Maram Hasanain, Reem Suwaileh, Fatima Haouari, Giovanni Da San Martino, Preslav Nakov:
Overview of CheckThat! 2020 English: Automatic Identification and Verification of Claims in Social Media. CLEF (Working Notes) 2020
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Multi-task Learning for Q5

Firoj Alam, Shaden Shaar, Alex Nikolov, Hamdy Mubarak, Giovanni Da San Martino, Ahmed Abdelali, Fahim Dalvi, Nadir Durrani, Hassan Sajjad, Kareem Darwish, Preslav Nakov:
Fighting the COVID-19 Infodemic: Modeling the Perspective of Journalists, Fact-Checkers, Social Media Platforms, Policy Makers, and the Society. Findings of the Association for 
Computational Linguistics: EMNLP 2021, 611-649.



Detecting Previously
Fact-Checked Claims



Real-time automatic fact-checking of a debate: 
can assist the person asking the questions.

Detecting Previously Fact-Checked Claims

ACL-2020: That is a Known Lie: Detecting Previously Fact-Checked Claims.
Shaden Shaar, Nikolay Babulkov, Giovanni Da San Martino, Preslav Nakov



Real-time automatic fact-checking during an interview:
can revolutionize journalism!

ACL-2020: That is a Known Lie: Detecting Previously Fact-Checked Claims.
Shaden Shaar, Nikolay Babulkov, Giovanni Da San Martino, Preslav Nakov

Detecting Previously Fact-Checked Claims



● Problem: people do not trust automatic methods

○ Yet, they trust human fact-checkers

● Proposal: Look for previously fact-checked claims

○ politicians tend to repeat the same claims!

Automatic Fact-Checking
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Given a check-worthy input claim and 
a set of verified-claims, rank those 
verified-claims, so that the claims that 
can help verify the input claim, or a 
sub-claim in it, are ranked above any 
claim that is not helpful to verify the 
input claim.

Task Definition
Input Claim

Verified 
Claim 

Retrieval

Ranked 
verified-claim 

list

Fact-checking 
source

Verified-
Claims

ACL-2020: That is a Known Lie: Detecting Previously Fact-Checked Claims.
Shaden Shaar, Nikolay Babulkov, Giovanni Da San Martino, Preslav Nakov



Examples
No Input claim Manually Annotated Claim in Politifact

1 Richard Nixon released tax returns when he was under 
audit

Richard Nixon released tax returns when he was under audit

2 Hillary wants to give amnesty. Says Hillary Clinton “wants to have open borders.”

3 People with tremendous medical difficulty and medical 
problems are pouring in, and in many, in many cases, 
it's contagious.

Says “2,267 caravan invaders have tuberculosis, HIV, chickenpox 
and other health issues”

4 He actually advocated for the actions we took in Libya 
and urged that Gadhafi be taken out, after actually doing 
some business with him one time.

Says Donald Trump is “on record extensively supporting the 
intervention in Libya.'”

5 He actually advocated for the actions we took in Libya 
and urged that Gadhafi be taken out, after actually doing 
some business with him one time.

When Moammar Gadhafi was set to visit the United Nations, and 
no one would let him stay in New York, Trump allowed Gadhafi to 
set up an elaborate tent at his Westchester County (New York) 
estate.

ACL-2020: That is a Known Lie: Detecting Previously Fact-Checked Claims.
Shaden Shaar, Nikolay Babulkov, Giovanni Da San Martino, Preslav Nakov



Datasets: Statistics

Politifact Snopes

Input–VerClaim pairs 768 1,000

⎼ training 614 800

⎼ testing 154 200

Total # of verified claims 16,636 10,396

ACL-2020: That is a Known Lie: Detecting Previously Fact-Checked Claims.
Shaden Shaar, Nikolay Babulkov, Giovanni Da San Martino, Preslav Nakov



● IR baseline: use bm25 to match the Input claim against the fact-
checking article of the verified claim

● Extract  scores
○ BM25: Input → VerClaim
○ BM25: Input → Title of the verified claim fact-checking article
○ SBERT: cos(Input,VerClaim)
○ SBERT: cos(Input,Title)
○ (Politifact only)

■ BM25: Input → Body of the verified claim fact-checking article

■ SBERT: cos(Input,Body) for the n-best matching sentences from Body

● Re-rank the top-N list using rankSVM with RBF kernel

Experiments:

ACL-2020: That is a Known Lie: Detecting Previously Fact-Checked Claims.
Shaden Shaar, Nikolay Babulkov, Giovanni Da San Martino, Preslav Nakov



Experiments (Overall): Politifact

ACL-2020: That is a Known Lie: Detecting Previously Fact-Checked Claims.
Shaden Shaar, Nikolay Babulkov, Giovanni Da San Martino, Preslav Nakov



Experiments (Overall): Snopes

ACL-2020: That is a Known Lie: Detecting Previously Fact-Checked Claims.
Shaden Shaar, Nikolay Babulkov, Giovanni Da San Martino, Preslav Nakov



Extension: Using Visual Information

● Important information might not
be in the text 

● OCR is used to extract text from 
the images (76%-86% cases)

● The image itself is used to 
match claims and articles

EMNLP-2020: Where Are the Facts? Searching for Fact-checked Information to Alleviate the Spread of Fake News
Nguyen Vo and Kyumin Lee



Extension: Using Visual Information

Text - S: word overlap (Glove); G: resolve polysemy; C matches typos (Elmo)
Video - max between 
all pairwise image 
similarities 

Performance of text+images
increases of 4.8% 
(normalized discounted 
cumulative gain) over
baselines

EMNLP-2020: Where Are the Facts? Searching for Fact-checked Information to Alleviate the Spread of Fake News
Nguyen Vo and Kyumin Lee



Claim Matching Beyond English to Scale Global Fact-
Checking

ACL-2021: Kazemi, Ashkan, Kiran Garimella, Devin Gaffney, and Scott Hale. 
"Claim Matching Beyond English to Scale Global Fact-Checking.” ACL, pp. 4504-4517. 2021.



Claim Matching Beyond English to Scale Global Fact-Checking

ACL-2021: Kazemi, Ashkan, Kiran Garimella, Devin Gaffney, and Scott Hale. 
"Claim Matching Beyond English to Scale Global Fact-Checking.” ACL, pp. 4504-4517. 2021.



Fact-Checking
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Evidence DB

look up analyse

+ Accurate

+ Highly explainable

- Assumes fact-checkable information

- Requires sufficient evidence

Evidence-Based Fact-Checking



Contextual Fake News Detection

81

+ Requires no explicit evidence

Stance detection

Denied by reputable 
medium (user modeling)

- Less explainable

“Coronavirus Hoax: 
Fake Virus Pandemic 
Fabricated to Cover-up 
Global Outbreak of 5G 
Syndrome!”

Source reliability 
classification Troll/bot detection

Fake news detection

ACL 2021: Si, Jiasheng, Deyu Zhou, Tongzhe Li, Xingyu Shi, and Yulan He. "Topic-Aware Evidence Reasoning and Stance-
Aware Aggregation for Fact Verification." ACL, pp. 1612-1622. 2021.



Topic-Aware Evidence Reasoning and Stance-
Aware Aggregation

ACL 2021: Si, Jiasheng, Deyu Zhou, Tongzhe Li, Xingyu Shi, and Yulan He. "Topic-Aware Evidence Reasoning and Stance-Aware 
Aggregation for Fact Verification." ACL, pp. 1612-1622. 2021. 8
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Topic-Aware Evidence Reasoning and Stance-
Aware Aggregation

ACL 2021: Si, Jiasheng, Deyu Zhou, Tongzhe Li, Xingyu Shi, and Yulan He. "Topic-Aware Evidence Reasoning and Stance-Aware 
Aggregation for Fact Verification." ACL, pp. 1612-1622. 2021. 8
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Topic-Aware Evidence Reasoning and Stance-
Aware Aggregation

ACL 2021: Si, Jiasheng, Deyu Zhou, Tongzhe Li, Xingyu Shi, and Yulan He. "Topic-Aware Evidence Reasoning and Stance-Aware 
Aggregation for Fact Verification." ACL, pp. 1612-1622. 2021.

1) checking topical consistency between the 
claim and evidence; 

2) maintaining topical coherence among 
multiple pieces of evidence;

3) ensuring semantic similarity between the 
global topic information and the semantic 
representation of evidence; 

4) aggregating evidence based on their 
implicit stances to the claim

8
4



Fact-Checking a Claim 
Using Wikipedia



Fact-Checking
Explainable

• Fact-checked claims

• Wikipedia pages

• Tables

• Knowledge graphs

86

Non-explainable
• Claim text

• Perplexity
• Language models

• Web
• Social media

8
6
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FEVER 1.0 Dataset

James Thorne, Andreas Vlachos, Christos Christodoulopoulos, Arpit Mittal:
FEVER: a Large-scale Dataset for Fact Extraction and VERification. NAACL-HLT 2018: 809-819
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FEVER: Multi-Hop Fact-Checking in Wikipedia

James Thorne, Andreas Vlachos, Christos Christodoulopoulos, Arpit Mittal:
FEVER: a Large-scale Dataset for Fact Extraction and VERification. NAACL-HLT 2018: 809-819
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FEVER: Multi-Hop Fact-Checking in Wikipedia

James Thorne, Andreas Vlachos, Christos Christodoulopoulos, Arpit Mittal:
FEVER: a Large-scale Dataset for Fact Extraction and VERification. NAACL-HLT 2018: 809-819
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Solving FEVER Using Semantic-Level Graphs

Wanjun Zhong, Jingjing Xu, Duyu Tang, Zenan Xu, Nan Duan, Ming Zhou, Jiahai Wang, Jian Yin:
Reasoning Over Semantic-Level Graph for Fact Checking. ACL 2020: 6170-61809

1
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Solving FEVER Using Semantic-Level Graphs

Wanjun Zhong, Jingjing Xu, Duyu Tang, Zenan Xu, Nan Duan, Ming Zhou, Jiahai Wang, Jian Yin:
Reasoning Over Semantic-Level Graph for Fact Checking. ACL 2020: 6170-61809

2
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Solving FEVER Using Semantic-Level Graphs

Wanjun Zhong, Jingjing Xu, Duyu Tang, Zenan Xu, Nan Duan, Ming Zhou, Jiahai Wang, Jian Yin:
Reasoning Over Semantic-Level Graph for Fact Checking. ACL 2020: 6170-61809

3



Fact-Checking a Claim 
Using Knowledge Graphs



95Mohamed H. Gad-Elrab, Daria Stepanova, Jacopo Urbani, Gerhard Weikum:
Tracy: Tracing Facts over Knowledge Graphs and Text. WWW 2019: 3516-3520

<Sadiq_Khan MayorOf London> ?



96Mohamed H. Gad-Elrab, Daria Stepanova, Jacopo Urbani, Gerhard Weikum:
Tracy: Tracing Facts over Knowledge Graphs and Text. WWW 2019: 3516-3520



97Mohamed H. Gad-Elrab, Daria Stepanova, Jacopo Urbani, Gerhard Weikum:
Tracy: Tracing Facts over Knowledge Graphs and Text. WWW 2019: 3516-35209

7



Fact-Checking a Claim 
Using Its Text Only



Fact-Checking
Explainable

• Fact-checked claims

• Wikipedia pages

• Tables

• Knowledge graphs

99

Non-explainable
• Claim text

• Perplexity
• Language models

• Web
• Social media

9
9



“Liar, Liar Pants on Fire” Dataset
• 12,836 claims from PolitiFact

100William Yang Wang:
"Liar, Liar Pants on Fire": A New Benchmark Dataset for Fake News Detection. ACL (2) 2017: 422-426



“Liar, Liar Pants on Fire” Dataset Example

101William Yang Wang:
"Liar, Liar Pants on Fire": A New Benchmark Dataset for Fake News Detection. ACL (2) 2017: 422-426



“Liar, Liar Pants on Fire”: CNN-LSTM Model

102William Yang Wang:
"Liar, Liar Pants on Fire": A New Benchmark Dataset for Fake News Detection. ACL (2) 2017: 422-426



Fact-Checking a Claim 
Using Language Models



Fact-Checking
Explainable

• Fact-checked claims

• Wikipedia pages

• Tables

• Knowledge graphs

104

Non-explainable
• Claim text

• Perplexity
• Language models

• Web
• Social media

1
0



105Fabio Petroni, Tim Rocktäschel, Sebastian Riedel, Patrick S. H. Lewis, Anton Bakhtin, Yuxiang Wu, Alexander H. Miller:
Language Models as Knowledge Bases? EMNLP/IJCNLP (1) 2019: 2463-2473

LMs as Knowledge Bases

1
0



106FEVER@ACL-2020: Language Models as Fact Checkers?
Nayeon Lee, Belinda Z. Li, Sinong Wang, Wen-tau Yih, Hao Ma, Madian Khabsa

LMs as Fact-Checkers

1
0



Fact-Checking Claims 
About Images



Fact-Checking Claims About Images: Example

108



Fact-Checking Claims About Images: Example

109



Fact-Checking Claims About Images: Example

110



Fact-Checking Claims About Images: Dataset

111
Dimitrina Zlatkova, Preslav Nakov, Ivan Koychev:
Fact-Checking Meets Fauxtography: Verifying Claims About Images. EMNLP 2019



Fact-Checking Claims About Images

• image: 
– was it manipulated?

• reverse image search
– does the image appear on good/bad websites?
– do the pages support the claim?

112Dimitrina Zlatkova, Preslav Nakov, Ivan Koychev:
Fact-Checking Meets Fauxtography: Verifying Claims About Images. EMNLP 2019



Fact-Checking: 
Using Multi-Source Data

113
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https://www.claimreviewproject.com/

https://www.claimreviewproject.com/
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https://schema.org/ClaimReview

https://schema.org/ClaimReview
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https://data.gesis.org/claimskg/site/ClaimsKG

Andon Tchechmedjiev, Pavlos Fafalios, Katarina Boland, Malo Gasquet, Matthäus Zloch, Benjamin Zapilko, Stefan Dietze, Konstantin Todorov:
ClaimsKG: A Knowledge Graph of Fact-Checked Claims. ISWC (2) 2019: 309-324

https://data.gesis.org/claimskg/site/
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Isabelle Augenstein, Christina Lioma, Dongsheng Wang, Lucas Chaves Lima, Casper Hansen, Christian Hansen, Jakob Grue Simonsen:
MultiFC: A Real-World Multi-Domain Dataset for Evidence-Based Fact Checking of Claims. EMNLP/IJCNLP (1) 2019: 4684-4696

MultiMC



MultiMC

118

Isabelle Augenstein, Christina Lioma, Dongsheng Wang, Lucas Chaves Lima, Casper Hansen, Christian Hansen, Jakob Grue Simonsen:
MultiFC: A Real-World Multi-Domain Dataset for Evidence-Based Fact Checking of Claims. EMNLP/IJCNLP (1) 2019: 4684-4696
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Isabelle Augenstein, Christina Lioma, Dongsheng Wang, Lucas Chaves Lima, Casper Hansen, Christian Hansen, Jakob Grue Simonsen:
MultiFC: A Real-World Multi-Domain Dataset for Evidence-Based Fact Checking of Claims. EMNLP/IJCNLP (1) 2019: 4684-4696



Fake News Detection

120



Fake News Detection: 
Datasets



NELA-GT-2018 Fake News Dataset
• 713k articles; 194 news and media outlets
• distant supervision for annotations

122Jeppe Nørregaard, Benjamin D. Horne, Sibel Adali:
NELA-GT-2018: A Large Multi-Labelled News Dataset for the Study of Misinformation in News Articles. ICWSM 2019: 630-638



FakeNewsNet

123

Kai Shu, Deepak Mahudeswaran, Suhang Wang, Dongwon Lee, Huan Liu:
FakeNewsNet: A Data Repository with News Content, Social Context and Dynamic Information for Studying Fake News on Social Media. 
Big data, 8(3), 171-188, 2020.



FakeNewsNet

124

Kai Shu, Deepak Mahudeswaran, Suhang Wang, Dongwon Lee, Huan Liu:
FakeNewsNet: A Data Repository with News Content, Social Context and Dynamic Information for Studying Fake News on Social Media. 
Big data, 8(3), 171-188, 2020.



FakeNewsNet

125

Kai Shu, Deepak Mahudeswaran, Suhang Wang, Dongwon Lee, Huan Liu:
FakeNewsNet: A Data Repository with News Content, Social Context and Dynamic Information for Studying Fake News on Social Media. 
Big data, 8(3), 171-188, 2020.



Fake News Detection: 
Some Approaches



The Language of Fake News

127Hannah Rashkin, Eunsol Choi, Jin Yea Jang, Svitlana Volkova, Yejin Choi:
Truth of Varying Shades: Analyzing Language in Fake News and Political Fact-Checking. EMNLP 2017: 2931-2937



The Language of Fake News

128Hannah Rashkin, Eunsol Choi, Jin Yea Jang, Svitlana Volkova, Yejin Choi:
Truth of Varying Shades: Analyzing Language in Fake News and Political Fact-Checking. EMNLP 2017: 2931-2937



Fake vs. Real News vs. Satire

129Benjamin D. Horne, Sibel Adali:
This Just In: Fake News Packs a Lot in Title, Uses Simpler, Repetitive Content in Text Body, More Similar to Satire than Real News.
CoRR abs/1703.09398 (2017)



130
Limeng Cui, Kai Shu, Suhang Wang, Dongwon Lee, Huan Liu:
dEFEND: A System for Explainable Fake News Detection. CIKM 2019: 2961-2964

dEFEND: Explainable Fake News Detection
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dEFEND: Explainable Fake News Detection

Limeng Cui, Kai Shu, Suhang Wang, Dongwon Lee, Huan Liu:
dEFEND: A System for Explainable Fake News Detection. CIKM 2019: 2961-2964



132
Xinyi Zhou, Jindi Wu, Reza Zafarani:
SAFE: Similarity-Aware Multi-modal Fake News Detection. PAKDD (2) 2020: 354-367

SAFE: Similarity-Aware Multi-modal Fake News Detection



133
Xinyi Zhou, Jindi Wu, Reza Zafarani:
SAFE: Similarity-Aware Multi-modal Fake News Detection. PAKDD (2) 2020: 354-367

SAFE: Similarity-Aware Multi-modal Fake News Detection
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User News Source

User Friendship Stance

News Stance Publication

Source Publication Citation

Social entities: users, news, sources

Social interactions: stance, publication, friendship, citation

CIKM-2020: Van-Hoang Nguyen, Kazunari Sugiyama, Preslav Nakov, Min-Yen Kan:
FANG: Leveraging Social Context for Fake News Detection Using Graph Representation. CIKM 2020: 1165-1174

FANG: Factual News Graph



Representations are jointly optimized on 

- Proximity loss (unsupervised)

- Stance loss (self-supervised)

- Fake news detection loss (supervised)

Linear combination of the 3 losses

135

CIKM 2020: Van-Hoang Nguyen, Kazunari Sugiyama, Preslav Nakov, Min-Yen Kan:
FANG: Leveraging Social Context for Fake News Detection Using Graph Representation. CIKM 2020: 1165-1174

FANG: Factual News Graph

A Survey on Multimodal Disinformation Detection, Firoj Alam, Stefano Cresci, Tanmoy Chakraborty, Fabrizio Silvestri, Dimiter
Dimitrov, Giovanni Da San Martino, Shaden Shaar, Hamed Firooz, Preslav Nakov (ArXiv 2021)



Online Propaganda Detection

136
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Propaganda: A Definition
● “Communications that deliberately misrepresent symbols,

appealing to emotions and prejudices and bypassing
rational thought, to influence its audience towards a
specific goal”*

• Not all influence has ill intent
• Avoid detection
• Pursue an agenda

*definition re-elaborated from Institute for Propaganda Analysis (Ed.). (1938). How to Detect Propaganda. 
In Propaganda Analysis. Volume I of the Publications of the Institute for Propaganda Analysis (pp. 210–218). 



138

Propaganda: A Historical Perspective

Propaganda campaigns in the pre-Internet era: 

• Control of mass media

• Closed Borders (non-anonymous campaigns)

• Require massive resources

Bolsover, G., & Howard, P. (2017). Computational Propaganda and Political Big Data: Moving Toward a More Critical Research Agenda. Big Data, 5(4), 273–276. 
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Computational Propaganda
• “The rise of the Internet […] has opened the creation and dissemination of

propaganda messages, which were once the province of states and large
institutions, to a wide variety of individuals and groups.”

Bolsover, G., & Howard, P. (2017). Computational Propaganda and Political Big Data: Moving Toward a More Critical Research Agenda. Big Data, 
5(4), 273–276. 
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Computational Propaganda: Technical 
Considerations

● Different skills needed
○ Create persuasive messages that go undetected (Relatively novel

research topic, limited number of research papers available)
○ Create bots to disseminate the messages
○ Maximise audience reach
○ microprofiling
○ Monitor the results of the campaigns



141

Detection of Persuasion Techniques

• Novel research direction: detection of 
persuasion techniques

• Broader effects? 

• Telling people what to think does not usually 
change their mind, warning them they might 
be manipulated might

• Disinformation is due to lack of analytical 
thinking: “Lazy, not biased…”



Fine-Grained Propaganda Analysis
• Propaganda is conveyed through a series

of rhetorical and psychological techniques

• The set of propaganda techniques differs 
between scholars1, from 

○ 7 of Miller2 to 
○ ~70 in Wikipedia3

● Different skills needed
○ Create persuasive messages

○ ...

142

1 Robyn Torok. 2015. Symbiotic radicalisation strategies: Propaganda tools and neuro linguistic programming. In Proceedings of the Australian 
Security and Intelligence Conference, pages 58–65, Perth, Australia.

2 Clyde R. Miller. 1939. The Techniques of Propaganda. From “How to Detect and Analyze Propaganda,” an address given at Town Hall. The 
Center for learning.

3 http://en.wikipedia.org/wiki/Propaganda_techniques



Fine-Grained Propaganda Analysis
• Propaganda is conveyed through a series of rhetorical and psychological techniques

143



Persuasion Techniques

144

repetition
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Name Calling
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?
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Bandwagon



Propaganda Techniques Corpora

Ivan Habernal, Raffael Hannemann, Christian Pollak, Christopher Klamm, Patrick Pauli, and Iryna Gurevych. 2017. Argotario: Computational 
argumentation meets serious games. In Proceedings of EMNLP ’17, pages 7–12, Copenhagen, Denmark. 149

Argotario

● A game to educate people to recognize 
and create fallacies. Users learn

○ to recognize fallacies in others’ 
arguments

○ to write fallacious arguments

● A byproduct of Argotario is a corpus 
with 1.3k arguments annotated with 
five fallacies, including ad hominem, 
red herring and irrelevant authority

○ in English and German



Change My View Corpus

Ivan Habernal, Henning Wachsmuth, Iryna Gurevych, and Benno Stein. 2018. Before name-calling: Dynamics and triggers of ad hominem fallacies in 
web argumentation. In Proceedings of NAACL-HLT ’18, pages 386–396, New Orleans, LA, USA. 150

● Change My View (CMV) is an online 
moderated platform for argumentation 
posted on reddit

● A user posts an opinion
○ other users provide their arguments to 

change his/her point of view
○ the original poster award points to the 

convincing arguments

● Moderators remove all ad hominem (attack 
to the person) arguments

○ authors collected 3,396 threads with 
3,866 ad hominem in total



Change My View Corpus

Ivan Habernal, Henning Wachsmuth, Iryna Gurevych, and Benno Stein. 2018. Before name-calling: Dynamics and triggers of ad hominem fallacies in 
web argumentation. In Proceedings of NAACL-HLT ’18, pages 386–396, New Orleans, LA, USA. 151

● Ad hominem argument classification

● human upper bound estimated by 
re-annotating the data via 
crowdsourcing 

● 10-fold cross validation, words are 
encoded with word2vec pre-trained 
embeddings 



536 news articles from 48 sources (450k words, 400 man hours 
to annotate it) annotated at fragment level with 18 techniques 

Propaganda Techniques Corpus

152G. Da San Martino, S. Yu, A. Barrón-Cedeño, R. Petrov, P. Nakov, "Fine-Grained Analysis of Propaganda in News Articles", in EMNLP-IJCNLP 
2019, Hong Kong, China, November 3-7, 2019. 



PTC Corpus
• 536 news articles in English 

from 48 sources (450k 
words) annotated at fragment 
level with 18 techniques (400 
man hours of work)

• Later extended to 2049 
articles in 9 languages1 

(French, German, Italian, 
Polish, Russian, Greek, 
Spanish, Georgian) 

1531 Jakub Piskorski, Nicolas Stefanovitch, Nikolaos Nikolaidis, Giovanni Da San Martino and Preslav Nakov Multilingual Multifaceted Understanding of Online News 
in Terms of Genre, Framing, and Persuasion Techniques 
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Tasks
• FLC - detect the text fragments in which a propaganda technique is used and identify the technique.
• SI is a lighter version of the task in which only the span has to be identified.
• TC - given a propagandistic span of text, identify the technique(s) in it  - SI + TC = FLC
• SLC a binary task at sentence-

level: a sentence is considered as propagandistic if it contains one or more propagandistic fragments.
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Evaluation Measures
• SLC, TC: standard F1 measure
• SI, FLC - adapted a measure for NER to account for overlapping gold spans
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Baseline Models
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Results: Fragment-Level
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Results: Sentence-Level

A Demo of the system is available at https://www.tanbih.org/prta

https://www.tanbih.org/prta


Task FLC - NLP4IF’19 Shared Task
● Yoosuf and Yang, 2019 used a 20-way word-level classification based 

on an uncased base model of BERT with 12 Transformer layers
● oversampling of the least represented classes proved to be crucial for 

the final performance. 
● Overall F1 performance is 24.88
● Analysis of the model shows that it pays special attention to adjectives 

and adverbs.

More approaches for the tasks SLC and FLC are described here:
https://www.aclweb.org/anthology/events/nlp4if-2019/

Shehel Yoosuf and Yin Yang. 2019. Fine-grained propaganda detection with fine-tuned BERT. In Proceedings of the
2019 Workshop on Natural Language Processing for Internet Freedom (NLP4IF): censorship, disinformation, and propaganda. Hong Kong, China. 159



Task SI - SemEval2020 Shared Task

● Each token is represented by 
○ the encoding of a feedforward neural network (either BERT, 

GPT-2, XLNet, XLM, RoBERTa, or XLM-RoBERTa)
○ part of speech and named entity embeddings

● and fed to two bi-LSTM network predicting
○ the BIO tag and classification of each token (using task FLC 

annotations) 
○ the sentence level classification (using task SLC 

annotations)
● Experimental result on test: F1 = 51.74

Gaku Morio, Terufumi Morishita, Hiroaki Ozaki, and Toshinori Miyoshi. 2020. Hitachi at SemEval-2020 Task 11: An empirical study of pre-trained 
transformer family for propaganda detection. In SemEval ’20, Barcelona, Spain. 160



Task TC - SemEval2020 Shared Task

● Jurkiewicz et al., 2020 applied self-supervision 
using RoBERTa: they generated 500k annotated 
sentences and then used them for training

● The final classifier is an ensemble of models 
trained on the original corpus and a model 
trained also on silver data.

● They win the task with a score of F1= 63.74

Dawid Jurkiewicz, Łukasz Borchmann, Izabela Kosmala, and Filip Gralinski. 2020. ApplicaAI at SemEval-2020 Task 11: On RoBERTa-CRF, Span 
CLS and whether self-training helps them. In SemEval ’20, Barcelona, Spain. 161

Further approaches for tasks SI and TC are described here:
https://propaganda.qcri.org/semeval2020-task11/workshop.html



Persuasion Techniques in Memes

• Most communication in social media is 
multimodal, mixing textual with visual content

• SemEval 2021 task 6: 950 memes annotated 
with 22 techniques1

• New Data (10K memes!) and a new shared task 
are coming soon!2

162

1 Dimitar Dimitrov, Bishr Bin Ali, Shaden Shaar, Firoj Alam, Fabrizio Silvestri,   
Hamed Firooz, Preslav Nakov, Giovanni Da San Martino:
Detecting Propaganda Techniques in Memes. ACL/IJCNLP (1) 2021: 6603-6617

2 SemEval 2024 Task 4: https://semeval.github.io



Conclusions and Future Work

● Propaganda detection, especially the detection of propaganda 
techniques is a novel task.

● Although results are encouraging, there a significant margin for 
improvement

● More annotated data is needed (but annotations are costly!)
● Tackling each technique in isolation could be an effective way to 

advance the state of the art
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Malicious Users



Detecting Fake Accounts: Botometer

● Given a Twitter account, Botometer extracts 
over 1,000 features relative to the account 

● Produces a classification score called bot score: 
the higher the score, the greater the likelihood that the account is 
controlled by software, 

● Botometer additionally reports six sub-scores, each produced by a 
model based on a distinct subset of features: user meta-data, friends, 
content, sentiment, network, and timing

● Drawbacks:
○ lack of reliable ground truth
○ malicious actors evolve to avoid detection

165Yang et al. Arming the public with artificial intelligence to counter social bots. Human Behavior and Emerging Technologies, 1(1):48–61, 2019



Deep Bot Detection

Devise a user representation based on behaviour (posting, retweeting) and 
sequence of tweets’ content

166Cai et al. Detecting social bots by jointly modeling deep behavior and content information. In CIKM, pages 1995–1998, 2017



Detecting Coordinated Behaviour: RTBust

● Detecting coordinated behaviour
instead of fake accounts
○ Encode and cluster retweet 

patterns 
○ Discriminate between 

normal vs. inauthentic 
behavior

○ Rationale: humans exhibit 
more behavioral 
heterogeneity than bots

167Mazza et al. RTbust: Exploiting temporal patterns for botnet detection on Twitter. In WebSci, pages 183–192, 2019



Discussion

● Malicious users find new approach to tamper the online environment -----
such approach is identified ------ a countermeasure is devised

● Challenging problem: most machine learning techniques are designed for 
stationary and neutral environments

● Coordinated behavior is not necessarily harmful
○ An analysis of the content of the messages may show that (for example 

that it is a propaganda campaign) 
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Neural Fake News
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https://www.albawaba.com/news
/military-coup-gabon-inspired-
potential-deepfake-video-our-
political-future-1284760

https://www.albawaba.com/news/military-coup-gabon-inspired-potential-deepfake-video-our-political-future-1284760
https://www.albawaba.com/news/military-coup-gabon-inspired-potential-deepfake-video-our-political-future-1284760
https://www.albawaba.com/news/military-coup-gabon-inspired-potential-deepfake-video-our-political-future-1284760
https://www.albawaba.com/news/military-coup-gabon-inspired-potential-deepfake-video-our-political-future-1284760
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https://thispersondoesnotexist.com/

GANs for Fake Person Generation

Tero Karras, Samuli Laine, Miika Aittala, Janne Hellsten, Jaakko Lehtinen, Timo Aila:
Analyzing and Improving the Image Quality of StyleGAN. CVPR 2020: 8107-8116

https://thispersondoesnotexist.com/
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Fake News Generation Can Now Be Automated
GPT-2: https://talktotransformer.com Grover: https://grover.allenai.org

Take a quiz: https://quiz.newsyoucantuse.com/

https://talktotransformer.com/
https://grover.allenai.org/
https://quiz.newsyoucantuse.com/


Grover: Defending Against Neural Fake News
…Using Fake News Generators…

Rowan Zellers, Ari Holtzman, Hannah Rashkin, Yonatan Bisk, Ali Farhadi, Franziska Roesner, Yejin Choi:
"Defending against neural fake news." NeuroIPS, 32 (2019).
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Defending Against Neural Fake News:
Looking for Multi-Modal Inconsistencies

Reuben Tan, Bryan A. Plummer, Kate Saenko:
Detecting Cross-Modal Inconsistency to Defend Against Neural Fake News. EMNLP 2020: 2081–2106
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Final Thoughts

“Fake News” is…
• weaponized

– extreme personalization

• spam on steroids
– spreads much widely

• faster than true news

• politicized
– better: disinformation

Technology can help
• limit the spread
• raise awareness
• help human fact-checkers

BUT: we should be careful!
• time-proof solutions
• support free speech
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