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Task Introduction

Graph anomaly detection aims to identify abnormal graph objects that deviate significantly

from the majority, e.g, identifying fraudsters in a transaction network. [1]
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[1] Ma et al. A comprehensive survey on graph anomaly detection with deep learning. TKDE’21.



Motivation

• Graph Neural Networks (GNNs) are widely used for this task.

• Existing methods analyze the anomaly detection from the graph spatial 
domain. There are few works that address this problem from the spectral 
domain.

• The spectral filter determines the expressive power of GNN [1].

Spectral GNN

[1] Balcilar et al. Analyzing the expressive power of graph neural networks in a spectral perspective. ICLR’21
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Motivation

• Graph Neural Networks (GNNs) are widely used for this task.

• Existing methods analyze the anomaly detection from the graph spatial 
domain. There are few works that address this problem from the spectral 
domain.

• The spectral filter determines the expressive power of GNN [1].

• We take the first step towards analyzing anomalies via the lens of the 
graph spectrum (i.e., after the graph Fourier transform of node attributes).

How to choose a tailored spectral filter in 

GNN for anomaly detection?



Key Observation

The existence of anomalies leads to the ‘right-shift’ of spectral energy, 
which means the spectral energy distribution concentrates less in low 

frequencies and more in high frequencies.



Theoretical Contribution

The existence of anomalies leads to the ‘right-shift’ of spectral energy, 
which means the spectral energy distribution concentrates less in low 

frequencies and more in high frequencies.

We prove it on a Gaussian anomaly model in a rigorous manner:



Spectral Analysis of Graph Anomaly
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Spectral Analysis of Graph Anomaly 
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Validation on Real-world Anomalies



Methodology

The analysis of graph anomaly shows that we need to focus on ‘right-shift’ 

effect when detecting graph anomalies.

Unfortunately, most of the current GNNs are low-pass filters or adaptive 

filters that are neither guaranteed to be band-pass nor spectral-localized.

We propose our new graph neural network architecture based on 

Hammond's graph wavelet theory[1], which is band-pass in nature and 

can better address the `right-shift' effect inheriting from anomalies.

[1] Hammond et al. Wavelets on graphs via spectral graph theory. Applied and Computational Harmonic Analysis.



Beta Wavelet

Derived From Beta distribution

A group of            Beta wavelets with the same order:



Good Properties of Beta Kernel

[1] Xu et  al. Graph wavelet neural network. ICLR’19

Compared with the widely 

used Heat kernel [1], Beta 

kernel has the following good 

properties:

• Band-pass and spectral-

localized filters



Good Properties of Beta Kernel

[1] Xu et  al. Graph wavelet neural network. ICLR’19

Compared with the widely 

used Heat kernel [1], Beta 

kernel has the following good 

properties:

• Band-pass and spectral-

localized filters

• Spatial locality

• Support fast computation



Beta Wavelet Graph Neural Network (BWGNN)

A group of            Beta wavelets with the same order:

Beta Wavelet Graph Neural Network:

Aggregate all filtering results

Feed input 𝑿 to different 
wavelets in parallel



Datasets



Results on YelpChi and Amazon



Results on T-Finance and T-Social



Conclusion

• We presents a novel analysis of graph anomalies in the spectral domain.

• We find that graph anomalies lead to the ‘right-shift’ phenomenon of spectral 
energy distributions

• We propose Beta Wavelet Graph Neural network (BWGNN) to better capture 
anomaly information on graph.

• Our code and data are available at
https://github.com/squareRoot3/Rethinking-Anomaly-Detection

• Feel free to contact me via email (jtangbf@connect.ust.hk) or GitHub.

https://github.com/squareRoot3/Rethinking-Anomaly-Detection

