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• Objectives of private federated learning (FL)

‣ Keep clients data on device

‣ Ensure trained models differentially private (DP)

Federated Learning with Differential Privacy

global update(xn)

local update(x1)

local update(x2)

local update(xn)

Indeed, we are mostly interested in Rènyi DP, which allows for tighter privacy accounting: 
<latexit sha1_base64="Ljq3LWfa1FidGlRA2UFpAdaCS4I="></latexit>

D↵ (M(x1, ..., xn)kM(x0
1, ..., xn))  "
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• Objectives of private federated learning (FL)

‣ Keep clients data on device

‣ Ensure trained models differentially private (DP)

• Example: the Gaussian mechanism

‣ In each round, server samples a batch of clients

‣ Each client computes a (clipped) local model update (e.g. a local gradient) 

‣ Server computes the average of all local updates and adds Gaussian noise satisfying DP1:    

‣ Server updates the global model

Federated Learning with Differential Privacy

<latexit sha1_base64="A90o2SVuHXpbKBQxHqCNTaZH8JQ="></latexit>

8S,P {update(x1, x2, ..., xn) 2 S}  e"P {update(x0
1, x2, ..., xn) 2 S}+ �
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Federated Learning with Differential Privacy

• FL with central differential privacy (DP)
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Federated Learning with Differential Privacy

• FL with central differential privacy (DP)

‣ Server collects local model updates and perturbs them
‣ Sounds great, unless the server is not trusted…

• FL with local DP

‣ Strongest privacy guarantees
‣ Poor utility compared to central DP

• FL with distributed DP

‣ Clients locally perturb their own model updates

‣ Server aggregates local updates via cryptographic 
MPC such as secure aggregation (SecAgg)

‣ Privacy does not rely on the trust to the server

privatelocal DP
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Constraints on private FL with SecAgg
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• The local randomizer needs to be linear over a finite field

Constraints on private FL with SecAgg
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• The local randomizer needs to be linear over a finite field

• An unbiased estimator is preferred

• Less communication in high privacy regime (with small )ε

Constraints on private FL with SecAgg
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• Previous solutions with SecAgg and DP

Previous solutions of distributed DP

-c c<latexit sha1_base64="0Vp3DRHZBF0LkUYnDKKb51PH0I0="></latexit>xi

Over a finite field

Linear

Unbiased

Communication ↘ ε
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• Previous solutions with SecAgg and DP
‣ (stochastically) round local updates
‣ perturb with discrete local noise

Previous solutions of distributed DP

-c c<latexit sha1_base64="0Vp3DRHZBF0LkUYnDKKb51PH0I0="></latexit>xi -c c<latexit sha1_base64="0Vp3DRHZBF0LkUYnDKKb51PH0I0="></latexit>xi

1. randomized rounding

-c c<latexit sha1_base64="0Vp3DRHZBF0LkUYnDKKb51PH0I0="></latexit>xi

2. adding discrete noise

<latexit sha1_base64="kr+birrwXGR+a3pCZmCeBFCsBcQ="></latexit>· · ·

Over a finite field

Linear

Unbiased
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‣ (stochastically) round local updates
‣ perturb with discrete local noise
‣ map to a finite field by modular clipping

‣ examples: binomial [1], distributed discrete Gaussian [2], Skellam[3] 

• Potential issues
‣ the modular clipping introduces bias
‣ the higher privacy, the larger variance of the noise, resulting in higher communication cost

‣ Communication cost  as → ∞ ε → 0
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• We propose the Poisson-binomial mechanism (PBM), which

‣ yields an unbiased estimate of the mean

‣ has communication decreasing with ε
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• We propose the Poisson-binomial mechanism (PBM), which

‣ yields an unbiased estimate of the mean

‣ has communication decreasing with ε

‣ achieves order-optimal privacy-accuracy trade-off

‣ allows for numerically computing the exact privacy loss

‣ converges to the performance of centralized Gaussian

6

Our contributions



7

The scalar Poisson binomial mechanism (sPBM)

Algorithm (scalar PBM)
<latexit sha1_base64="dTQet5Er/cua8JWQSCXnwA5v63M="></latexit>

Parameters: m 2 N, ✓  0.1
<latexit sha1_base64="lICOO3ILU8kyo/1vNw6pCJBW1hE="></latexit>

For client i:
1. Re-scale xi to pi 2 [ 12 � ✓, 1

2 + ✓]
2. Draw Yi ⇠ Binom(m, pi)

• 1-d mean estimation problem

‣ Client i holds

‣ Server estimates

<latexit sha1_base64="BJvakmMvj7M2oCMyRBb2QT8rxzI="></latexit>

xi 2 [�c, c]
<latexit sha1_base64="tuG3PyEZTit5u/ynLLErEdQoocw="></latexit>

µ =
1

n

X

i

xi
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• 1-d mean estimation problem

‣ Client i holds

‣ Server estimates

8

Mean Estimation with sPBM and SecAgg
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• 1-d mean estimation problem

‣ Client i holds

‣ Server estimates

• Performance guarantees
‣                                  is an unbiased estimator with     

‣ Per-client communication: log(m+1)+log(n) bits

‣ Satisfies 
8

Mean Estimation with sPBM and SecAgg
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"(↵)-DP for "(↵) � ⌦
�
↵m✓2/n

�

<latexit sha1_base64="/gacD9LpgRhDF4K1iynjpENnVrk="></latexit>

MSE(µ̂)  c2

4nm✓2

<latexit sha1_base64="z9GXauFwfiIYfDN0RGD43aEBQQo="></latexit>

µ̂ , c

m✓

 
X

i

Yi �m/2

!

• Key properties of sPBM

‣ linear, so compatible with SecAgg


‣  jointly characterizes the three-way trade-off of 
privacy, communication, and accuracy.


‣ Communication (dictated by ) decreases with 

(m, θ)

m ε



• Privacy of sPBM

9

Privacy of sPBM

<latexit sha1_base64="bBOca9UHQa6f16msskk+sy3K2Nc="></latexit>

"(↵) = max
p0
1,p1,...,pn

D↵

⇣P
i2[n] Binom(m, pi)

���Binom(m, p1) +
P

i2[2:n] Binom(m, pi)
⌘

Algorithm (sPBM)
<latexit sha1_base64="dTQet5Er/cua8JWQSCXnwA5v63M="></latexit>

Parameters: m 2 N, ✓  0.1
<latexit sha1_base64="lICOO3ILU8kyo/1vNw6pCJBW1hE="></latexit>

For client i:
1. Re-scale xi to pi 2 [ 12 � ✓, 1

2 + ✓]
2. Draw Yi ⇠ Binom(m, pi)



• Privacy of sPBM

9

Privacy of sPBM

<latexit sha1_base64="bBOca9UHQa6f16msskk+sy3K2Nc="></latexit>

"(↵) = max
p0
1,p1,...,pn

D↵

⇣P
i2[n] Binom(m, pi)

���Binom(m, p1) +
P

i2[2:n] Binom(m, pi)
⌘

<latexit sha1_base64="grjM8+t0tRvojnjT0xCLAgvJzwo="></latexit>

1. By the (quasi) convexity of divergence, maximum occurs when pi 2
�

1
2 � ✓, 1

2 + ✓
 

2. Decompose the sum via data-processing inequalities

3. Bound the divergence with the sub-Gaussian norm of the likelihood ratio.

Algorithm (sPBM)
<latexit sha1_base64="dTQet5Er/cua8JWQSCXnwA5v63M="></latexit>

Parameters: m 2 N, ✓  0.1
<latexit sha1_base64="lICOO3ILU8kyo/1vNw6pCJBW1hE="></latexit>

For client i:
1. Re-scale xi to pi 2 [ 12 � ✓, 1

2 + ✓]
2. Draw Yi ⇠ Binom(m, pi)



• Privacy of sPBM

9

Privacy of sPBM

<latexit sha1_base64="bBOca9UHQa6f16msskk+sy3K2Nc="></latexit>

"(↵) = max
p0
1,p1,...,pn

D↵

⇣P
i2[n] Binom(m, pi)

���Binom(m, p1) +
P

i2[2:n] Binom(m, pi)
⌘

<latexit sha1_base64="grjM8+t0tRvojnjT0xCLAgvJzwo="></latexit>

1. By the (quasi) convexity of divergence, maximum occurs when pi 2
�

1
2 � ✓, 1

2 + ✓
 

2. Decompose the sum via data-processing inequalities

3. Bound the divergence with the sub-Gaussian norm of the likelihood ratio.

<latexit sha1_base64="oVSsw9T54Y/Wn1PFIGeFFppyris="></latexit>

"(↵)-DP for "(↵) � ⌦
�
↵m✓2/n

�

Algorithm (sPBM)
<latexit sha1_base64="dTQet5Er/cua8JWQSCXnwA5v63M="></latexit>

Parameters: m 2 N, ✓  0.1
<latexit sha1_base64="lICOO3ILU8kyo/1vNw6pCJBW1hE="></latexit>

For client i:
1. Re-scale xi to pi 2 [ 12 � ✓, 1

2 + ✓]
2. Draw Yi ⇠ Binom(m, pi)



10

The Poisson binomial mechanism (PBM) 
Algorithm (PBM)

<latexit sha1_base64="dTQet5Er/cua8JWQSCXnwA5v63M="></latexit>

Parameters: m 2 N, ✓  0.1

<latexit sha1_base64="W2CWpb8XCpFadONlRLgrIao7igk="></latexit>

For client i:
1. Compute Kashin’s representation zi with kzik1 = ⇥

⇣
Kp
d

⌘

2. For each coordinate of zi, apply sPBM

<latexit sha1_base64="KRVdEnPLdfrgvaVDJkyKtwDaGGs="></latexit>

Input: x1, ..., xn 2 Rd, `2-norm bound c

<latexit sha1_base64="ztH4d6EaNRkBzROayvc+zdqwuX4="></latexit>

Server estimates 1
n

P
i zi

<latexit sha1_base64="OKLmLMKwQ1hdd1BVJm7Tjbf54j4="></latexit>

Server recovers 1
n

P
i xi from the (estimated) Kashin’s representation

Distributed mean estimationKashin’s representation

K

Bd�

�
��, 1�

d

�
Bd (�2, 1)

<latexit sha1_base64="TGzTj1nq9FcSaVKo6c9tm62ojWo="></latexit>xi
<latexit sha1_base64="G0mA8+4M0atqtVraXiK+YlHiKaU="></latexit>zi
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[1] Suresh Ananda Theertha, et al. “cpSGD: Communication-efficient and differentially-private distributed SGD.” NeurIPS 2018. 
[2] Peter Kairouz, et al. “The distributed discrete gaussian mechanism for federated learning with secure aggregation.” ICML 2021. 
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Mean estimation with SecAgg and DP
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[3] Naman Argawal, et al. “The skellam mechanism for differentially private federated learning.” NeurIPS 2021. 
[4] Albert Cheu, et al. “Distributed Differential Privacy via Shuffling.” EuroCrypt 2019.

MSE biascommunication

Skellam

DDG

binomial

<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="mDzKJ9eZkL9EDIVTt5v+vn8P6Tk="></latexit>

O�

✓
c
2
d log d

n2"2

◆

yes

yes

yes

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

PBM
<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆
no

<latexit sha1_base64="9ykQBs+g4/zy64iwxpeGSgvU8UM="></latexit>

O

✓
d log

✓
n ·

⇠
"
2

d

⇡◆◆

Mean estimation with SecAgg and DP
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Compare with Prior Works 

[1] Suresh Ananda Theertha, et al. “cpSGD: Communication-efficient and differentially-private distributed SGD.” NeurIPS 2018. 
[2] Peter Kairouz, et al. “The distributed discrete gaussian mechanism for federated learning with secure aggregation.” ICML 2021. 
[3] Naman Argawal, et al. “The skellam mechanism for differentially private federated learning.” NeurIPS 2021. 
[4] Albert Cheu, et al. “Distributed Differential Privacy via Shuffling.” EuroCrypt 2019.

MSE biascommunication

Skellam

DDG

binomial

<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="mDzKJ9eZkL9EDIVTt5v+vn8P6Tk="></latexit>

O�

✓
c
2
d log d

n2"2

◆

yes

yes

yes

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

PBM
<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆
no

<latexit sha1_base64="9ykQBs+g4/zy64iwxpeGSgvU8UM="></latexit>

O

✓
d log

✓
n ·

⇠
"
2

d

⇡◆◆

Mean estimation with SecAgg and DP

• Compare to [4]: RR with secure shuffling
‣ both introduce local binomial noise

‣ under different secure models (SecAgg v.s secure shuffler)

‣ we provide a Rènyi DP with numerically tight constants

‣ extend to multi-dimensional mean estimation for FL

Mean estimation with secure shuffling and DP
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Summary

• Unbiased mean estimation scheme
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Summary

PBM

Skellam

DDG

binomial

MSE
<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="mDzKJ9eZkL9EDIVTt5v+vn8P6Tk="></latexit>

O�

✓
c
2
d log d

n2"2

◆

bias

no

yes

yes

yes

communication

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="9ykQBs+g4/zy64iwxpeGSgvU8UM="></latexit>

O

✓
d log

✓
n ·

⇠
"
2

d

⇡◆◆

• Unbiased mean estimation scheme

• Communication decreases with ε
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Summary

PBM

Skellam

DDG

binomial

MSE
<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="mDzKJ9eZkL9EDIVTt5v+vn8P6Tk="></latexit>

O�

✓
c
2
d log d

n2"2

◆

bias

no

yes

yes

yes

communication

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="9ykQBs+g4/zy64iwxpeGSgvU8UM="></latexit>

O

✓
d log

✓
n ·

⇠
"
2

d

⇡◆◆

• Unbiased mean estimation scheme

• Communication decreases with ε

• Order-optimal privacy-utility trade-off
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Summary

PBM

Skellam

DDG

binomial

MSE
<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="h6g+l+L9/IuW6QifW9wCMu/Gf44="></latexit>

O�

✓
c
2
d

n2"2

◆

<latexit sha1_base64="mDzKJ9eZkL9EDIVTt5v+vn8P6Tk="></latexit>

O�

✓
c
2
d log d

n2"2

◆

bias

no

yes

yes

yes

communication

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="dTGGeTDzDG+WRmUh4ogoa7FWkok="></latexit>

O

✓
d log

✓
n ·

⇠
d

"2

⇡◆◆

<latexit sha1_base64="9ykQBs+g4/zy64iwxpeGSgvU8UM="></latexit>

O

✓
d log

✓
n ·

⇠
"
2

d

⇡◆◆

• Unbiased mean estimation scheme

• Communication decreases with ε

• Order-optimal privacy-utility trade-off

• Allows for numerically computing the exact privacy loss


