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Introduction

Deep neural networks are vulnerable to adversarial noise
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 The dependence between the input adversarial sample and the corresponding

output and has not been well studied yet.

 Explicitly measuring this dependence could help train the target model to 

make predictions that are more closely relevant to the ground-truth objectives.
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 We exploit mutual information (MI) to explicitly measure the

dependence of the output on the adversarial sample.

 Adversarial samples have two patterns: the natural pattern and

the adversarial pattern.

 The standard MI (i.e., MI between the adversarial sample and

its corresponding output) cannot respectively consider the

dependence of the output on the different patterns.
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Motivation
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 Standard MI of the adversarial sample contains the dependence of the output on the

adversarial pattern.

 Maximizing the standard MI may increase the dependence of the output on the

adversarial pattern and cause more disturbance to the prediction.
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 Disentangle standard MI into natural MI (i.e., MI between outputs and

natural patterns of inputs) and adversarial MI (i.e., MI between outputs

and adversarial patterns of inputs).
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Methodology
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 Guide the target model to increase the attention to the natural pattern

while reducing the attention to the adversarial pattern.

 Maximize the natural MI of the input adversarial sample and minimize

its adversarial MI simultaneously.
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Methodology

Natural-adversarial mutual information-based defense (NAMID)
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WMIM: A defense method that combines adversarial training with standard MI maximization.
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Experiments

 Defending against white-box attacks.
Table.1 Adversarial accuracy (higher is better) of defense methods against white-
box attacks on CIFAR-10 and Tiny-ImageNet. The target model is ResNet-18.



WMIM: A defense method that combines adversarial training with standard MI maximization.
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Experiments

 Defending against black-box attacks.

Table.2 Adversarial accuracy (higher is better) of defense methods against black-
box attacks on CIFAR-10. The target model is ResNet-18 and the surrogate model
is adversarially trained VggNet-19.
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