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Motivations

=> Certifiable robustness is a highly desirable property for adopting deep neural
networks (DNNSs) in safety-critical scenarios, but often demands tedious
computations to establish.

The main hurdle lies in the massive amount of non-linearities in large DNNs.
For instance, the “unstable” neurons in ReLU networks.

To trade off the DNN expressiveness (which calls for more non-linearities) and
robustness certification scalability (which prefers more linearities), we propose
a novel solution to strategically manipulate neurons, by “grafting” appropriate
levels of linearity.
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Methodology

1. Robustify a DNN as the starting point.
2. ldentify insignificant and unstable neurons.
a. Rank all neurons according to unstable scores. 7«1(}') e [0, 1]
b. Compute the importance of each neuron via certain
heuristics or optimized scores. () ¢ [0, 1]
c. ldentify insignificant and unstable neurons by argmax;y X r$) — ¢V
3. Linearize and tune the grafted activation functions.
4. Robustness verification with a complete verifier.



The Superiority of Grafting for Verification

[Finding 1] Achieving competitive certifiable robustness without certified robust training.
[Finding 2] Scaling up complete verification to large models.

Table 1. Unstable neuron ratio (UNR %), verified accuracy ( VA %), standard accuracy (SA %), PGD-100 robust accuracy (RA
%), and average time (s) of FAT trained models w./w.o. grafting on MNIST SVHN, and CIFAR-10. o, -CROWN, a SOTA complete
verifier is used to compute VA. The target /., norm perturbation is € = ﬁ except for MNIST. “OOM” indicates that DNNs have too
many unstable neurons and the verifier is unable to load it with 48 GB GPU memory, leading to “oo” verification time and a null VA (“-”).
BAFtemnll) | (ConvBig, MNIST w. € = 0.1) (ConvBig, SVHN) | (CNN-B, CIFAR-10)
260 [UNR VA SA RA Time |[UNN VA SA RA Time | UNN VA SA RA Time
Baseline [ 3127 010 9929 97.14 262.11 | 10.78 1670 89.71 7574 21849 | 1585 3740 79.95 6223 127.50

SAP (Dhillon et al., 2018) (50%) 738 420 99.22 9634 29294 | 5.65 2590 89.85 76.03 19587 | 627 4730 75.10 58.01 58.98
GAP! (Ye et al., 2020) (50%) 1729 350 99.19 96.46 29521 | 6.14 2620 90.09 77.28 195.78 | 10.22 4250 79.05 61.81 103.03
Hydra! (Sehwag et al., 2020) (50%) | 15.39 12.70 98.90 9522 269.71 | 5.04 26.60 81.28 62.92 172.98 | 6.28 4440 7299 5555 59.99

|
|
\
Random Grafting (50%) 17.16 12.00 98.93 9538 273. 94‘ 6.13 3740 8737 7327 150.23 | 9.07 4250 7502 57.19 83.25
\

Grafting (50%) ’ 585 8230 98.68 9273 4021 | 3.11 57.80 7875 6390 16.68 | 536 5040 74.08 5876 39.32
Grafting (30%) ’ 1043 5940 99.13 9524 13740 | 545 56.80 80.71 66.05 3176 | 7.15 49.00 77.10 60.87 64.80
|

Grafting (80%) 404 8240 9863 9271 39.64 | 1.63 5870 78.56 63.91 1293 | 1.87 4440 6120 4834 1525
FAT (¢ = -2 (ResNet-4B, CIFAR-10) (ConvBig, CIFAR-10) (ConvHuge, CIFAR-10)
208 UNR VA SA RA Time |[UNN VA SA RA Time |UNN VA SA RA Time
Baseline 1994 080 76.69 60.14 4556 | 17.75 130 8490 68.10 121.61 | OOM -  90.68 7357 oo

SAP (Dhillon et al., 2018) (50%)
GAP! (Ye et al., 2020) (50%)
Hydra? (Sehwag et al., 2020) (50%)

6.18 21.70 49.03 3830 137.77
13.67 5.10 6842 5343 239.14
9.52 15.10 42.01 31.27 16234

554 2580 6508 5045 156.28
1097 110 8191 6450 190.42
11.10  1.10 6797 47.77 297.19

852 200 8029 6029 181.06
743 100 8638 6791 111.77
9.88 100 70.68 48.81 291.00

Random Grafting (50%) 13.59 740 69.56 52.53 267.74 | 1223 390 7933 6092 28571 | 11.34 1.00 8447 64.76 206.97
Grafting (50%) 6.03 3810 60.13 46.12 4283 | 432 39.12 6223 47.73 4280 | 441 2830 62.62 4937 155.78
OOM - 90.19 72.34

Grafting (30%) ’12.89 2450 63.71 49.16 153.69 ‘ 10.30 27.30 71.97 5497 159.74

oo
Grafting (80%) 291 3970 57.64 44.61 2516 | 1.89 41.00 5520 4427 1087 | 0.17 3230 40.80 3343 4.06

T The heuristic of activation gradient magnitude (Ye et al., 2020) is utilized to guide activation pruning.
1 Based on the official implementation of Sehwag et al. (2020), we extend the original sparse mask learning to activation sparsification.



The Superiority of Grafting for Verification

[Finding 3] Substantially reduced unstable neurons
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Figure 3. Layer-wise (z*)) and overall unstable neuron distribution of the 7-layer ConvBig on CIFAR-10, before and after performing
grafting on 50% or 80% neurons. In specific, the point (m unstable images, n neurons) means that n neurons are unstable for m images.



The Superiority of Grafting for Verification

[Finding 4] Significantly tighter bound

01 7 ™
o ’ Zooin-in h%
0.0
_10 4
—0.1
| -0.2
-0.3
. EZZZ1 Before Grafting
[x&] After Grafting

(ConvBig, M) (ConvBig, S) (CNN-B, C10) (ConvBig, C10) (ResNet, C10)

Figure 4. Average verified lower bounds of models before and after
grafting 50% neurons. Bounds are produced by 3-CROWN.
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More Experiment Results

[Q1] How does the grafting criterion affect performance?

Table 2. Ablation on grafting criterion. Unstable neuron ratio
(UNR %), VA (%), SA (%), and RA (%) of ConvBig with 50%

grafted neurons on CIFAR-10 are reported.

Grafting Criterion | UNR VA SA RA
—Ts 1035 2.10 8235 64.28
Ty —Ts 6.39 1450 77.88 59091
2ry —Ts 432 3890 62.15 47.70
Ty 4.13 38.70 59.39 45.77
v X Ty — Ts (77 linearly decays 2 — 0) | 432 39.12 6223 47.73
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Figure 5. Neuron selections based on diverse picking criteria. A\,
%, and ¢ indicate insignificant-only, insignificant-and-unstable,
and unstable-only neuron selections respectively.



More Experiment Results

[Q2] Comparison with classical certified robust training

Table 6. Comparison between a representative certified robust train-
ing using Auto-LiRPA (Xu et al., 2020a), and our grafting with
FAT. UNR (%), VA (%), SA (%), RA (%), and training time
(hour) of CNN-B w./w.o. 50% grafted neurons on CIFAR-10 are

reported.
Settings | UNR VA SA RA  Training Time
Baseline (FAT) | 15.85 3740 79.95 62.23 0.39h

Certified Robust Training | 0.96 47.55 58.00 48.62 16.26 h
FAT + Grafting (50%) 536 5040 74.08 58.76 113 h
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% The main hurdle of certifying large DNNss lies in their massive amount
of non-linearities, e.g., the “unstable neurons” for ReLU networks.

< To trade off the DNN expressiveness (calls for more non-linearity) and

robustness certification scalability (prefers more linearity), we “grafting”

appropriate levels of linearity.

Substantially reduced unstable
neurons and tighter bound.
Achieving competitive
certifiable robustness without
certified robust training.
Scaling up complete
verification to large models.

Figure 3. Layer-wise (=) and overall unstable neuron distribution of the 7-layer ConvBig on CIFAR-10, before and after performing

A {z, z>0 Grafting f4,(z) —axz+ b grafting on 50% or 80% neurons. In specific, the point (m unstable images, n neurons) means that 1 neurons are unstable for m images.
0,z<0 7 Table 1. Unstable neuron ratio (UNR %), verified accuracy ( VA %), standard accuracy (SA %), PGD-100 robust accuracy (RA
) %), and average time (s) of FAT trained models w./w.o. grafting on MNIST, SVHN, and CIFAR-10. o, 3-CROWN, a SOTA complete
. verifier is used to compute VA. The target £, norm perturbation is ¢ = ,l—g,, except for MNIST. “OOM” indicates that DNNs have too
2 S O Unstable & w many unstable neurons and the verifier is unable to load it with 48 GB GPU memory, leading to “oc” verification time and a null VA (“-”).
Z / /N /. Insignificant Neuron I | (ConvBig, MNIST w. ¢ = 0.1) (ConvBig, SVHN) | (CNN-B, CIFAR-10)
£ 3 (O[] orstaie Newron €= ) [UNN VA SA RA Time |UNN VA SA RA Time | UNR VA SA RA Time
E £ /| / /i /i O[:] Insignificant Neuron Baseline [3127 010 9929 97.14 26211 | 1078 1670 8971 7574 21849 | 1585 37.40 79.95 6223 127.50
& | OD S SAP (Dhillon etal, 2018) (50%) | 7.38 420 9922 9634 29294 | 5.65 2590 89.85 7603 19587 | 627 4730 7510 5801 5898
5 & GAP' (Ye et al., 2020) (50%) 1729 350 9919 9646 29521 | 614 2620 90.09 7728 19578 | 1022 4250 79.05 6181 103.03
g s / /N_1MN— / ReLU Function Hydra* (Sehwag et al, 2020) (50%) | 1539 1270 9890 9522 269.71 | 5.04 2660 8128 6292 17298 | 628 4440 7299 5555 59.99
3 g " Lineas Funcion Random Grafting (50%) 1716 1200 9893 9538 27394 | 6.13 3740 8737 7327 15023 | 907 4250 7502 5719 8325
k4 2 J Grafting (50%) 585 8230 9868 9273 4021 | 311 S57.80 7875 63.90 1668 | 536 5S040 74.08 5876 39.32
o / , A, Acti Fu i
[ / — (8 Ay (e Activation Peoctos Grafting (30%) 1043 5940 9913 9524 13740 | 545 5680 8071 6605 3176 | 7.15 4900 77.10 6087 64.80
Grafting (80%) 404 8240 9863 9271 39.64 | 163 5870 7856 6391 1293 | 1.87 4440 6120 4834 1525
| (ResNet-4B, CIFAR-10) (ConvBig, CIFAR-10) | (ConvHuge, CIFAR-10)
. i 5 n FAT (¢ = %)
(1) Robustify (e.g., faster adversarial training) [UN\. VA SA RA Timc |[UN\ VA SA RA Tme |UNK VA SA RA Tme
Baseline | 1994 080 7669 60.14 4556 | 1775 130 8490 68.10 12161 | OOM - 9068 7357 oo

a DNN as the starting point; .
. . . . SAP (Dhillon et al., 2018) (50%) 6.18 21.70 49.03 3830 137.77 | 554 25.80 65.08 5045 156.28
(2) Identlfy 1n31gmﬁcant and unstable neurons; GAP' (Ye et al., 2020) (50%) 1367 510 6842 5343 239.14 | 1097 110 8191 6450 19042 | 743 100 8638 6791 11177
Hydra® (Sehwag etal, 2020) (30%) | 9.52 1510 4201 3127 16234 | 1L10 110 6797 47.77 29719 | 988 100 70.68 4881 291.00
Random Grafting (50%) ‘ 1359 740 6956 5253 267.74 | 1223 390 7933 6092 28571 | 1134 100 8447 6476 20697

(3) Linearize and tune the grafted activation ;
functions, 44 (x) = axx + b; Grafting (50%) 603 3800 60.13 4612 4283 | 432 39.12 6223 4773 4280 | 441 2830 6262 4937 15578
. . . Grafting (30%) 1289 2450 6371 49.16 153.69 | 1030 27.30 7197 5497 159.74 - 90.19 72.34 oo
(4) Perform robustness verification with a 10 BZA Before Grafling Grafting (80%) 291 3970 5764 4461 2516 | 189 4100 5520 4427 1087 | 0.7 3230 40.80 3343 406
After Grafting

Complete Veriﬁer, T The heuristic of activation gradient magnitude (Ye et al., 2020) is utilized to guide activation pruning.
(ConvBig. M) {ConvBig, §) (CNN-B. C10) (ConvBig, C10) (ResNet, C10) 1 Based on the official implementation of Sehwag et al. (2020), we extend the original sparse mask learning to activation sparsification.
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