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Motivation
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Event 𝑥! of variable 𝑋! flagged as an outlier! 
We jointly observe 𝑥", … , 𝑥! of 𝑋", … , 𝑋! .

Identify the root causes of outlier 𝑥!
amongst 𝑋", … , 𝑋!
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Scenario

Goal



But many outlier scoring 
algorithms!
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IT outlier score

𝑆!" 𝑥 ≔ − log𝑃! 𝜏 𝑋 ≥ 𝜏 𝑥
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random variableevent

feature map (can be an existing algorithm)



IT outlier score: Example

𝐳-score: 𝐳 𝑥 ≔ #$%#
&#

𝑆!𝐳 𝑥 ≔ − log𝑃! 𝐳 𝑋 ≥ 𝐳 𝑥
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Formal framework to study 
outliers 
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How can we identify the 
root causes of outliers? 
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Structural Causal Model (SCM) Pearl, 2009
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a quadruple ⟨𝑿,𝑵, ℱ, 𝑃𝑵⟩, where

• 𝑿: observed variables 𝑋", … , 𝑋#

• 𝑵: unobserved “noise” variables 𝑁", … , 𝑁#

• ℱ: set of “modular” functions or causal mechanisms 𝑓$ $%"
#

, 

describing how each 𝑋$ is generated, 𝑋$ ≔ 𝑓$ 𝑃𝐴$, 𝑁$ $%"
#

• 𝑃𝑵: joint distribution over 𝑵

𝑋! ≔ 𝑓! 𝑃𝐴! , 𝑁!

𝑃𝐴! ⊆ 𝑿 ∖ 𝑋!



To attribute the outlier 𝑥! to a variable 𝑋1 ,
we ask a counterfactual question:

Would 𝑥! not have been an outlier had the
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causal mechanism at 𝑋1 been “normal”?



Canonical Structural Causal Model
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𝑋$ ≔ 𝑓$ 𝑃𝐴$, 𝑛$ for 𝑁$ ≔ 𝑛$

𝑃𝐴!

𝑓!
"𝑁! = 1

…

𝑁! = 𝑛 𝑓!
#

𝑓!
(")(𝑃𝐴!)

𝑓!
# (𝑃𝐴!)

𝑋! ≔ 𝑓! 𝑃𝐴! , 𝑁!

𝑃𝑵 defined on the set of mechanisms 𝑓$
" , … , 𝑓$

#



Canonical Structural Causal Model
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We observed 𝑥$ ≔ 𝑓$ 𝑝𝑎$, 1 with 𝑁$ ≔ 1

𝑝𝑎!

𝑓!
"𝑁! = 1

…

𝑁! = 𝑛 𝑓!
#

𝑓!
" (𝑝𝑎!)

𝑓!
# (𝑝𝑎!)

𝑓! 𝑝𝑎! , 1



Canonical Structural Causal Model
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7𝑥$ ≔ 𝑓$ 𝑝𝑎$, 𝑛 for 𝑁$ ≔ 𝑛

𝑝𝑎!

𝑓!
"𝑁! = 1

…

𝑁! = 𝑛 𝑓!
#

𝑓!
" (𝑝𝑎!)

𝑓!
# (𝑝𝑎!)

𝑓! 𝑝𝑎! , 𝑛

factual mechanism 𝑓$
(") counterfactual mechanism 𝑓$

(#)



Normal causal mechanisms
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𝑝𝑎!

𝑓!
"𝑁! = 1

…

𝑁! = 𝑛 𝑓!
#

𝑓!
" (𝑝𝑎!)

𝑓!
# (𝑝𝑎!)

𝑓! 𝑝𝑎! , 𝑁!

Randomize 𝑁!



To attribute the outlier 𝑥! to a variable 𝑋1 ,
we ask a counterfactual question:
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causal mechanism of 𝑋1 been “normal”?
Would 𝑥! not have been an outlier had the



Causal Attribution
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impact of replacing 
causal mechanism at 𝑋$ on 
the log tail probability 
defines the contribution of 𝑋$

𝐶 𝑗 1, … , 𝑗 − 1 ≔ log
𝑃()*+(*!,…,*"#!) 𝜏 𝑋# ≥ 𝜏 𝑥#
𝑃()*+(*!,…,*") 𝜏 𝑋# ≥ 𝜏 𝑥#

Average contributions over all orderings 
to avoid dependence on ordering 
(Shapley value approach)

Shapley contributions sum up 
to the IT outlier score 𝑆.$

/ (𝑥#)

𝑋%

𝑋&

𝑋%

𝑋&



Formal framework to identify 
root causes of outliers 
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Structural Causal Model

Implementation available in Python DoWhy!

https://github.com/py-why/dowhy

https://github.com/py-why/dowhy/blob/master/dowhy/gcm

