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1. Streaming 

2. Limited supervision

3. Adaptive to distribution shifts – gradual and sudden

4. Robust to a few outliers/adversarialy corrupted points

5. Competitive with offline methods if the data-stream is “nice and stationary”

Desiderata for anomaly detection

- All existing methods achieve some, but not all these desiderata



Main Contributions

1. Statistical formulation of desiderata
- Identify problem complexity parameters
- Lower bounds

2. Prove the desiderata is a non-trivial benchmark 
- Not achieved by obvious algorithms

- Fixed window sliding
- Ignoring learning from samples predicted to be an anomaly

3. In the case when the data stream is  Gaussian distributed, we propose FITNESS : GAUSSIAN that 
provably achieves the desiderata

4. For the general case, we propose FITNESS : GENERAL, 
- AD Model-agnostic
- Flexible : takes a batch AD model and converts it to an online version that satisfying desiderata. 
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Related Work

Unsupervised Online Anomaly Detection : several algorithms have been proposed over the years

MEMSTREAM [Bhatia et al., ‘21] , SketchDetect [Huang et al., ‘15] : Discards samples that appear anomalous at the moment of arrival

KitSune [Mirsky et al., ‘18], xSTREAM [Manzoor et al., 2018], StreamIF [Ding et al., ‘13] : Fixed sliding window methods

DiLOF [Na et al., ‘18], RSHash [Sathe et al., ‘16], RCF [Guha et al,. ‘16], IF [Liu et al., ‘08], EIF [Harari et al., ‘19] : Offline methods

Continual Learning : Adaptivity demonstrated to drifts only in one-dimensional setting

[Lu et al., ’18], [Gupta et al., ’13], [Bifet et.al., ’07], [Bifet et.al., ’09]

Online supervised learning : These methodologies do not apply to unsupervised streams

[Chu et al., ‘04], [Defazio et al., ’14], DYNASAGA [Daneshmand et al., ’16] ,DriftSurf [Tahmasbi et al., ’21]

Robust Learning : Only works in the offline case

[Diakonikolas et al., ’17],[Diakonikolas et al., ’18], [Cheng et al., ’19],[Cheng et al., ’20]



Statistical Problem Formulation

Problem Statement
At each time t = 1,2,…, given a vector                 as input, output an anomaly score
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Problem Statement
At each time t = 1,2,…, given a vector                as input, output an anomaly score

is sampled independently from an unknown distribution                from a known set

<latexit sha1_base64="PLOXAm0eyBNoG4mse4RvTwqCPXA=">AAAB/HicbVDLSsNAFL2pr1pfsS7dDBbBVUlE0GXRjcv6qC00IUymk3boZBJmJmIJ+RU3LhTErR/izr9x2mahrQcGDufcyz1zwpQzpR3n26qsrK6tb1Q3a1vbO7t79n79QSWZJLRDEp7IXogV5UzQjmaa014qKY5DTrvh+Grqdx+pVCwR93qSUj/GQ8EiRrA2UmDX7wKNPCaQF2M9CsP8tgjshtN0ZkDLxC1JA0q0A/vLGyQki6nQhGOl+q6Taj/HUjPCaVHzMkVTTMZ4SPuGChxT5eez7AU6NsoARYk0T2g0U39v5DhWahKHZnKaUC16U/E/r5/p6MLPmUgzTQWZH4oyjnSCpkWgAZOUaD4xBBPJTFZERlhiok1dNVOCu/jlZdI9bbpnTde9OWu0Lss+qnAIR3ACLpxDC66hDR0g8ATP8ApvVmG9WO/Wx3y0YpU7B/AH1ucPDa2URQ==</latexit>

St 2 R
<latexit sha1_base64="5Av/ZUsn2sXVON1eOhv2+s2A7r0=">AAAB/nicbVDLSsNAFL2pr1pf9bFzM1gEVyWRgi6LblxWsbbQxDCZTNqhk0mYmQg1FH/FjQsFcet3uPNvnLZZaOuBgcM593LPnCDlTGnb/rZKS8srq2vl9crG5tb2TnV3704lmSS0TRKeyG6AFeVM0LZmmtNuKimOA047wfBy4nceqFQsEbd6lFIvxn3BIkawNpJfPej6GrlMIDfGehAE+c34PvSrNbtuT4EWiVOQGhRo+dUvN0xIFlOhCcdK9Rw71V6OpWaE03HFzRRNMRniPu0ZKnBMlZdP04/RsVFCFCXSPKHRVP29keNYqVEcmMlJRjXvTcT/vF6mo3MvZyLNNBVkdijKONIJmlSBQiYp0XxkCCaSmayIDLDERJvCKqYEZ/7Li6RzWncadce5btSaF0UfZTiEIzgBB86gCVfQgjYQeIRneIU368l6sd6tj9loySp29uEPrM8flISVIA==</latexit>

Xt 2 Rd

<latexit sha1_base64="J24TQHU4cp+fNM1ZLg2Baaz7glo=">AAACAXicdZDLSsNAFIYn9VbrLerChZvBIrgKSQxt3RV14bKCtYUmhMl00g6dXJiZCCVk46u4caEgbn0Ld76Nk7aCiv4w8POdc5hz/iBlVEjT/NAqS8srq2vV9drG5tb2jr67dyuSjGPSxQlLeD9AgjAak66kkpF+ygmKAkZ6weSirPfuCBc0iW/kNCVehEYxDSlGUiFfP+j7ErqCRtCNkBxjxPLLQiFfr5vGWathOw1oGqbZtGyrNHbTOXWgpUipOlio4+vv7jDBWURiiRkSYmCZqfRyxCXFjBQ1NxMkRXiCRmSgbIwiIrx8dkABjxUZwjDh6sUSzuj3iRxFQkyjQHWWW4rftRL+VRtkMmx5OY3TTJIYzz8KMwZlAss04JBygiWbKoMwp2pXiMeIIyxVZjUVwtel8H/Tsw3LMSzr2qm3zxd5VMEhOAInwAJN0AZXoAO6AIMCPIAn8Kzda4/ai/Y6b61oi5l98EPa2ycDhZaB</latexit>

Xt ⇠ Dt

Output higher score if the input sample 
is more anomalous

<latexit sha1_base64="RinynAQOHPUrpNlNzepYgufiXqY=">AAAB7HicbVA9SwNBEJ2LXzF+RS1tFoNgFe5E0DJoYxnBmEByhL3NXrJkd+/YnRNCyF+wsVAQW3+Qnf/GveQKTXww8Hhvhpl5USqFRd//9kpr6xubW+Xtys7u3v5B9fDo0SaZYbzFEpmYTkQtl0LzFgqUvJMaTlUkeTsa3+Z++4kbKxL9gJOUh4oOtYgFo5hLnT6SfrXm1/05yCoJClKDAs1+9as3SFimuEYmqbXdwE8xnFKDgkk+q/Qyy1PKxnTIu45qqrgNp/NbZ+TMKQMSJ8aVRjJXf09MqbJ2oiLXqSiO7LKXi/953Qzj63AqdJoh12yxKM4kwYTkj5OBMJyhnDhCmRHuVsJG1FCGLp6KCyFYfnmVtC/qwWU9CO4va42bIo8ynMApnEMAV9CAO2hCCxiM4Ble4c1T3ov37n0sWkteMXMMf+B9/gAuBY4m</latexit>

Xt

<latexit sha1_base64="xrVcu0CEH12ZzkAC0d/S4qiK2AY=">AAACB3icdZDNSsNAFIUn9a/Wv6hLEQaL4KokNbR1V1TEZQVrhSaEyXTSDp1MwsxEKKErN76KGxcK4tZXcOfbOGmrqOiBgcN372XuPUHCqFSW9W4U5uYXFpeKy6WV1bX1DXNz60rGqcCkjWMWi+sAScIoJ21FFSPXiSAoChjpBMOTvN65IULSmF+qUUK8CPU5DSlGSiPf3HUjpAYYsex07CvoUg6/yNnYN8tW5ahRqzo1aFUsq25X7dxU686hA21NcpXBTC3ffHN7MU4jwhVmSMqubSXKy5BQFDMyLrmpJAnCQ9QnXW05ioj0sskZY7ivSQ+GsdCPKzih3ycyFEk5igLdma8of9dy+Fetm6qw4WWUJ6kiHE8/ClMGVQzzTGCPCoIVG2mDsKB6V4gHSCCsdHIlHcLnpfB/06lWbKdi2xdOuXk8y6MIdsAeOAA2qIMmOAct0AYY3IJ78AiejDvjwXg2XqatBWM2sw1+yHj9AENcmXQ=</latexit>Dt 2 F <latexit sha1_base64="4twD3XZp30H9aFnlMhRVwS51hyc=">AAAB9HicbVBNS8NAFHypX7V+VT16WSyCp5JIQY9FQTxWsLbQhLLZvrZLN5uwuxFK6N/w4kFBvPpjvPlv3LQ5aOvAwjDzHm92wkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjRx2nimGbxSJW3ZBqFFxi23AjsJsopFEosBNObnK/84RK81g+mGmCQURHkg85o8ZKPvEjasaMiux21q/W3Lo7B1klXkFqUKDVr375g5ilEUrDBNW657mJCTKqDGcCZxU/1ZhQNqEj7FkqaYQ6yOaZZ+TMKgMyjJV90pC5+nsjo5HW0yi0k3lEvezl4n9eLzXDqyDjMkkNSrY4NEwFMTHJCyADrpAZMbWEMsVtVsLGVFFmbE0VW4K3/OVV0rmoe4265903as3roo8ynMApnIMHl9CEO2hBGxgk8Ayv8Oakzovz7nwsRktOsXMMf+B8/gBpBpG/</latexit>F

Statistical Problem Formulation

Time
tt-1t-2t-3

<latexit sha1_base64="5Av/ZUsn2sXVON1eOhv2+s2A7r0=">AAAB/nicbVDLSsNAFL2pr1pf9bFzM1gEVyWRgi6LblxWsbbQxDCZTNqhk0mYmQg1FH/FjQsFcet3uPNvnLZZaOuBgcM593LPnCDlTGnb/rZKS8srq2vl9crG5tb2TnV3704lmSS0TRKeyG6AFeVM0LZmmtNuKimOA047wfBy4nceqFQsEbd6lFIvxn3BIkawNpJfPej6GrlMIDfGehAE+c34PvSrNbtuT4EWiVOQGhRo+dUvN0xIFlOhCcdK9Rw71V6OpWaE03HFzRRNMRniPu0ZKnBMlZdP04/RsVFCFCXSPKHRVP29keNYqVEcmMlJRjXvTcT/vF6mo3MvZyLNNBVkdijKONIJmlSBQiYp0XxkCCaSmayIDLDERJvCKqYEZ/7Li6RzWncadce5btSaF0UfZTiEIzgBB86gCVfQgjYQeIRneIU368l6sd6tj9loySp29uEPrM8flISVIA==</latexit>

Xt 2 Rd
<latexit sha1_base64="G4axg16qklh68KCdMcGp3tQh8Hk=">AAAB73icbVDLSgNBEOyNrxhfUY9eBoPgxbAjAT0GvXiMYNxAsoTZyWwyZPbBTK8QlnyEFw8K4tXf8ebfOEn2oIkFDUVVN91dQaqkQdf9dkpr6xubW+Xtys7u3v5B9fDo0SSZ5qLNE5XoTsCMUDIWbZSoRCfVgkWBEl4wvp353pPQRibxA05S4UdsGMtQcoZW8jr9HC/otF+tuXV3DrJKaEFqUKDVr371BgnPIhEjV8yYLnVT9HOmUXIlppVeZkTK+JgNRdfSmEXC+Pn83Ck5s8qAhIm2FSOZq78nchYZM4kC2xkxHJllbyb+53UzDK/9XMZphiLmi0VhpggmZPY7GUgtOKqJJYxraW8lfMQ042gTqtgQ6PLLq8S7rNNGndL7Rq15U+RRhhM4hXOgcAVNuIMWtIHDGJ7hFd6c1Hlx3p2PRWvJKWaO4Q+czx95fI96</latexit>

Xt�1
<latexit sha1_base64="5JlLl0ipgbqpJ0xxZkKDmJ1zWkg=">AAAB73icbVBNS8NAEJ34WetX1aOXxSJ4sSSloMeiF48VrCm0oWy2m3bpZhN2J0IJ/RFePCiIV/+ON/+N2zYHbX0w8Hhvhpl5YSqFQdf9dtbWNza3tks75d29/YPDytHxo0kyzXibJTLRnZAaLoXibRQoeSfVnMah5H44vp35/hPXRiTqAScpD2I6VCISjKKV/E4/x8v6tF+pujV3DrJKvIJUoUCrX/nqDRKWxVwhk9SYruemGORUo2CST8u9zPCUsjEd8q6lisbcBPn83Ck5t8qARIm2pZDM1d8TOY2NmcSh7YwpjsyyNxP/87oZRtdBLlSaIVdssSjKJMGEzH4nA6E5QzmxhDIt7K2EjaimDG1CZRuCt/zyKvHrNa9R87z7RrV5U+RRglM4gwvw4AqacActaAODMTzDK7w5qfPivDsfi9Y1p5g5gT9wPn8AewKPew==</latexit>

Xt�2

All samples arrived till time t-1, 
and the new sample at time t

<latexit sha1_base64="RinynAQOHPUrpNlNzepYgufiXqY=">AAAB7HicbVA9SwNBEJ2LXzF+RS1tFoNgFe5E0DJoYxnBmEByhL3NXrJkd+/YnRNCyF+wsVAQW3+Qnf/GveQKTXww8Hhvhpl5USqFRd//9kpr6xubW+Xtys7u3v5B9fDo0SaZYbzFEpmYTkQtl0LzFgqUvJMaTlUkeTsa3+Z++4kbKxL9gJOUh4oOtYgFo5hLnT6SfrXm1/05yCoJClKDAs1+9as3SFimuEYmqbXdwE8xnFKDgkk+q/Qyy1PKxnTIu45qqrgNp/NbZ+TMKQMSJ8aVRjJXf09MqbJ2oiLXqSiO7LKXi/953Qzj63AqdJoh12yxKM4kwYTkj5OBMJyhnDhCmRHuVsJG1FCGLp6KCyFYfnmVtC/qwWU9CO4va42bIo8ynMApnEMAV9CAO2hCCxiM4Ble4c1T3ov37n0sWkteMXMMf+B9/gAuBY4m</latexit>

Xt



Problem Statement
At each time t = 1,2,…, given a vector                as input, output an anomaly score

is sampled independently from an unknown distribution                from a known set 

<latexit sha1_base64="PLOXAm0eyBNoG4mse4RvTwqCPXA=">AAAB/HicbVDLSsNAFL2pr1pfsS7dDBbBVUlE0GXRjcv6qC00IUymk3boZBJmJmIJ+RU3LhTErR/izr9x2mahrQcGDufcyz1zwpQzpR3n26qsrK6tb1Q3a1vbO7t79n79QSWZJLRDEp7IXogV5UzQjmaa014qKY5DTrvh+Grqdx+pVCwR93qSUj/GQ8EiRrA2UmDX7wKNPCaQF2M9CsP8tgjshtN0ZkDLxC1JA0q0A/vLGyQki6nQhGOl+q6Taj/HUjPCaVHzMkVTTMZ4SPuGChxT5eez7AU6NsoARYk0T2g0U39v5DhWahKHZnKaUC16U/E/r5/p6MLPmUgzTQWZH4oyjnSCpkWgAZOUaD4xBBPJTFZERlhiok1dNVOCu/jlZdI9bbpnTde9OWu0Lss+qnAIR3ACLpxDC66hDR0g8ATP8ApvVmG9WO/Wx3y0YpU7B/AH1ucPDa2URQ==</latexit>

St 2 R
<latexit sha1_base64="5Av/ZUsn2sXVON1eOhv2+s2A7r0=">AAAB/nicbVDLSsNAFL2pr1pf9bFzM1gEVyWRgi6LblxWsbbQxDCZTNqhk0mYmQg1FH/FjQsFcet3uPNvnLZZaOuBgcM593LPnCDlTGnb/rZKS8srq2vl9crG5tb2TnV3704lmSS0TRKeyG6AFeVM0LZmmtNuKimOA047wfBy4nceqFQsEbd6lFIvxn3BIkawNpJfPej6GrlMIDfGehAE+c34PvSrNbtuT4EWiVOQGhRo+dUvN0xIFlOhCcdK9Rw71V6OpWaE03HFzRRNMRniPu0ZKnBMlZdP04/RsVFCFCXSPKHRVP29keNYqVEcmMlJRjXvTcT/vF6mo3MvZyLNNBVkdijKONIJmlSBQiYp0XxkCCaSmayIDLDERJvCKqYEZ/7Li6RzWncadce5btSaF0UfZTiEIzgBB86gCVfQgjYQeIRneIU368l6sd6tj9loySp29uEPrM8flISVIA==</latexit>

Xt 2 Rd

<latexit sha1_base64="J24TQHU4cp+fNM1ZLg2Baaz7glo=">AAACAXicdZDLSsNAFIYn9VbrLerChZvBIrgKSQxt3RV14bKCtYUmhMl00g6dXJiZCCVk46u4caEgbn0Ld76Nk7aCiv4w8POdc5hz/iBlVEjT/NAqS8srq2vV9drG5tb2jr67dyuSjGPSxQlLeD9AgjAak66kkpF+ygmKAkZ6weSirPfuCBc0iW/kNCVehEYxDSlGUiFfP+j7ErqCRtCNkBxjxPLLQiFfr5vGWathOw1oGqbZtGyrNHbTOXWgpUipOlio4+vv7jDBWURiiRkSYmCZqfRyxCXFjBQ1NxMkRXiCRmSgbIwiIrx8dkABjxUZwjDh6sUSzuj3iRxFQkyjQHWWW4rftRL+VRtkMmx5OY3TTJIYzz8KMwZlAss04JBygiWbKoMwp2pXiMeIIyxVZjUVwtel8H/Tsw3LMSzr2qm3zxd5VMEhOAInwAJN0AZXoAO6AIMCPIAn8Kzda4/ai/Y6b61oi5l98EPa2ycDhZaB</latexit>

Xt ⇠ Dt

Output higher score if the input sample 
is more anomalous

<latexit sha1_base64="RinynAQOHPUrpNlNzepYgufiXqY=">AAAB7HicbVA9SwNBEJ2LXzF+RS1tFoNgFe5E0DJoYxnBmEByhL3NXrJkd+/YnRNCyF+wsVAQW3+Qnf/GveQKTXww8Hhvhpl5USqFRd//9kpr6xubW+Xtys7u3v5B9fDo0SaZYbzFEpmYTkQtl0LzFgqUvJMaTlUkeTsa3+Z++4kbKxL9gJOUh4oOtYgFo5hLnT6SfrXm1/05yCoJClKDAs1+9as3SFimuEYmqbXdwE8xnFKDgkk+q/Qyy1PKxnTIu45qqrgNp/NbZ+TMKQMSJ8aVRjJXf09MqbJ2oiLXqSiO7LKXi/953Qzj63AqdJoh12yxKM4kwYTkj5OBMJyhnDhCmRHuVsJG1FCGLp6KCyFYfnmVtC/qwWU9CO4va42bIo8ynMApnEMAV9CAO2hCCxiM4Ble4c1T3ov37n0sWkteMXMMf+B9/gAuBY4m</latexit>

Xt

<latexit sha1_base64="xrVcu0CEH12ZzkAC0d/S4qiK2AY=">AAACB3icdZDNSsNAFIUn9a/Wv6hLEQaL4KokNbR1V1TEZQVrhSaEyXTSDp1MwsxEKKErN76KGxcK4tZXcOfbOGmrqOiBgcN372XuPUHCqFSW9W4U5uYXFpeKy6WV1bX1DXNz60rGqcCkjWMWi+sAScIoJ21FFSPXiSAoChjpBMOTvN65IULSmF+qUUK8CPU5DSlGSiPf3HUjpAYYsex07CvoUg6/yNnYN8tW5ahRqzo1aFUsq25X7dxU686hA21NcpXBTC3ffHN7MU4jwhVmSMqubSXKy5BQFDMyLrmpJAnCQ9QnXW05ioj0sskZY7ivSQ+GsdCPKzih3ycyFEk5igLdma8of9dy+Fetm6qw4WWUJ6kiHE8/ClMGVQzzTGCPCoIVG2mDsKB6V4gHSCCsdHIlHcLnpfB/06lWbKdi2xdOuXk8y6MIdsAeOAA2qIMmOAct0AYY3IJ78AiejDvjwXg2XqatBWM2sw1+yHj9AENcmXQ=</latexit>Dt 2 F <latexit sha1_base64="4twD3XZp30H9aFnlMhRVwS51hyc=">AAAB9HicbVBNS8NAFHypX7V+VT16WSyCp5JIQY9FQTxWsLbQhLLZvrZLN5uwuxFK6N/w4kFBvPpjvPlv3LQ5aOvAwjDzHm92wkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjRx2nimGbxSJW3ZBqFFxi23AjsJsopFEosBNObnK/84RK81g+mGmCQURHkg85o8ZKPvEjasaMiux21q/W3Lo7B1klXkFqUKDVr375g5ilEUrDBNW657mJCTKqDGcCZxU/1ZhQNqEj7FkqaYQ6yOaZZ+TMKgMyjJV90pC5+nsjo5HW0yi0k3lEvezl4n9eLzXDqyDjMkkNSrY4NEwFMTHJCyADrpAZMbWEMsVtVsLGVFFmbE0VW4K3/OVV0rmoe4265903as3roo8ynMApnIMHl9CEO2hBGxgk8Ayv8Oakzovz7nwsRktOsXMMf+B8/gBpBpG/</latexit>F

<latexit sha1_base64="/AZqobyfuKhsKzJLepyHGxfrh6E=">AAACAXicbVBNS8NAEN3Ur1q/oh48eFksQgUpiRQUQSh68VjR2kIbwma7aZduNmF3IpTQi3/FiwcF8eq/8Oa/cdvmoNUHA4/3ZpiZFySCa3CcL6uwsLi0vFJcLa2tb2xu2ds79zpOFWVNGotYtQOimeCSNYGDYO1EMRIFgrWC4dXEbz0wpXks72CUMC8ifclDTgkYybf3bn3A5xe4X+nCgAHx4Ri3fTjy7bJTdabAf4mbkzLK0fDtz24vpmnEJFBBtO64TgJeRhRwKti41E01Swgdkj7rGCpJxLSXTR8Y40Oj9HAYK1MS8FT9OZGRSOtRFJjOiMBAz3sT8T+vk0J45mVcJikwSWeLwlRgiPEkDdzjilEQI0MIVdzciumAKELBZFYyIbjzL/8lrZOqW6u67k2tXL/M8yiifXSAKshFp6iOrlEDNRFFY/SEXtCr9Wg9W2/W+6y1YOUzu+gXrI9v2nCVGw==</latexit>

St := g(✓t, Xt)

Model Class 
(Autoencoder, Isolation Forest)

Parameters
(Network Weights, Tree Splits) 

Anomaly Score

Statistical Problem Formulation

Time
tt-1t-2t-3

<latexit sha1_base64="5Av/ZUsn2sXVON1eOhv2+s2A7r0=">AAAB/nicbVDLSsNAFL2pr1pf9bFzM1gEVyWRgi6LblxWsbbQxDCZTNqhk0mYmQg1FH/FjQsFcet3uPNvnLZZaOuBgcM593LPnCDlTGnb/rZKS8srq2vl9crG5tb2TnV3704lmSS0TRKeyG6AFeVM0LZmmtNuKimOA047wfBy4nceqFQsEbd6lFIvxn3BIkawNpJfPej6GrlMIDfGehAE+c34PvSrNbtuT4EWiVOQGhRo+dUvN0xIFlOhCcdK9Rw71V6OpWaE03HFzRRNMRniPu0ZKnBMlZdP04/RsVFCFCXSPKHRVP29keNYqVEcmMlJRjXvTcT/vF6mo3MvZyLNNBVkdijKONIJmlSBQiYp0XxkCCaSmayIDLDERJvCKqYEZ/7Li6RzWncadce5btSaF0UfZTiEIzgBB86gCVfQgjYQeIRneIU368l6sd6tj9loySp29uEPrM8flISVIA==</latexit>

Xt 2 Rd
<latexit sha1_base64="G4axg16qklh68KCdMcGp3tQh8Hk=">AAAB73icbVDLSgNBEOyNrxhfUY9eBoPgxbAjAT0GvXiMYNxAsoTZyWwyZPbBTK8QlnyEFw8K4tXf8ebfOEn2oIkFDUVVN91dQaqkQdf9dkpr6xubW+Xtys7u3v5B9fDo0SSZ5qLNE5XoTsCMUDIWbZSoRCfVgkWBEl4wvp353pPQRibxA05S4UdsGMtQcoZW8jr9HC/otF+tuXV3DrJKaEFqUKDVr371BgnPIhEjV8yYLnVT9HOmUXIlppVeZkTK+JgNRdfSmEXC+Pn83Ck5s8qAhIm2FSOZq78nchYZM4kC2xkxHJllbyb+53UzDK/9XMZphiLmi0VhpggmZPY7GUgtOKqJJYxraW8lfMQ042gTqtgQ6PLLq8S7rNNGndL7Rq15U+RRhhM4hXOgcAVNuIMWtIHDGJ7hFd6c1Hlx3p2PRWvJKWaO4Q+czx95fI96</latexit>

Xt�1
<latexit sha1_base64="5JlLl0ipgbqpJ0xxZkKDmJ1zWkg=">AAAB73icbVBNS8NAEJ34WetX1aOXxSJ4sSSloMeiF48VrCm0oWy2m3bpZhN2J0IJ/RFePCiIV/+ON/+N2zYHbX0w8Hhvhpl5YSqFQdf9dtbWNza3tks75d29/YPDytHxo0kyzXibJTLRnZAaLoXibRQoeSfVnMah5H44vp35/hPXRiTqAScpD2I6VCISjKKV/E4/x8v6tF+pujV3DrJKvIJUoUCrX/nqDRKWxVwhk9SYruemGORUo2CST8u9zPCUsjEd8q6lisbcBPn83Ck5t8qARIm2pZDM1d8TOY2NmcSh7YwpjsyyNxP/87oZRtdBLlSaIVdssSjKJMGEzH4nA6E5QzmxhDIt7K2EjaimDG1CZRuCt/zyKvHrNa9R87z7RrV5U+RRglM4gwvw4AqacActaAODMTzDK7w5qfPivDsfi9Y1p5g5gT9wPn8AewKPew==</latexit>

Xt�2

All samples arrived till time t-1, 
and the new sample at time t

<latexit sha1_base64="RinynAQOHPUrpNlNzepYgufiXqY=">AAAB7HicbVA9SwNBEJ2LXzF+RS1tFoNgFe5E0DJoYxnBmEByhL3NXrJkd+/YnRNCyF+wsVAQW3+Qnf/GveQKTXww8Hhvhpl5USqFRd//9kpr6xubW+Xtys7u3v5B9fDo0SaZYbzFEpmYTkQtl0LzFgqUvJMaTlUkeTsa3+Z++4kbKxL9gJOUh4oOtYgFo5hLnT6SfrXm1/05yCoJClKDAs1+9as3SFimuEYmqbXdwE8xnFKDgkk+q/Qyy1PKxnTIu45qqrgNp/NbZ+TMKQMSJ8aVRjJXf09MqbJ2oiLXqSiO7LKXi/953Qzj63AqdJoh12yxKM4kwYTkj5OBMJyhnDhCmRHuVsJG1FCGLp6KCyFYfnmVtC/qwWU9CO4va42bIo8ynMApnEMAV9CAO2hCCxiM4Ble4c1T3ov37n0sWkteMXMMf+B9/gAuBY4m</latexit>

Xt



Notation Meaning

<latexit sha1_base64="RinynAQOHPUrpNlNzepYgufiXqY=">AAAB7HicbVA9SwNBEJ2LXzF+RS1tFoNgFe5E0DJoYxnBmEByhL3NXrJkd+/YnRNCyF+wsVAQW3+Qnf/GveQKTXww8Hhvhpl5USqFRd//9kpr6xubW+Xtys7u3v5B9fDo0SaZYbzFEpmYTkQtl0LzFgqUvJMaTlUkeTsa3+Z++4kbKxL9gJOUh4oOtYgFo5hLnT6SfrXm1/05yCoJClKDAs1+9as3SFimuEYmqbXdwE8xnFKDgkk+q/Qyy1PKxnTIu45qqrgNp/NbZ+TMKQMSJ8aVRjJXf09MqbJ2oiLXqSiO7LKXi/953Qzj63AqdJoh12yxKM4kwYTkj5OBMJyhnDhCmRHuVsJG1FCGLp6KCyFYfnmVtC/qwWU9CO4va42bIo8ynMApnEMAV9CAO2hCCxiM4Ble4c1T3ov37n0sWkteMXMMf+B9/gAuBY4m</latexit>

Xt

<latexit sha1_base64="P8OT46b/xQRtU379tYOZmcexqG0=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiF48V+gVtKJvtpF272YTdjVBC/4MXDwri1d/jzX/jts1BWx8MPN6bYWZekAiujet+O4WNza3tneJuaW//4PCofHzS1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHsummSboR3QkecgZNVZq95tjNHRQrrhVdwGyTrycVCBHY1D+6g9jlkYoDRNU657nJsbPqDKcCZyV+qnGhLIJHWHPUkkj1H62uHZGLqwyJGGsbElDFurviYxGWk+jwHZG1Iz1qjcX//N6qQlv/IzLJDUo2XJRmApiYjJ/nQy5QmbE1BLKFLe3EjamijJjAyrZELzVl9dJ56rq1aqe91Cr1G/zPIpwBudwCR5cQx3uoQEtYPAIz/AKb07svDjvzseyteDkM6fwB87nDwr2j0E=</latexit>

⇥
<latexit sha1_base64="jgpQDr9RRPU+UCB4SxeqpYgZDWA=">AAACJHicbVDLSgMxFM3UV62vUZdugkWoIGVGCkpXRTcuq7S20BlLJpNpQzMPkjtCGfovbvwVNy4UxYUbv8X0saitFxIO597LPed4ieAKLOvbyK2srq1v5DcLW9s7u3vm/sG9ilNJWZPGIpZtjygmeMSawEGwdiIZCT3BWt7getxvPTKpeBw1YJgwNyS9iAecEtBU16z2Sg71Yzib/Ke4ip1GnwHBDvCQKeyEBPqel92NHnzNxXNE1yxaZWtSeBnYM1BEs6p3zQ/Hj2kasgioIEp1bCsBNyMSOBVsVHBSxRJCB6THOhpGRAtws4nHET7RjI+DWOoXAZ6w8xsZCZUahp6eHCtUi70x+V+vk0Jw6WY8SlJgEZ0eClKBtddxYNjnklEQQw0IlVxrxbRPJKGgYy3oEOxFy8ugdV62K2Xbvq0Ua1ezPPLoCB2jErLRBaqhG1RHTUTRE3pBb+jdeDZejU/jazqaM2Y7h+hPGT+/hFSkCw==</latexit>

g(·, ·) : ⇥⇥ Rd ! R
<latexit sha1_base64="q53FOYrr5yQvW8EoqpEuaS3btn4=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBahgpRECnosevFYwdpCE8pmu22XbjZhdyKU0L/hxYOCePXHePPfuG1z0NYHA4/3ZpiZFyZSGHTdb6ewtr6xuVXcLu3s7u0flA+PHk2casZbLJax7oTUcCkUb6FAyTuJ5jQKJW+H49uZ337i2ohYPeAk4UFEh0oMBKNoJX9Y9XHEkV6QznmvXHFr7hxklXg5qUCOZq/85fdjlkZcIZPUmK7nJhhkVKNgkk9Lfmp4QtmYDnnXUkUjboJsfvOUnFmlTwaxtqWQzNXfExmNjJlEoe2MKI7MsjcT//O6KQ6ug0yoJEWu2GLRIJUEYzILgPSF5gzlxBLKtLC3EjaimjK0MZVsCN7yy6ukfVnz6jXPu69XGjd5HkU4gVOoggdX0IA7aEILGCTwDK/w5qTOi/PufCxaC04+cwx/4Hz+ADuokPk=</latexit>

g(✓, X)

The set of all possible parameters

A family of anomaly scoring functions

Anomaly score given by model     on input 
<latexit sha1_base64="OESDfhBIg+tb7+Gz0j9nhhZrMlg=">AAAB73icbVBNS8NAEN3Ur1q/qh69LBbBU0lE0GPRi8cK1hTaUDbbSbt0swm7E6GE/ggvHhTEq3/Hm//GTZuDtj4YeLw3w8y8MJXCoOt+O5W19Y3Nrep2bWd3b/+gfnj0aJJMc+jwRCa6GzIDUijooEAJ3VQDi0MJfji5LXz/CbQRiXrAaQpBzEZKRIIztJLfxzEgqw3qDbfpzkFXiVeSBinRHtS/+sOEZzEo5JIZ0/PcFIOcaRRcwqzWzwykjE/YCHqWKhaDCfL5uTN6ZpUhjRJtSyGdq78nchYbM41D2xkzHJtlrxD/83oZRtdBLlSaISi+WBRlkmJCi9/pUGjgKKeWMK6FvZXyMdOMo02oCMFbfnmV+BdN77LpefeXjdZNmUeVnJBTck48ckVa5I60SYdwMiHP5JW8Oanz4rw7H4vWilPOHJM/cD5/AHKpj3U=</latexit>

✓
<latexit sha1_base64="d0x/YZObwvdotF323HZpZG2ihRg=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiF49VrC20oWy2m3bpZhN2J0IJ/QdePCiIV3+RN/+NmzYHbX0w8Hhvhpl5QSKFQdf9dkpr6xubW+Xtys7u3v5B9fDo0cSpZrzNYhnrbkANl0LxNgqUvJtoTqNA8k4wucn9zhPXRsTqAacJ9yM6UiIUjKKV7ruVQbXm1t05yCrxClKDAq1B9as/jFkacYVMUmN6npugn1GNgkk+q/RTwxPKJnTEe5YqGnHjZ/NLZ+TMKkMSxtqWQjJXf09kNDJmGgW2M6I4NsteLv7n9VIMr/xMqCRFrthiUZhKgjHJ3yZDoTlDObWEMi3srYSNqaYMbTh5CN7yy6ukc1H3GnXPu2vUmtdFHmU4gVM4Bw8uoQm30II2MAjhGV7hzZk4L86787FoLTnFzDH8gfP5A4AojSk=</latexit>

X

Statistical Problem Formulation : Notations

<latexit sha1_base64="XYZLkdzzf4R8aVlO0vYhKSJm9+w=">AAAB83icbVBNS8NAFHypX7V+VT16WSyCp5JIQY9FQTxWsLbQhrLZbtqlm03YfRFK6M/w4kFBvPpnvPlv3LQ5aOvAwjDzHjtvgkQKg6777ZTW1jc2t8rblZ3dvf2D6uHRo4lTzXibxTLW3YAaLoXibRQoeTfRnEaB5J1gcpP7nSeujYjVA04T7kd0pEQoGEUr9foRxTGjMrudDao1t+7OQVaJV5AaFGgNql/9YczSiCtkkhrT89wE/YxqFEzyWaWfGp5QNqEj3rNU0YgbP5tHnpEzqwxJGGv7FJK5+nsjo5Ex0yiwk3lEs+zl4n9eL8Xwys+ESlLkii0+ClNJMCb5/WQoNGcop5ZQpoXNStiYasrQtlSxJXjLJ6+SzkXda9Q9775Ra14XfZThBE7hHDy4hCbcQQvawCCGZ3iFNwedF+fd+ViMlpxi5xj+wPn8ARINkZU=</latexit>F Family of probability distributions from which the each data point X is sampled from



Notation Meaning

<latexit sha1_base64="RinynAQOHPUrpNlNzepYgufiXqY=">AAAB7HicbVA9SwNBEJ2LXzF+RS1tFoNgFe5E0DJoYxnBmEByhL3NXrJkd+/YnRNCyF+wsVAQW3+Qnf/GveQKTXww8Hhvhpl5USqFRd//9kpr6xubW+Xtys7u3v5B9fDo0SaZYbzFEpmYTkQtl0LzFgqUvJMaTlUkeTsa3+Z++4kbKxL9gJOUh4oOtYgFo5hLnT6SfrXm1/05yCoJClKDAs1+9as3SFimuEYmqbXdwE8xnFKDgkk+q/Qyy1PKxnTIu45qqrgNp/NbZ+TMKQMSJ8aVRjJXf09MqbJ2oiLXqSiO7LKXi/953Qzj63AqdJoh12yxKM4kwYTkj5OBMJyhnDhCmRHuVsJG1FCGLp6KCyFYfnmVtC/qwWU9CO4va42bIo8ynMApnEMAV9CAO2hCCxiM4Ble4c1T3ov37n0sWkteMXMMf+B9/gAuBY4m</latexit>

Xt

<latexit sha1_base64="P8OT46b/xQRtU379tYOZmcexqG0=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiF48V+gVtKJvtpF272YTdjVBC/4MXDwri1d/jzX/jts1BWx8MPN6bYWZekAiujet+O4WNza3tneJuaW//4PCofHzS1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHsummSboR3QkecgZNVZq95tjNHRQrrhVdwGyTrycVCBHY1D+6g9jlkYoDRNU657nJsbPqDKcCZyV+qnGhLIJHWHPUkkj1H62uHZGLqwyJGGsbElDFurviYxGWk+jwHZG1Iz1qjcX//N6qQlv/IzLJDUo2XJRmApiYjJ/nQy5QmbE1BLKFLe3EjamijJjAyrZELzVl9dJ56rq1aqe91Cr1G/zPIpwBudwCR5cQx3uoQEtYPAIz/AKb07svDjvzseyteDkM6fwB87nDwr2j0E=</latexit>

⇥
<latexit sha1_base64="jgpQDr9RRPU+UCB4SxeqpYgZDWA=">AAACJHicbVDLSgMxFM3UV62vUZdugkWoIGVGCkpXRTcuq7S20BlLJpNpQzMPkjtCGfovbvwVNy4UxYUbv8X0saitFxIO597LPed4ieAKLOvbyK2srq1v5DcLW9s7u3vm/sG9ilNJWZPGIpZtjygmeMSawEGwdiIZCT3BWt7getxvPTKpeBw1YJgwNyS9iAecEtBU16z2Sg71Yzib/Ke4ip1GnwHBDvCQKeyEBPqel92NHnzNxXNE1yxaZWtSeBnYM1BEs6p3zQ/Hj2kasgioIEp1bCsBNyMSOBVsVHBSxRJCB6THOhpGRAtws4nHET7RjI+DWOoXAZ6w8xsZCZUahp6eHCtUi70x+V+vk0Jw6WY8SlJgEZ0eClKBtddxYNjnklEQQw0IlVxrxbRPJKGgYy3oEOxFy8ugdV62K2Xbvq0Ua1ezPPLoCB2jErLRBaqhG1RHTUTRE3pBb+jdeDZejU/jazqaM2Y7h+hPGT+/hFSkCw==</latexit>

g(·, ·) : ⇥⇥ Rd ! R
<latexit sha1_base64="q53FOYrr5yQvW8EoqpEuaS3btn4=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBahgpRECnosevFYwdpCE8pmu22XbjZhdyKU0L/hxYOCePXHePPfuG1z0NYHA4/3ZpiZFyZSGHTdb6ewtr6xuVXcLu3s7u0flA+PHk2casZbLJax7oTUcCkUb6FAyTuJ5jQKJW+H49uZ337i2ohYPeAk4UFEh0oMBKNoJX9Y9XHEkV6QznmvXHFr7hxklXg5qUCOZq/85fdjlkZcIZPUmK7nJhhkVKNgkk9Lfmp4QtmYDnnXUkUjboJsfvOUnFmlTwaxtqWQzNXfExmNjJlEoe2MKI7MsjcT//O6KQ6ug0yoJEWu2GLRIJUEYzILgPSF5gzlxBLKtLC3EjaimjK0MZVsCN7yy6ukfVnz6jXPu69XGjd5HkU4gVOoggdX0IA7aEILGCTwDK/w5qTOi/PufCxaC04+cwx/4Hz+ADuokPk=</latexit>

g(✓, X)

The set of all possible parameters

A family of anomaly scoring functions

Anomaly score given by model     on input 
<latexit sha1_base64="OESDfhBIg+tb7+Gz0j9nhhZrMlg=">AAAB73icbVBNS8NAEN3Ur1q/qh69LBbBU0lE0GPRi8cK1hTaUDbbSbt0swm7E6GE/ggvHhTEq3/Hm//GTZuDtj4YeLw3w8y8MJXCoOt+O5W19Y3Nrep2bWd3b/+gfnj0aJJMc+jwRCa6GzIDUijooEAJ3VQDi0MJfji5LXz/CbQRiXrAaQpBzEZKRIIztJLfxzEgqw3qDbfpzkFXiVeSBinRHtS/+sOEZzEo5JIZ0/PcFIOcaRRcwqzWzwykjE/YCHqWKhaDCfL5uTN6ZpUhjRJtSyGdq78nchYbM41D2xkzHJtlrxD/83oZRtdBLlSaISi+WBRlkmJCi9/pUGjgKKeWMK6FvZXyMdOMo02oCMFbfnmV+BdN77LpefeXjdZNmUeVnJBTck48ckVa5I60SYdwMiHP5JW8Oanz4rw7H4vWilPOHJM/cD5/AHKpj3U=</latexit>

✓
<latexit sha1_base64="d0x/YZObwvdotF323HZpZG2ihRg=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiF49VrC20oWy2m3bpZhN2J0IJ/QdePCiIV3+RN/+NmzYHbX0w8Hhvhpl5QSKFQdf9dkpr6xubW+Xtys7u3v5B9fDo0cSpZrzNYhnrbkANl0LxNgqUvJtoTqNA8k4wucn9zhPXRsTqAacJ9yM6UiIUjKKV7ruVQbXm1t05yCrxClKDAq1B9as/jFkacYVMUmN6npugn1GNgkk+q/RTwxPKJnTEe5YqGnHjZ/NLZ+TMKkMSxtqWQjJXf09kNDJmGgW2M6I4NsteLv7n9VIMr/xMqCRFrthiUZhKgjHJ3yZDoTlDObWEMi3srYSNqaYMbTh5CN7yy6ukc1H3GnXPu2vUmtdFHmU4gVM4Bw8uoQm30II2MAjhGV7hzZk4L86787FoLTnFzDH8gfP5A4AojSk=</latexit>

X

Encoder

Decoder

<latexit sha1_base64="d0x/YZObwvdotF323HZpZG2ihRg=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiF49VrC20oWy2m3bpZhN2J0IJ/QdePCiIV3+RN/+NmzYHbX0w8Hhvhpl5QSKFQdf9dkpr6xubW+Xtys7u3v5B9fDo0cSpZrzNYhnrbkANl0LxNgqUvJtoTqNA8k4wucn9zhPXRsTqAacJ9yM6UiIUjKKV7ruVQbXm1t05yCrxClKDAq1B9as/jFkacYVMUmN6npugn1GNgkk+q/RTwxPKJnTEe5YqGnHjZ/NLZ+TMKkMSxtqWQjJXf09kNDJmGgW2M6I4NsteLv7n9VIMr/xMqCRFrthiUZhKgjHJ3yZDoTlDObWEMi3srYSNqaYMbTh5CN7yy6ukc1H3GnXPu2vUmtdFHmU4gVM4Bw8uoQm30II2MAjhGV7hzZk4L86787FoLTnFzDH8gfP5A4AojSk=</latexit>

X

<latexit sha1_base64="oz5baVa6XTrRmGqL6ZQd4uwwmx8=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRS0GPRi8cK1hbSUDabbbt0sxt2J0oJ/RlePCiIV/+MN/+N2zYHbX0w8Hhvhpl5USq4Qc/7dkpr6xubW+Xtys7u3v5B9fDowahMU9amSijdjYhhgkvWRo6CdVPNSBIJ1onGNzO/88i04Ure4yRlYUKGkg84JWiloPfEYzYimHen/WrNq3tzuKvEL0gNCrT61a9erGiWMIlUEGMC30sxzIlGTgWbVnqZYSmhYzJkgaWSJMyE+fzkqXtmldgdKG1LojtXf0/kJDFmkkS2MyE4MsveTPzPCzIcXIU5l2mGTNLFokEmXFTu7H835ppRFBNLCNXc3urSEdGEok2pYkPwl19eJZ2Lut+o+/5do9a8LvIowwmcwjn4cAlNuIUWtIGCgmd4hTcHnRfn3flYtJacYuYY/sD5/AE//pGz</latexit>

bX

Example – Autoencoder as an anomaly scoring function
<latexit sha1_base64="P8OT46b/xQRtU379tYOZmcexqG0=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiF48V+gVtKJvtpF272YTdjVBC/4MXDwri1d/jzX/jts1BWx8MPN6bYWZekAiujet+O4WNza3tneJuaW//4PCofHzS1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHsummSboR3QkecgZNVZq95tjNHRQrrhVdwGyTrycVCBHY1D+6g9jlkYoDRNU657nJsbPqDKcCZyV+qnGhLIJHWHPUkkj1H62uHZGLqwyJGGsbElDFurviYxGWk+jwHZG1Iz1qjcX//N6qQlv/IzLJDUo2XJRmApiYjJ/nQy5QmbE1BLKFLe3EjamijJjAyrZELzVl9dJ56rq1aqe91Cr1G/zPIpwBudwCR5cQx3uoQEtYPAIz/AKb07svDjvzseyteDkM6fwB87nDwr2j0E=</latexit>

⇥ The set of all possible weights of a fixed architecture
<latexit sha1_base64="NETsH376JKNy45+mWM359DjzF7Y=">AAACD3icbVDLSgNBEJyN7/ha9ehlMAQiaNiVgCIIohePCsYsZEOYnXSSIbMPZnqVsOYLvPgrXjwoiFev3vwbJzEHTSxoKKq66e4KEik0Os6XlZuZnZtfWFzKL6+srq3bG5s3Ok4VhyqPZay8gGmQIoIqCpTgJQpYGEioBb3zoV+7BaVFHF1jP4FGyDqRaAvO0EhNu9gp+dgFZHvU26XHJ9S/px7dp/6daEGXYeYNjNS0C07ZGYFOE3dMCmSMy6b96bdinoYQIZdM67rrJNjImELBJQzyfqohYbzHOlA3NGIh6EY2emdAi0Zp0XasTEVIR+rviYyFWvfDwHSGDLt60huK/3n1FNtHjUxESYoQ8Z9F7VRSjOkwG9oSCjjKviGMK2FupbzLFONoEsybENzJl6dJ7aDsVsque1UpnJ6N81gk22SHlIhLDskpuSCXpEo4eSBP5IW8Wo/Ws/Vmvf+05qzxzBb5A+vjGy24miI=</latexit>

g(✓, X) := kX � bXk Reconstruction error is the anomaly score

Statistical Problem Formulation : Notations

<latexit sha1_base64="XYZLkdzzf4R8aVlO0vYhKSJm9+w=">AAAB83icbVBNS8NAFHypX7V+VT16WSyCp5JIQY9FQTxWsLbQhrLZbtqlm03YfRFK6M/w4kFBvPpnvPlv3LQ5aOvAwjDzHjtvgkQKg6777ZTW1jc2t8rblZ3dvf2D6uHRo4lTzXibxTLW3YAaLoXibRQoeTfRnEaB5J1gcpP7nSeujYjVA04T7kd0pEQoGEUr9foRxTGjMrudDao1t+7OQVaJV5AaFGgNql/9YczSiCtkkhrT89wE/YxqFEzyWaWfGp5QNqEj3rNU0YgbP5tHnpEzqwxJGGv7FJK5+nsjo5Ex0yiwk3lEs+zl4n9eL8Xwys+ESlLkii0+ClNJMCb5/WQoNGcop5ZQpoXNStiYasrQtlSxJXjLJ6+SzkXda9Q9775Ra14XfZThBE7hHDy4hCbcQQvawCCGZ3iFNwedF+fd+ViMlpxi5xj+wPn8ARINkZU=</latexit>F Family of probability distributions from which the each data point X is sampled from



Notation Meaning

<latexit sha1_base64="RinynAQOHPUrpNlNzepYgufiXqY=">AAAB7HicbVA9SwNBEJ2LXzF+RS1tFoNgFe5E0DJoYxnBmEByhL3NXrJkd+/YnRNCyF+wsVAQW3+Qnf/GveQKTXww8Hhvhpl5USqFRd//9kpr6xubW+Xtys7u3v5B9fDo0SaZYbzFEpmYTkQtl0LzFgqUvJMaTlUkeTsa3+Z++4kbKxL9gJOUh4oOtYgFo5hLnT6SfrXm1/05yCoJClKDAs1+9as3SFimuEYmqbXdwE8xnFKDgkk+q/Qyy1PKxnTIu45qqrgNp/NbZ+TMKQMSJ8aVRjJXf09MqbJ2oiLXqSiO7LKXi/953Qzj63AqdJoh12yxKM4kwYTkj5OBMJyhnDhCmRHuVsJG1FCGLp6KCyFYfnmVtC/qwWU9CO4va42bIo8ynMApnEMAV9CAO2hCCxiM4Ble4c1T3ov37n0sWkteMXMMf+B9/gAuBY4m</latexit>

Xt

<latexit sha1_base64="P8OT46b/xQRtU379tYOZmcexqG0=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiF48V+gVtKJvtpF272YTdjVBC/4MXDwri1d/jzX/jts1BWx8MPN6bYWZekAiujet+O4WNza3tneJuaW//4PCofHzS1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHsummSboR3QkecgZNVZq95tjNHRQrrhVdwGyTrycVCBHY1D+6g9jlkYoDRNU657nJsbPqDKcCZyV+qnGhLIJHWHPUkkj1H62uHZGLqwyJGGsbElDFurviYxGWk+jwHZG1Iz1qjcX//N6qQlv/IzLJDUo2XJRmApiYjJ/nQy5QmbE1BLKFLe3EjamijJjAyrZELzVl9dJ56rq1aqe91Cr1G/zPIpwBudwCR5cQx3uoQEtYPAIz/AKb07svDjvzseyteDkM6fwB87nDwr2j0E=</latexit>

⇥
<latexit sha1_base64="jgpQDr9RRPU+UCB4SxeqpYgZDWA=">AAACJHicbVDLSgMxFM3UV62vUZdugkWoIGVGCkpXRTcuq7S20BlLJpNpQzMPkjtCGfovbvwVNy4UxYUbv8X0saitFxIO597LPed4ieAKLOvbyK2srq1v5DcLW9s7u3vm/sG9ilNJWZPGIpZtjygmeMSawEGwdiIZCT3BWt7getxvPTKpeBw1YJgwNyS9iAecEtBU16z2Sg71Yzib/Ke4ip1GnwHBDvCQKeyEBPqel92NHnzNxXNE1yxaZWtSeBnYM1BEs6p3zQ/Hj2kasgioIEp1bCsBNyMSOBVsVHBSxRJCB6THOhpGRAtws4nHET7RjI+DWOoXAZ6w8xsZCZUahp6eHCtUi70x+V+vk0Jw6WY8SlJgEZ0eClKBtddxYNjnklEQQw0IlVxrxbRPJKGgYy3oEOxFy8ugdV62K2Xbvq0Ua1ezPPLoCB2jErLRBaqhG1RHTUTRE3pBb+jdeDZejU/jazqaM2Y7h+hPGT+/hFSkCw==</latexit>

g(·, ·) : ⇥⇥ Rd ! R
<latexit sha1_base64="q53FOYrr5yQvW8EoqpEuaS3btn4=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBahgpRECnosevFYwdpCE8pmu22XbjZhdyKU0L/hxYOCePXHePPfuG1z0NYHA4/3ZpiZFyZSGHTdb6ewtr6xuVXcLu3s7u0flA+PHk2casZbLJax7oTUcCkUb6FAyTuJ5jQKJW+H49uZ337i2ohYPeAk4UFEh0oMBKNoJX9Y9XHEkV6QznmvXHFr7hxklXg5qUCOZq/85fdjlkZcIZPUmK7nJhhkVKNgkk9Lfmp4QtmYDnnXUkUjboJsfvOUnFmlTwaxtqWQzNXfExmNjJlEoe2MKI7MsjcT//O6KQ6ug0yoJEWu2GLRIJUEYzILgPSF5gzlxBLKtLC3EjaimjK0MZVsCN7yy6ukfVnz6jXPu69XGjd5HkU4gVOoggdX0IA7aEILGCTwDK/w5qTOi/PufCxaC04+cwx/4Hz+ADuokPk=</latexit>

g(✓, X)

The set of all possible parameters

A family of anomaly scoring functions

Anomaly score given by model     on input 
<latexit sha1_base64="OESDfhBIg+tb7+Gz0j9nhhZrMlg=">AAAB73icbVBNS8NAEN3Ur1q/qh69LBbBU0lE0GPRi8cK1hTaUDbbSbt0swm7E6GE/ggvHhTEq3/Hm//GTZuDtj4YeLw3w8y8MJXCoOt+O5W19Y3Nrep2bWd3b/+gfnj0aJJMc+jwRCa6GzIDUijooEAJ3VQDi0MJfji5LXz/CbQRiXrAaQpBzEZKRIIztJLfxzEgqw3qDbfpzkFXiVeSBinRHtS/+sOEZzEo5JIZ0/PcFIOcaRRcwqzWzwykjE/YCHqWKhaDCfL5uTN6ZpUhjRJtSyGdq78nchYbM41D2xkzHJtlrxD/83oZRtdBLlSaISi+WBRlkmJCi9/pUGjgKKeWMK6FvZXyMdOMo02oCMFbfnmV+BdN77LpefeXjdZNmUeVnJBTck48ckVa5I60SYdwMiHP5JW8Oanz4rw7H4vWilPOHJM/cD5/AHKpj3U=</latexit>

✓
<latexit sha1_base64="d0x/YZObwvdotF323HZpZG2ihRg=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiF49VrC20oWy2m3bpZhN2J0IJ/QdePCiIV3+RN/+NmzYHbX0w8Hhvhpl5QSKFQdf9dkpr6xubW+Xtys7u3v5B9fDo0cSpZrzNYhnrbkANl0LxNgqUvJtoTqNA8k4wucn9zhPXRsTqAacJ9yM6UiIUjKKV7ruVQbXm1t05yCrxClKDAq1B9as/jFkacYVMUmN6npugn1GNgkk+q/RTwxPKJnTEe5YqGnHjZ/NLZ+TMKkMSxtqWQjJXf09kNDJmGgW2M6I4NsteLv7n9VIMr/xMqCRFrthiUZhKgjHJ3yZDoTlDObWEMi3srYSNqaYMbTh5CN7yy6ukc1H3GnXPu2vUmtdFHmU4gVM4Bw8uoQm30II2MAjhGV7hzZk4L86787FoLTnFzDH8gfP5A4AojSk=</latexit>

X

Encoder

Decoder

<latexit sha1_base64="d0x/YZObwvdotF323HZpZG2ihRg=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiF49VrC20oWy2m3bpZhN2J0IJ/QdePCiIV3+RN/+NmzYHbX0w8Hhvhpl5QSKFQdf9dkpr6xubW+Xtys7u3v5B9fDo0cSpZrzNYhnrbkANl0LxNgqUvJtoTqNA8k4wucn9zhPXRsTqAacJ9yM6UiIUjKKV7ruVQbXm1t05yCrxClKDAq1B9as/jFkacYVMUmN6npugn1GNgkk+q/RTwxPKJnTEe5YqGnHjZ/NLZ+TMKkMSxtqWQjJXf09kNDJmGgW2M6I4NsteLv7n9VIMr/xMqCRFrthiUZhKgjHJ3yZDoTlDObWEMi3srYSNqaYMbTh5CN7yy6ukc1H3GnXPu2vUmtdFHmU4gVM4Bw8uoQm30II2MAjhGV7hzZk4L86787FoLTnFzDH8gfP5A4AojSk=</latexit>

X

<latexit sha1_base64="oz5baVa6XTrRmGqL6ZQd4uwwmx8=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRS0GPRi8cK1hbSUDabbbt0sxt2J0oJ/RlePCiIV/+MN/+N2zYHbX0w8Hhvhpl5USq4Qc/7dkpr6xubW+Xtys7u3v5B9fDowahMU9amSijdjYhhgkvWRo6CdVPNSBIJ1onGNzO/88i04Ure4yRlYUKGkg84JWiloPfEYzYimHen/WrNq3tzuKvEL0gNCrT61a9erGiWMIlUEGMC30sxzIlGTgWbVnqZYSmhYzJkgaWSJMyE+fzkqXtmldgdKG1LojtXf0/kJDFmkkS2MyE4MsveTPzPCzIcXIU5l2mGTNLFokEmXFTu7H835ppRFBNLCNXc3urSEdGEok2pYkPwl19eJZ2Lut+o+/5do9a8LvIowwmcwjn4cAlNuIUWtIGCgmd4hTcHnRfn3flYtJacYuYY/sD5/AE//pGz</latexit>

bX

Example – Autoencoder as an anomaly scoring function
<latexit sha1_base64="P8OT46b/xQRtU379tYOZmcexqG0=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiF48V+gVtKJvtpF272YTdjVBC/4MXDwri1d/jzX/jts1BWx8MPN6bYWZekAiujet+O4WNza3tneJuaW//4PCofHzS1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHsummSboR3QkecgZNVZq95tjNHRQrrhVdwGyTrycVCBHY1D+6g9jlkYoDRNU657nJsbPqDKcCZyV+qnGhLIJHWHPUkkj1H62uHZGLqwyJGGsbElDFurviYxGWk+jwHZG1Iz1qjcX//N6qQlv/IzLJDUo2XJRmApiYjJ/nQy5QmbE1BLKFLe3EjamijJjAyrZELzVl9dJ56rq1aqe91Cr1G/zPIpwBudwCR5cQx3uoQEtYPAIz/AKb07svDjvzseyteDkM6fwB87nDwr2j0E=</latexit>

⇥ The set of all possible weights of a fixed architecture
<latexit sha1_base64="NETsH376JKNy45+mWM359DjzF7Y=">AAACD3icbVDLSgNBEJyN7/ha9ehlMAQiaNiVgCIIohePCsYsZEOYnXSSIbMPZnqVsOYLvPgrXjwoiFev3vwbJzEHTSxoKKq66e4KEik0Os6XlZuZnZtfWFzKL6+srq3bG5s3Ok4VhyqPZay8gGmQIoIqCpTgJQpYGEioBb3zoV+7BaVFHF1jP4FGyDqRaAvO0EhNu9gp+dgFZHvU26XHJ9S/px7dp/6daEGXYeYNjNS0C07ZGYFOE3dMCmSMy6b96bdinoYQIZdM67rrJNjImELBJQzyfqohYbzHOlA3NGIh6EY2emdAi0Zp0XasTEVIR+rviYyFWvfDwHSGDLt60huK/3n1FNtHjUxESYoQ8Z9F7VRSjOkwG9oSCjjKviGMK2FupbzLFONoEsybENzJl6dJ7aDsVsque1UpnJ6N81gk22SHlIhLDskpuSCXpEo4eSBP5IW8Wo/Ws/Vmvf+05qzxzBb5A+vjGy24miI=</latexit>

g(✓, X) := kX � bXk Reconstruction error is the anomaly score

Statistical Problem Formulation : Notations

<latexit sha1_base64="XYZLkdzzf4R8aVlO0vYhKSJm9+w=">AAAB83icbVBNS8NAFHypX7V+VT16WSyCp5JIQY9FQTxWsLbQhrLZbtqlm03YfRFK6M/w4kFBvPpnvPlv3LQ5aOvAwjDzHjtvgkQKg6777ZTW1jc2t8rblZ3dvf2D6uHRo4lTzXibxTLW3YAaLoXibRQoeTfRnEaB5J1gcpP7nSeujYjVA04T7kd0pEQoGEUr9foRxTGjMrudDao1t+7OQVaJV5AaFGgNql/9YczSiCtkkhrT89wE/YxqFEzyWaWfGp5QNqEj3rNU0YgbP5tHnpEzqwxJGGv7FJK5+nsjo5Ex0yiwk3lEs+zl4n9eL8Xwys+ESlLkii0+ClNJMCb5/WQoNGcop5ZQpoXNStiYasrQtlSxJXjLJ6+SzkXda9Q9775Ra14XfZThBE7hHDy4hCbcQQvawCCGZ3iFNwedF+fd+ViMlpxi5xj+wPn8ARINkZU=</latexit>F Family of probability distributions from which the each data point X is sampled from

Goal : Given g(. , .) and    , how to choose the parameter    at each time, in an online fashion 
<latexit sha1_base64="RQt//54cKz0CYuCKD2mS9wQiln0=">AAAB7nicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoMegF48RzAOSJcxOOsmY2ZllplcIS/7BiwcF8er3ePNvnCR70MSChqKqm+6uKJHCou9/e4W19Y3NreJ2aWd3b/+gfHjUtDo1HBpcS23aEbMghYIGCpTQTgywOJLQisa3M7/1BMYKrR5wkkAYs6ESA8EZOqnZxREg65UrftWfg66SICcVkqPeK391+5qnMSjkklnbCfwEw4wZFFzCtNRNLSSMj9kQOo4qFoMNs/m1U3rmlD4daONKIZ2rvycyFls7iSPXGTMc2WVvJv7ndVIcXIeZUEmKoPhi0SCVFDWdvU77wgBHOXGEcSPcrZSPmGEcXUAlF0Kw/PIqaV1Ug8tqENxfVmo3eR5FckJOyTkJyBWpkTtSJw3CySN5Jq/kzdPei/fufSxaC14+c0z+wPv8ATwWj2E=</latexit>

✓
<latexit sha1_base64="XYZLkdzzf4R8aVlO0vYhKSJm9+w=">AAAB83icbVBNS8NAFHypX7V+VT16WSyCp5JIQY9FQTxWsLbQhrLZbtqlm03YfRFK6M/w4kFBvPpnvPlv3LQ5aOvAwjDzHjtvgkQKg6777ZTW1jc2t8rblZ3dvf2D6uHRo4lTzXibxTLW3YAaLoXibRQoeTfRnEaB5J1gcpP7nSeujYjVA04T7kd0pEQoGEUr9foRxTGjMrudDao1t+7OQVaJV5AaFGgNql/9YczSiCtkkhrT89wE/YxqFEzyWaWfGp5QNqEj3rNU0YgbP5tHnpEzqwxJGGv7FJK5+nsjo5Ex0yiwk3lEs+zl4n9eL8Xwys+ESlLkii0+ClNJMCb5/WQoNGcop5ZQpoXNStiYasrQtlSxJXjLJ6+SzkXda9Q9775Ra14XfZThBE7hHDy4hCbcQQvawCCGZ3iFNwedF+fd+ViMlpxi5xj+wPn8ARINkZU=</latexit>F



Timett-1t-2t-3

Sequential Interaction with an adversary

Statistical Problem Formulation : Setup



Timett-1t-2t-3

At each time instant t,

1. The adversary picks a distribution
<latexit sha1_base64="Mbo3V4nHnF8OwPRwX3Vl+JvHNK0=">AAACB3icbVBNS8NAEN34WetX1KMIi0XwVBIp6LGoiMcK1haaUjbbTbt0swm7E6GEnLz4V7x4UBCv/gVv/hs3bRBtfTDweG+GmXl+LLgGx/myFhaXlldWS2vl9Y3NrW17Z/dOR4mirEkjEam2TzQTXLImcBCsHStGQl+wlj+6yP3WPVOaR/IWxjHrhmQgecApASP17AMvJDCkRKSXWQ+wxyX+Ua6ynl1xqs4EeJ64BamgAo2e/en1I5qETAIVROuO68TQTYkCTgXLyl6iWUzoiAxYx1BJQqa76eSNDB8ZpY+DSJmSgCfq74mUhFqPQ9905ifqWS8X//M6CQRn3ZTLOAEm6XRRkAgMEc4zwX2uGAUxNoRQxc2tmA6JIhRMcmUTgjv78jxpnVTdWtV1b2qV+nmRRwnto0N0jFx0iuroGjVQE1H0gJ7QC3q1Hq1n6816n7YuWMXMHvoD6+Mb4vyZMg==</latexit>Dt 2 F

Sequential Interaction with an adversary

Statistical Problem Formulation : Setup



Timett-1t-2t-3

At each time instant t,

1. The adversary picks a distribution                

2. The adversary then samples                   independently at random

<latexit sha1_base64="Mbo3V4nHnF8OwPRwX3Vl+JvHNK0=">AAACB3icbVBNS8NAEN34WetX1KMIi0XwVBIp6LGoiMcK1haaUjbbTbt0swm7E6GEnLz4V7x4UBCv/gVv/hs3bRBtfTDweG+GmXl+LLgGx/myFhaXlldWS2vl9Y3NrW17Z/dOR4mirEkjEam2TzQTXLImcBCsHStGQl+wlj+6yP3WPVOaR/IWxjHrhmQgecApASP17AMvJDCkRKSXWQ+wxyX+Ua6ynl1xqs4EeJ64BamgAo2e/en1I5qETAIVROuO68TQTYkCTgXLyl6iWUzoiAxYx1BJQqa76eSNDB8ZpY+DSJmSgCfq74mUhFqPQ9905ifqWS8X//M6CQRn3ZTLOAEm6XRRkAgMEc4zwX2uGAUxNoRQxc2tmA6JIhRMcmUTgjv78jxpnVTdWtV1b2qV+nmRRwnto0N0jFx0iuroGjVQE1H0gJ7QC3q1Hq1n6816n7YuWMXMHvoD6+Mb4vyZMg==</latexit>Dt 2 F
<latexit sha1_base64="S9Gry2qIMtMbs8QcfQFzu//RjXo=">AAACDHicbVA9SwNBEN2LXzF+nVraLAmCVbiTgJZBLSwjGBPIHWFvb5Is2ftgd04JR3ob/4qNhYLY+gPs/DduPgpNfDDweG+GmXlBKoVGx/m2Ciura+sbxc3S1vbO7p69f3Cnk0xxaPJEJqodMA1SxNBEgRLaqQIWBRJawfBy4rfuQWmRxLc4SsGPWD8WPcEZGqlrl70HEQIKGULeHneRelpE1IsYDjiT+ZWRunbFqTpT0GXizkmFzNHo2l9emPAsghi5ZFp3XCdFP2cKBZcwLnmZhpTxIetDx9CYRaD9fPrLmB4bJaS9RJmKkU7V3xM5i7QeRYHpnBypF72J+J/XybB37uciTjOEmM8W9TJJMaGTYGgoFHCUI0MYV8LcSvmAKcbRxFcyIbiLLy+T1mnVrVVd96ZWqV/M8yiSI1ImJ8QlZ6ROrkmDNAknj+SZvJI368l6sd6tj1lrwZrPHJI/sD5/AD5Im5w=</latexit>

eXt ⇠ Dt

Sequential Interaction with an adversary

Statistical Problem Formulation : Setup



Timett-1t-2t-3

At each time instant t,

1. The adversary picks a distribution                

2. The adversary then samples                   independently at random

3. The adversary chooses an arbitrary corruption

<latexit sha1_base64="Mbo3V4nHnF8OwPRwX3Vl+JvHNK0=">AAACB3icbVBNS8NAEN34WetX1KMIi0XwVBIp6LGoiMcK1haaUjbbTbt0swm7E6GEnLz4V7x4UBCv/gVv/hs3bRBtfTDweG+GmXl+LLgGx/myFhaXlldWS2vl9Y3NrW17Z/dOR4mirEkjEam2TzQTXLImcBCsHStGQl+wlj+6yP3WPVOaR/IWxjHrhmQgecApASP17AMvJDCkRKSXWQ+wxyX+Ua6ynl1xqs4EeJ64BamgAo2e/en1I5qETAIVROuO68TQTYkCTgXLyl6iWUzoiAxYx1BJQqa76eSNDB8ZpY+DSJmSgCfq74mUhFqPQ9905ifqWS8X//M6CQRn3ZTLOAEm6XRRkAgMEc4zwX2uGAUxNoRQxc2tmA6JIhRMcmUTgjv78jxpnVTdWtV1b2qV+nmRRwnto0N0jFx0iuroGjVQE1H0gJ7QC3q1Hq1n6816n7YuWMXMHvoD6+Mb4vyZMg==</latexit>Dt 2 F
<latexit sha1_base64="S9Gry2qIMtMbs8QcfQFzu//RjXo=">AAACDHicbVA9SwNBEN2LXzF+nVraLAmCVbiTgJZBLSwjGBPIHWFvb5Is2ftgd04JR3ob/4qNhYLY+gPs/DduPgpNfDDweG+GmXlBKoVGx/m2Ciura+sbxc3S1vbO7p69f3Cnk0xxaPJEJqodMA1SxNBEgRLaqQIWBRJawfBy4rfuQWmRxLc4SsGPWD8WPcEZGqlrl70HEQIKGULeHneRelpE1IsYDjiT+ZWRunbFqTpT0GXizkmFzNHo2l9emPAsghi5ZFp3XCdFP2cKBZcwLnmZhpTxIetDx9CYRaD9fPrLmB4bJaS9RJmKkU7V3xM5i7QeRYHpnBypF72J+J/XybB37uciTjOEmM8W9TJJMaGTYGgoFHCUI0MYV8LcSvmAKcbRxFcyIbiLLy+T1mnVrVVd96ZWqV/M8yiSI1ImJ8QlZ6ROrkmDNAknj+SZvJI368l6sd6tj1lrwZrPHJI/sD5/AD5Im5w=</latexit>

eXt ⇠ Dt
<latexit sha1_base64="Uajrh6gFQWFMfTE1EawTA0KrfGA=">AAAB63icbVBNS8NAEJ3Ur1q/oh69LBbBU0mkoMeiF48VrS20oWy2m3bpZhN2J0IJ/QlePCiIV/+QN/+N2zYHbX0w8Hhvhpl5YSqFQc/7dkpr6xubW+Xtys7u3v6Be3j0aJJMM95iiUx0J6SGS6F4CwVK3kk1p3EoeTsc38z89hPXRiTqAScpD2I6VCISjKKV7lkf+27Vq3lzkFXiF6QKBZp996s3SFgWc4VMUmO6vpdikFONgkk+rfQyw1PKxnTIu5YqGnMT5PNTp+TMKgMSJdqWQjJXf0/kNDZmEoe2M6Y4MsveTPzP62YYXQW5UGmGXLHFoiiTBBMy+5sMhOYM5cQSyrSwtxI2opoytOlUbAj+8surpH1R8+s137+rVxvXRR5lOIFTOAcfLqEBt9CEFjAYwjO8wpsjnRfn3flYtJacYuYY/sD5/AHoD44H</latexit>ct

Sequential Interaction with an adversary

Statistical Problem Formulation : Setup



Timett-1t-2t-3

At each time instant t,

1. The adversary picks a distribution                

2. The adversary then samples                   independently at random

3. The adversary chooses an arbitrary corruption 

4. Adversary reveals                              to the AD Algorithm

<latexit sha1_base64="Mbo3V4nHnF8OwPRwX3Vl+JvHNK0=">AAACB3icbVBNS8NAEN34WetX1KMIi0XwVBIp6LGoiMcK1haaUjbbTbt0swm7E6GEnLz4V7x4UBCv/gVv/hs3bRBtfTDweG+GmXl+LLgGx/myFhaXlldWS2vl9Y3NrW17Z/dOR4mirEkjEam2TzQTXLImcBCsHStGQl+wlj+6yP3WPVOaR/IWxjHrhmQgecApASP17AMvJDCkRKSXWQ+wxyX+Ua6ynl1xqs4EeJ64BamgAo2e/en1I5qETAIVROuO68TQTYkCTgXLyl6iWUzoiAxYx1BJQqa76eSNDB8ZpY+DSJmSgCfq74mUhFqPQ9905ifqWS8X//M6CQRn3ZTLOAEm6XRRkAgMEc4zwX2uGAUxNoRQxc2tmA6JIhRMcmUTgjv78jxpnVTdWtV1b2qV+nmRRwnto0N0jFx0iuroGjVQE1H0gJ7QC3q1Hq1n6816n7YuWMXMHvoD6+Mb4vyZMg==</latexit>Dt 2 F
<latexit sha1_base64="S9Gry2qIMtMbs8QcfQFzu//RjXo=">AAACDHicbVA9SwNBEN2LXzF+nVraLAmCVbiTgJZBLSwjGBPIHWFvb5Is2ftgd04JR3ob/4qNhYLY+gPs/DduPgpNfDDweG+GmXlBKoVGx/m2Ciura+sbxc3S1vbO7p69f3Cnk0xxaPJEJqodMA1SxNBEgRLaqQIWBRJawfBy4rfuQWmRxLc4SsGPWD8WPcEZGqlrl70HEQIKGULeHneRelpE1IsYDjiT+ZWRunbFqTpT0GXizkmFzNHo2l9emPAsghi5ZFp3XCdFP2cKBZcwLnmZhpTxIetDx9CYRaD9fPrLmB4bJaS9RJmKkU7V3xM5i7QeRYHpnBypF72J+J/XybB37uciTjOEmM8W9TJJMaGTYGgoFHCUI0MYV8LcSvmAKcbRxFcyIbiLLy+T1mnVrVVd96ZWqV/M8yiSI1ImJ8QlZ6ROrkmDNAknj+SZvJI368l6sd6tj1lrwZrPHJI/sD5/AD5Im5w=</latexit>

eXt ⇠ Dt

<latexit sha1_base64="l7JnitVkNTZRmWCfvvezhKHXE7U=">AAACBnicbVDLSgNBEJyNrxhfqx71MBgEQQi7ElAEIejFYwRjAklYZmc7yZDZBzO9Slhy8eKvePGgIF79Bm/+jZPHQRMLGoqqbrq7/EQKjY7zbeUWFpeWV/KrhbX1jc0te3vnTsep4lDjsYxVw2capIighgIlNBIFLPQl1P3+1civ34PSIo5ucZBAO2TdSHQEZ2gkz95veEjPL2jrQQSAQgaQNYZGOqbcQ88uOiVnDDpP3Ckpkimqnv3VCmKehhAhl0zrpusk2M6YQsElDAutVEPCeJ91oWloxELQ7Wz8xZAeGiWgnViZipCO1d8TGQu1HoS+6QwZ9vSsNxL/85opds7amYiSFCHik0WdVFKM6SgSGggFHOXAEMaVMLdS3mOKcTTBFUwI7uzL86R+UnLLJde9KRcrl9M88mSPHJAj4pJTUiHXpEpqhJNH8kxeyZv1ZL1Y79bHpDVnTWd2yR9Ynz91SZe5</latexit>

Xt := eXt + ct

<latexit sha1_base64="Uajrh6gFQWFMfTE1EawTA0KrfGA=">AAAB63icbVBNS8NAEJ3Ur1q/oh69LBbBU0mkoMeiF48VrS20oWy2m3bpZhN2J0IJ/QlePCiIV/+QN/+N2zYHbX0w8Hhvhpl5YSqFQc/7dkpr6xubW+Xtys7u3v6Be3j0aJJMM95iiUx0J6SGS6F4CwVK3kk1p3EoeTsc38z89hPXRiTqAScpD2I6VCISjKKV7lkf+27Vq3lzkFXiF6QKBZp996s3SFgWc4VMUmO6vpdikFONgkk+rfQyw1PKxnTIu5YqGnMT5PNTp+TMKgMSJdqWQjJXf0/kNDZmEoe2M6Y4MsveTPzP62YYXQW5UGmGXLHFoiiTBBMy+5sMhOYM5cQSyrSwtxI2opoytOlUbAj+8surpH1R8+s137+rVxvXRR5lOIFTOAcfLqEBt9CEFjAYwjO8wpsjnRfn3flYtJacYuYY/sD5/AHoD44H</latexit>ct

Sequential Interaction with an adversary

Statistical Problem Formulation : Setup



Timett-1t-2t-3

At each time instant t,

1. The adversary picks a distribution                

2. The adversary then samples                   independently at random

3. The adversary chooses an arbitrary corruption 

4. Adversary reveals                              to the AD Algorithm 

5. Subsequently, the AD algorithm depending on                   all inputs thus far,

a) Picks an action

b) Outputs anomaly score

<latexit sha1_base64="Mbo3V4nHnF8OwPRwX3Vl+JvHNK0=">AAACB3icbVBNS8NAEN34WetX1KMIi0XwVBIp6LGoiMcK1haaUjbbTbt0swm7E6GEnLz4V7x4UBCv/gVv/hs3bRBtfTDweG+GmXl+LLgGx/myFhaXlldWS2vl9Y3NrW17Z/dOR4mirEkjEam2TzQTXLImcBCsHStGQl+wlj+6yP3WPVOaR/IWxjHrhmQgecApASP17AMvJDCkRKSXWQ+wxyX+Ua6ynl1xqs4EeJ64BamgAo2e/en1I5qETAIVROuO68TQTYkCTgXLyl6iWUzoiAxYx1BJQqa76eSNDB8ZpY+DSJmSgCfq74mUhFqPQ9905ifqWS8X//M6CQRn3ZTLOAEm6XRRkAgMEc4zwX2uGAUxNoRQxc2tmA6JIhRMcmUTgjv78jxpnVTdWtV1b2qV+nmRRwnto0N0jFx0iuroGjVQE1H0gJ7QC3q1Hq1n6816n7YuWMXMHvoD6+Mb4vyZMg==</latexit>Dt 2 F
<latexit sha1_base64="S9Gry2qIMtMbs8QcfQFzu//RjXo=">AAACDHicbVA9SwNBEN2LXzF+nVraLAmCVbiTgJZBLSwjGBPIHWFvb5Is2ftgd04JR3ob/4qNhYLY+gPs/DduPgpNfDDweG+GmXlBKoVGx/m2Ciura+sbxc3S1vbO7p69f3Cnk0xxaPJEJqodMA1SxNBEgRLaqQIWBRJawfBy4rfuQWmRxLc4SsGPWD8WPcEZGqlrl70HEQIKGULeHneRelpE1IsYDjiT+ZWRunbFqTpT0GXizkmFzNHo2l9emPAsghi5ZFp3XCdFP2cKBZcwLnmZhpTxIetDx9CYRaD9fPrLmB4bJaS9RJmKkU7V3xM5i7QeRYHpnBypF72J+J/XybB37uciTjOEmM8W9TJJMaGTYGgoFHCUI0MYV8LcSvmAKcbRxFcyIbiLLy+T1mnVrVVd96ZWqV/M8yiSI1ImJ8QlZ6ROrkmDNAknj+SZvJI368l6sd6tj1lrwZrPHJI/sD5/AD5Im5w=</latexit>

eXt ⇠ Dt

<latexit sha1_base64="l7JnitVkNTZRmWCfvvezhKHXE7U=">AAACBnicbVDLSgNBEJyNrxhfqx71MBgEQQi7ElAEIejFYwRjAklYZmc7yZDZBzO9Slhy8eKvePGgIF79Bm/+jZPHQRMLGoqqbrq7/EQKjY7zbeUWFpeWV/KrhbX1jc0te3vnTsep4lDjsYxVw2capIighgIlNBIFLPQl1P3+1civ34PSIo5ucZBAO2TdSHQEZ2gkz95veEjPL2jrQQSAQgaQNYZGOqbcQ88uOiVnDDpP3Ckpkimqnv3VCmKehhAhl0zrpusk2M6YQsElDAutVEPCeJ91oWloxELQ7Wz8xZAeGiWgnViZipCO1d8TGQu1HoS+6QwZ9vSsNxL/85opds7amYiSFCHik0WdVFKM6SgSGggFHOXAEMaVMLdS3mOKcTTBFUwI7uzL86R+UnLLJde9KRcrl9M88mSPHJAj4pJTUiHXpEpqhJNH8kxeyZv1ZL1Y79bHpDVnTWd2yR9Ynz91SZe5</latexit>

Xt := eXt + ct

<latexit sha1_base64="Uajrh6gFQWFMfTE1EawTA0KrfGA=">AAAB63icbVBNS8NAEJ3Ur1q/oh69LBbBU0mkoMeiF48VrS20oWy2m3bpZhN2J0IJ/QlePCiIV/+QN/+N2zYHbX0w8Hhvhpl5YSqFQc/7dkpr6xubW+Xtys7u3v6Be3j0aJJMM95iiUx0J6SGS6F4CwVK3kk1p3EoeTsc38z89hPXRiTqAScpD2I6VCISjKKV7lkf+27Vq3lzkFXiF6QKBZp996s3SFgWc4VMUmO6vpdikFONgkk+rfQyw1PKxnTIu5YqGnMT5PNTp+TMKgMSJdqWQjJXf0/kNDZmEoe2M6Y4MsveTPzP62YYXQW5UGmGXLHFoiiTBBMy+5sMhOYM5cQSyrSwtxI2opoytOlUbAj+8surpH1R8+s137+rVxvXRR5lOIFTOAcfLqEBt9CEFjAYwjO8wpsjnRfn3flYtJacYuYY/sD5/AHoD44H</latexit>ct
<latexit sha1_base64="9+9IVhdyZOGJ7Qvbgycq7jVuSaM=">AAAB+nicbVBNS8NAEN34WetX1KOXxSLUS0mkoMeiF48VrC20IWy2k3bp5sPdSaGE/hMvHhTEq7/Em//GbZuDtj4YeLw3w8y8IJVCo+N8W2vrG5tb26Wd8u7e/sGhfXT8qJNMcWjxRCaqEzANUsTQQoESOqkCFgUS2sHodua3x6C0SOIHnKTgRWwQi1Bwhkbybbva8fWFn2vak/BEcerbFafmzEFXiVuQCinQ9O2vXj/hWQQxcsm07rpOil7OFAouYVruZRpSxkdsAF1DYxaB9vL55VN6bpQ+DRNlKkY6V39P5CzSehIFpjNiONTL3kz8z+tmGF57uYjTDCHmi0VhJikmdBYD7QsFHOXEEMaVMLdSPmSKcTRhlU0I7vLLq6R9WXPrNde9r1caN0UeJXJKzkiVuOSKNMgdaZIW4WRMnskrebNy68V6tz4WrWtWMXNC/sD6/AEOy5Mb</latexit>

(Xs)st
<latexit sha1_base64="E5pQbzPn60r0Zi0bvFktxniQcL8=">AAAB/XicbVBNS8NAEN3Ur1q/oj16WSyCp5JIQY9FLx4rtLbQhLLZbtqlm03YnQgh1L/ixYOCePV/ePPfuE1z0NYHA2/fm2FnXpAIrsFxvq3KxubW9k51t7a3f3B4ZB+fPOg4VZT1aCxiNQiIZoJL1gMOgg0SxUgUCNYPZrcLv//IlOax7EKWMD8iE8lDTgkYaWTXPZgyICPAHpfY6xYPu+E0nQJ4nbglaaASnZH95Y1jmkZMAhVE66HrJODnRAGngs1rXqpZQuiMTNjQUEkipv28WH6Oz40yxmGsTEnAhfp7IieR1lkUmM6IwFSvegvxP2+YQnjt51wmKTBJlx+FqcAQ40USeMwVoyAyQwhV3OyK6ZQoQsHkVTMhuKsnr5P+ZdNtNV33vtVo35R5VNEpOkMXyEVXqI3uUAf1EEUZekav6M16sl6sd+tj2Vqxypk6+gPr8wfK9pSs</latexit>

✓t 2 ⇥
<latexit sha1_base64="ORepPzqa6j0HycYVvonLQ6joy7U=">AAAB+nicbVBNS8NAEJ34WetX1KOXxSJUkJJIQY9FLx4rWFtoQ9hsN+3SzQe7k0IJ/SdePCiIV3+JN/+N2zYHbX0w8Hhvhpl5QSqFRsf5ttbWNza3tks75d29/YND++j4SSeZYrzFEpmoTkA1lyLmLRQoeSdVnEaB5O1gdDfz22OutEjiR5yk3IvoIBahYBSN5Nv2oNrDIUfq4yXp+Hjh2xWn5sxBVolbkAoUaPr2V6+fsCziMTJJte66TopeThUKJvm03Ms0Tykb0QHvGhrTiGsvn18+JedG6ZMwUaZiJHP190ROI60nUWA6I4pDvezNxP+8bobhjZeLOM2Qx2yxKMwkwYTMYiB9oThDOTGEMiXMrYQNqaIMTVhlE4K7/PIqaV/V3HrNdR/qlcZtkUcJTuEMquDCNTTgHprQAgZjeIZXeLNy68V6tz4WrWtWMXMCf2B9/gDczZL4</latexit>

g(✓t, Xt)

Sequential Interaction with an adversary

Statistical Problem Formulation : Setup



Statistical Problem Formulation - Objective

Anomaly Scores to be low for non-anomalous points and high for anomalous points



Statistical Problem Formulation - Objective

Which inputs are not anomalous ?

If no adversarial corruption, i.e.,                 => Sample is benign and not an anomaly
<latexit sha1_base64="UFYDYBzg18P1r8L8HUiOrWQvyh4=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoBeh6MVjBWsKbSib7aZdutmE3YlQQn+EFw8K4tW/481/47bNQVsfDDzem2FmXphKYdB1v53S2vrG5lZ5u7Kzu7d/UD08ejRJphlvs0QmuhNSw6VQvI0CJe+kmtM4lNwPx7cz33/i2ohEPeAk5UFMh0pEglG0ks/6SK6J26/W3Lo7B1klXkFqUKDVr371BgnLYq6QSWpM13NTDHKqUTDJp5VeZnhK2ZgOeddSRWNugnx+7pScWWVAokTbUkjm6u+JnMbGTOLQdsYUR2bZm4n/ed0Mo6sgFyrNkCu2WBRlkmBCZr+TgdCcoZxYQpkW9lbCRlRThjahig3BW355lfgXda9R97z7Rq15U+RRhhM4hXPw4BKacActaAODMTzDK7w5qfPivDsfi9aSU8wcwx84nz+IkI7c</latexit>

ct = 0

Anomaly Scores to be low for non-anomalous points and high for anomalous points



Statistical Problem Formulation - Objective

Which inputs are not anomalous ?

If no adversarial corruption, i.e.,                 => Sample is benign and not an anomaly
<latexit sha1_base64="UFYDYBzg18P1r8L8HUiOrWQvyh4=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoBeh6MVjBWsKbSib7aZdutmE3YlQQn+EFw8K4tW/481/47bNQVsfDDzem2FmXphKYdB1v53S2vrG5lZ5u7Kzu7d/UD08ejRJphlvs0QmuhNSw6VQvI0CJe+kmtM4lNwPx7cz33/i2ohEPeAk5UFMh0pEglG0ks/6SK6J26/W3Lo7B1klXkFqUKDVr371BgnLYq6QSWpM13NTDHKqUTDJp5VeZnhK2ZgOeddSRWNugnx+7pScWWVAokTbUkjm6u+JnMbGTOLQdsYUR2bZm4n/ed0Mo6sgFyrNkCu2WBRlkmBCZr+TgdCcoZxYQpkW9lbCRlRThjahig3BW355lfgXda9R97z7Rq15U+RRhhM4hXPw4BKacActaAODMTzDK7w5qfPivDsfi9aSU8wcwx84nz+IkI7c</latexit>

ct = 0

Anomaly Scores to be low for non-anomalous points and high for anomalous points

Desired Output on non-anomalous points ?

Score point        with parameters      ”close” to some 
<latexit sha1_base64="NX/suYiVybWHipSxo5pV9VP7xL8=">AAAB63icbVBNS8NAEJ3Ur1q/oh69LBbBU0mkoMeiF48VrS20oWy2m3bpZhN2J0IJ/QlePCiIV/+QN/+N2zYHbX0w8Hhvhpl5YSqFQc/7dkpr6xubW+Xtys7u3v6Be3j0aJJMM95iiUx0J6SGS6F4CwVK3kk1p3EoeTsc38z89hPXRiTqAScpD2I6VCISjKKV7jt97LtVr+bNQVaJX5AqFGj23a/eIGFZzBUySY3p+l6KQU41Cib5tNLLDE8pG9Mh71qqaMxNkM9PnZIzqwxIlGhbCslc/T2R09iYSRzazpjiyCx7M/E/r5thdBXkQqUZcsUWi6JMEkzI7G8yEJozlBNLKNPC3krYiGrK0KZTsSH4yy+vkvZFza/XfP+uXm1cF3mU4QRO4Rx8uIQG3EITWsBgCM/wCm+OdF6cd+dj0Vpyiplj+APn8wfXQo38</latexit>

Xt
<latexit sha1_base64="I6pQuC5wT9M3ou1KLkuj/Uqlk5o=">AAAB8HicbVDLSgNBEOyNrxhfUY9eBoPgKexKQI9BLx4jGBNIljA76U2GzD6c6RVCyE948aAgXv0cb/6Nk2QPmljQUFR1090VpEoact1vp7C2vrG5Vdwu7ezu7R+UD48eTJJpgU2RqES3A25QyRibJElhO9XIo0BhKxjdzPzWE2ojk/iexin6ER/EMpSCk5XaXRoi8R71yhW36s7BVomXkwrkaPTKX91+IrIIYxKKG9Px3JT8CdckhcJpqZsZTLkY8QF2LI15hMafzO+dsjOr9FmYaFsxsbn6e2LCI2PGUWA7I05Ds+zNxP+8TkbhlT+RcZoRxmKxKMwUo4TNnmd9qVGQGlvChZb2ViaGXHNBNqKSDcFbfnmVtC6qXq3qeXe1Sv06z6MIJ3AK5+DBJdThFhrQBAEKnuEV3pxH58V5dz4WrQUnnzmGP3A+fwDL55BI</latexit>

✓t
<latexit sha1_base64="VNQvzFX+30nGIZIA5hw/EWosl4I="></latexit>

argmin
✓2⇥

EX⇠Dt [g(✓, X)]



Statistical Problem Formulation - Objective

Which inputs are not anomalous ?

If no adversarial corruption, i.e.,                 => Sample is benign and not an anomaly
<latexit sha1_base64="UFYDYBzg18P1r8L8HUiOrWQvyh4=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoBeh6MVjBWsKbSib7aZdutmE3YlQQn+EFw8K4tW/481/47bNQVsfDDzem2FmXphKYdB1v53S2vrG5lZ5u7Kzu7d/UD08ejRJphlvs0QmuhNSw6VQvI0CJe+kmtM4lNwPx7cz33/i2ohEPeAk5UFMh0pEglG0ks/6SK6J26/W3Lo7B1klXkFqUKDVr371BgnLYq6QSWpM13NTDHKqUTDJp5VeZnhK2ZgOeddSRWNugnx+7pScWWVAokTbUkjm6u+JnMbGTOLQdsYUR2bZm4n/ed0Mo6sgFyrNkCu2WBRlkmBCZr+TgdCcoZxYQpkW9lbCRlRThjahig3BW355lfgXda9R97z7Rq15U+RRhhM4hXPw4BKacActaAODMTzDK7w5qfPivDsfi9aSU8wcwx84nz+IkI7c</latexit>

ct = 0

Anomaly Scores to be low for non-anomalous points and high for anomalous points

Desired Output on non-anomalous points ?

Score point        with parameters      ”close” to some 
<latexit sha1_base64="NX/suYiVybWHipSxo5pV9VP7xL8=">AAAB63icbVBNS8NAEJ3Ur1q/oh69LBbBU0mkoMeiF48VrS20oWy2m3bpZhN2J0IJ/QlePCiIV/+QN/+N2zYHbX0w8Hhvhpl5YSqFQc/7dkpr6xubW+Xtys7u3v6Be3j0aJJMM95iiUx0J6SGS6F4CwVK3kk1p3EoeTsc38z89hPXRiTqAScpD2I6VCISjKKV7jt97LtVr+bNQVaJX5AqFGj23a/eIGFZzBUySY3p+l6KQU41Cib5tNLLDE8pG9Mh71qqaMxNkM9PnZIzqwxIlGhbCslc/T2R09iYSRzazpjiyCx7M/E/r5thdBXkQqUZcsUWi6JMEkzI7G8yEJozlBNLKNPC3krYiGrK0KZTsSH4yy+vkvZFza/XfP+uXm1cF3mU4QRO4Rx8uIQG3EITWsBgCM/wCm+OdF6cd+dj0Vpyiplj+APn8wfXQo38</latexit>

Xt
<latexit sha1_base64="I6pQuC5wT9M3ou1KLkuj/Uqlk5o=">AAAB8HicbVDLSgNBEOyNrxhfUY9eBoPgKexKQI9BLx4jGBNIljA76U2GzD6c6RVCyE948aAgXv0cb/6Nk2QPmljQUFR1090VpEoact1vp7C2vrG5Vdwu7ezu7R+UD48eTJJpgU2RqES3A25QyRibJElhO9XIo0BhKxjdzPzWE2ojk/iexin6ER/EMpSCk5XaXRoi8R71yhW36s7BVomXkwrkaPTKX91+IrIIYxKKG9Px3JT8CdckhcJpqZsZTLkY8QF2LI15hMafzO+dsjOr9FmYaFsxsbn6e2LCI2PGUWA7I05Ds+zNxP+8TkbhlT+RcZoRxmKxKMwUo4TNnmd9qVGQGlvChZb2ViaGXHNBNqKSDcFbfnmVtC6qXq3qeXe1Sv06z6MIJ3AK5+DBJdThFhrQBAEKnuEV3pxH58V5dz4WrQUnnzmGP3A+fwDL55BI</latexit>

✓t
<latexit sha1_base64="VNQvzFX+30nGIZIA5hw/EWosl4I="></latexit>

argmin
✓2⇥

EX⇠Dt [g(✓, X)]

Closeness measured by                                           , a loss function. 

measures difference between functions                 and

<latexit sha1_base64="YsY4YJr3qEr1rbK9QOoLTCCglUE="></latexit>

L(·, ·) : ⇥⇥⇥ ! R+
<latexit sha1_base64="mUxAxhv1Go0YRQmUwvk9jxKYuD8=">AAACCXicbZDLSsNAFIYn9VbrLerShYNFqCAlKQVdFt24cFHB2kITwmQ6aYdOLsycCCV06cZXceNCQdz6Bu58GydtFlr9YeDjP+cw5/x+IrgCy/oySkvLK6tr5fXKxubW9o65u3en4lRS1qGxiGXPJ4oJHrEOcBCsl0hGQl+wrj++zOvdeyYVj6NbmCTMDckw4gGnBLTlmYdOSGBEiciupzUHRgyIZ5/ighonnlm16tZM+C/YBVRRobZnfjqDmKYhi4AKolTfthJwMyKBU8GmFSdVLCF0TIasrzEiIVNuNjtkio+1M8BBLPWLAM/cnxMZCZWahL7uzNdWi7Xc/K/WTyE4dzMeJSmwiM4/ClKBIcZ5KnjAJaMgJhoIlVzviumISEJBZ1fRIdiLJ/+FbqNuN+u2fdOsti6KPMroAB2hGrLRGWqhK9RGHUTRA3pCL+jVeDSejTfjfd5aMoqZffRLxsc3KPyZNg==</latexit>

L(✓1, ✓2)

Performance Measure

<latexit sha1_base64="y40ObPdibqdK+PGH7/xM3juocak=">AAAB/HicbVBNS8NAEN3Ur1q/Yj16WSxCBSmJFPRY9OKxgrWFJoTNZtsu3WTD7kQsoX/FiwcF8eoP8ea/cdvmoK0PBh7vzTAzL0wF1+A431ZpbX1jc6u8XdnZ3ds/sA+rD1pmirIOlUKqXkg0EzxhHeAgWC9VjMShYN1wfDPzu49MaS6Te5ikzI/JMOEDTgkYKbCrw7oHIwYkcM+xRyMJZ4FdcxrOHHiVuAWpoQLtwP7yIkmzmCVABdG67zop+DlRwKlg04qXaZYSOiZD1jc0ITHTfj6/fYpPjRLhgVSmEsBz9fdETmKtJ3FoOmMCI73szcT/vH4Ggys/50maAUvoYtEgExgkngWBI64YBTExhFDFza2YjogiFExcFROCu/zyKuleNNxmw3XvmrXWdZFHGR2jE1RHLrpELXSL2qiDKHpCz+gVvVlT68V6tz4WrSWrmDlCf2B9/gAX7ZOk</latexit>

g(✓1, ·)
<latexit sha1_base64="JI+eXU8GlO/3TpNBRIroBkrebng=">AAAB/HicbVBNS8NAEN34WetXrEcvi0WoICUpBT0WvXisYG2hCWGz2bZLN9mwOxFL6F/x4kFBvPpDvPlv3LY5aOuDgcd7M8zMC1PBNTjOt7W2vrG5tV3aKe/u7R8c2keVBy0zRVmHSiFVLySaCZ6wDnAQrJcqRuJQsG44vpn53UemNJfJPUxS5sdkmPABpwSMFNiVYc2DEQMSNC6wRyMJ54FdderOHHiVuAWpogLtwP7yIkmzmCVABdG67zop+DlRwKlg07KXaZYSOiZD1jc0ITHTfj6/fYrPjBLhgVSmEsBz9fdETmKtJ3FoOmMCI73szcT/vH4Ggys/50maAUvoYtEgExgkngWBI64YBTExhFDFza2YjogiFExcZROCu/zyKuk26m6z7rp3zWrrusijhE7QKaohF12iFrpFbdRBFD2hZ/SK3qyp9WK9Wx+L1jWrmDlGf2B9/gAZepOl</latexit>

g(✓2, ·)



Statistical Problem Formulation - Objective

Which inputs are not anomalous ?

If no adversarial corruption, i.e.,                 => Sample is benign and not an anomaly
<latexit sha1_base64="UFYDYBzg18P1r8L8HUiOrWQvyh4=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoBeh6MVjBWsKbSib7aZdutmE3YlQQn+EFw8K4tW/481/47bNQVsfDDzem2FmXphKYdB1v53S2vrG5lZ5u7Kzu7d/UD08ejRJphlvs0QmuhNSw6VQvI0CJe+kmtM4lNwPx7cz33/i2ohEPeAk5UFMh0pEglG0ks/6SK6J26/W3Lo7B1klXkFqUKDVr371BgnLYq6QSWpM13NTDHKqUTDJp5VeZnhK2ZgOeddSRWNugnx+7pScWWVAokTbUkjm6u+JnMbGTOLQdsYUR2bZm4n/ed0Mo6sgFyrNkCu2WBRlkmBCZr+TgdCcoZxYQpkW9lbCRlRThjahig3BW355lfgXda9R97z7Rq15U+RRhhM4hXPw4BKacActaAODMTzDK7w5qfPivDsfi9aSU8wcwx84nz+IkI7c</latexit>

ct = 0

Anomaly Scores to be low for non-anomalous points and high for anomalous points

Desired Output on non-anomalous points ?

Score point        with parameters      ”close” to some 
<latexit sha1_base64="NX/suYiVybWHipSxo5pV9VP7xL8=">AAAB63icbVBNS8NAEJ3Ur1q/oh69LBbBU0mkoMeiF48VrS20oWy2m3bpZhN2J0IJ/QlePCiIV/+QN/+N2zYHbX0w8Hhvhpl5YSqFQc/7dkpr6xubW+Xtys7u3v6Be3j0aJJMM95iiUx0J6SGS6F4CwVK3kk1p3EoeTsc38z89hPXRiTqAScpD2I6VCISjKKV7jt97LtVr+bNQVaJX5AqFGj23a/eIGFZzBUySY3p+l6KQU41Cib5tNLLDE8pG9Mh71qqaMxNkM9PnZIzqwxIlGhbCslc/T2R09iYSRzazpjiyCx7M/E/r5thdBXkQqUZcsUWi6JMEkzI7G8yEJozlBNLKNPC3krYiGrK0KZTsSH4yy+vkvZFza/XfP+uXm1cF3mU4QRO4Rx8uIQG3EITWsBgCM/wCm+OdF6cd+dj0Vpyiplj+APn8wfXQo38</latexit>

Xt
<latexit sha1_base64="I6pQuC5wT9M3ou1KLkuj/Uqlk5o=">AAAB8HicbVDLSgNBEOyNrxhfUY9eBoPgKexKQI9BLx4jGBNIljA76U2GzD6c6RVCyE948aAgXv0cb/6Nk2QPmljQUFR1090VpEoact1vp7C2vrG5Vdwu7ezu7R+UD48eTJJpgU2RqES3A25QyRibJElhO9XIo0BhKxjdzPzWE2ojk/iexin6ER/EMpSCk5XaXRoi8R71yhW36s7BVomXkwrkaPTKX91+IrIIYxKKG9Px3JT8CdckhcJpqZsZTLkY8QF2LI15hMafzO+dsjOr9FmYaFsxsbn6e2LCI2PGUWA7I05Ds+zNxP+8TkbhlT+RcZoRxmKxKMwUo4TNnmd9qVGQGlvChZb2ViaGXHNBNqKSDcFbfnmVtC6qXq3qeXe1Sv06z6MIJ3AK5+DBJdThFhrQBAEKnuEV3pxH58V5dz4WrQUnnzmGP3A+fwDL55BI</latexit>

✓t
<latexit sha1_base64="VNQvzFX+30nGIZIA5hw/EWosl4I="></latexit>

argmin
✓2⇥

EX⇠Dt [g(✓, X)]

Closeness measured by                                           , a loss function. 

measures difference between functions                 and

<latexit sha1_base64="YsY4YJr3qEr1rbK9QOoLTCCglUE="></latexit>

L(·, ·) : ⇥⇥⇥ ! R+
<latexit sha1_base64="mUxAxhv1Go0YRQmUwvk9jxKYuD8=">AAACCXicbZDLSsNAFIYn9VbrLerShYNFqCAlKQVdFt24cFHB2kITwmQ6aYdOLsycCCV06cZXceNCQdz6Bu58GydtFlr9YeDjP+cw5/x+IrgCy/oySkvLK6tr5fXKxubW9o65u3en4lRS1qGxiGXPJ4oJHrEOcBCsl0hGQl+wrj++zOvdeyYVj6NbmCTMDckw4gGnBLTlmYdOSGBEiciupzUHRgyIZ5/ighonnlm16tZM+C/YBVRRobZnfjqDmKYhi4AKolTfthJwMyKBU8GmFSdVLCF0TIasrzEiIVNuNjtkio+1M8BBLPWLAM/cnxMZCZWahL7uzNdWi7Xc/K/WTyE4dzMeJSmwiM4/ClKBIcZ5KnjAJaMgJhoIlVzviumISEJBZ1fRIdiLJ/+FbqNuN+u2fdOsti6KPMroAB2hGrLRGWqhK9RGHUTRA3pCL+jVeDSejTfjfd5aMoqZffRLxsc3KPyZNg==</latexit>

L(✓1, ✓2)

Performance Measure

<latexit sha1_base64="y40ObPdibqdK+PGH7/xM3juocak=">AAAB/HicbVBNS8NAEN3Ur1q/Yj16WSxCBSmJFPRY9OKxgrWFJoTNZtsu3WTD7kQsoX/FiwcF8eoP8ea/cdvmoK0PBh7vzTAzL0wF1+A431ZpbX1jc6u8XdnZ3ds/sA+rD1pmirIOlUKqXkg0EzxhHeAgWC9VjMShYN1wfDPzu49MaS6Te5ikzI/JMOEDTgkYKbCrw7oHIwYkcM+xRyMJZ4FdcxrOHHiVuAWpoQLtwP7yIkmzmCVABdG67zop+DlRwKlg04qXaZYSOiZD1jc0ITHTfj6/fYpPjRLhgVSmEsBz9fdETmKtJ3FoOmMCI73szcT/vH4Ggys/50maAUvoYtEgExgkngWBI64YBTExhFDFza2YjogiFExcFROCu/zyKuleNNxmw3XvmrXWdZFHGR2jE1RHLrpELXSL2qiDKHpCz+gVvVlT68V6tz4WrSWrmDlCf2B9/gAX7ZOk</latexit>

g(✓1, ·)
<latexit sha1_base64="JI+eXU8GlO/3TpNBRIroBkrebng=">AAAB/HicbVBNS8NAEN34WetXrEcvi0WoICUpBT0WvXisYG2hCWGz2bZLN9mwOxFL6F/x4kFBvPpDvPlv3LY5aOuDgcd7M8zMC1PBNTjOt7W2vrG5tV3aKe/u7R8c2keVBy0zRVmHSiFVLySaCZ6wDnAQrJcqRuJQsG44vpn53UemNJfJPUxS5sdkmPABpwSMFNiVYc2DEQMSNC6wRyMJ54FdderOHHiVuAWpogLtwP7yIkmzmCVABdG67zop+DlRwKlg07KXaZYSOiZD1jc0ITHTfj6/fYrPjBLhgVSmEsBz9fdETmKtJ3FoOmMCI73szcT/vH4Ggys/50maAUvoYtEgExgkngWBI64YBTExhFDFza2YjogiFExcZROCu/zyKuk26m6z7rp3zWrrusijhE7QKaohF12iFrpFbdRBFD2hZ/SK3qyp9WK9Wx+L1jWrmDlGf2B9/gAZepOl</latexit>

g(✓2, ·)

Example: For the autoencoder model, the L2 norm between the weights                     is a “good measure” 

of AD performance deviation between models     and  

[Kim et. al. ‘20]  prove this measure to be valid for any Lipschitz model g( . , . ).

<latexit sha1_base64="lr2jd5OlW0DOgd3sNmwhCDWjCfk=">AAACAXicbZC7SgNBFIZnvcZ4W7WwsBkMgo1hJwS0DNpYRjAmkF2W2clsMmT2wsxZIWzS+Co2Fgpi61vY+TZOki008YeBj/+cw5nzB6kUGhzn21pZXVvf2Cxtlbd3dvf27YPDB51kivEWS2SiOgHVXIqYt0CA5J1UcRoFkreD4c203n7kSoskvodRyr2I9mMRCkbBWL597I5dGHCgPsEXuMCaO/btilN1ZsLLQAqooEJN3/5yewnLIh4Dk1TrLnFS8HKqQDDJJ2U30zylbEj7vGswphHXXj47YILPjNPDYaLMiwHP3N8TOY20HkWB6YwoDPRibWr+V+tmEF55uYjTDHjM5ovCTGJI8DQN3BOKM5AjA5QpYf6K2YAqysBkVjYhkMWTl6Fdq5J6lZC7eqVxXeRRQifoFJ0jgi5RA92iJmohhiboGb2iN+vJerHerY9564pVzByhP7I+fwAjzJXs</latexit>

k✓1 � ✓2k
<latexit sha1_base64="VzJ8lAo+1sPnCLvqlHPyXyfGlzg=">AAAB8HicbVA9SwNBEN2LXzF+RS1tFoNgFW4loGXQxjKCMYHkCHubuWTJ3t65OyeEkD9hY6Egtv4cO/+Nm+QKTXww8Hhvhpl5YaqkRd//9gpr6xubW8Xt0s7u3v5B+fDowSaZEdAUiUpMO+QWlNTQRIkK2qkBHocKWuHoZua3nsBYmeh7HKcQxHygZSQFRye1uzgE5D3WK1f8qj8HXSUsJxWSo9Erf3X7ichi0CgUt7bD/BSDCTcohYJpqZtZSLkY8QF0HNU8BhtM5vdO6ZlT+jRKjCuNdK7+npjw2NpxHLrOmOPQLnsz8T+vk2F0FUykTjMELRaLokxRTOjsedqXBgSqsSNcGOlupWLIDRfoIiq5ENjyy6ukdVFltSpjd7VK/TrPo0hOyCk5J4xckjq5JQ3SJIIo8kxeyZv36L14797HorXg5TPH5A+8zx9mGJAF</latexit>

✓1
<latexit sha1_base64="ANcUSZTLHtISqhxp8BWXI08pZsE=">AAAB8HicbVBNS8NAEJ34WetX1aOXYBE8laQU9Fj04rGCtYU2lM120i7dbOLuRCilf8KLBwXx6s/x5r9x2+agrQ8GHu/NMDMvTKUw5Hnfztr6xubWdmGnuLu3f3BYOjp+MEmmOTZ5IhPdDplBKRQ2SZDEdqqRxaHEVji6mfmtJ9RGJOqexikGMRsoEQnOyErtLg2RWK/aK5W9ijeHu0r8nJQhR6NX+ur2E57FqIhLZkzH91IKJkyT4BKnxW5mMGV8xAbYsVSxGE0wmd87dc+t0nejRNtS5M7V3xMTFhszjkPbGTMammVvJv7ndTKKroKJUGlGqPhiUZRJlxJ39rzbFxo5ybEljGthb3X5kGnGyUZUtCH4yy+vkla14tcqvn9XK9ev8zwKcApncAE+XEIdbqEBTeAg4Rle4c15dF6cd+dj0brm5DMn8AfO5w9nnZAG</latexit>

✓2



Statistical Problem Formulation - Regret

Define the instantaneous regret of the AD algorithm at time t, denoted by       as

<latexit sha1_base64="O51Kwfhsy99E939HHFbP9HeGMmc="></latexit>

rt := inf{L(✓t, ✓⇤), ✓⇤ 2 argmin
✓2⇥

EXt⇠Dt [g(✓, Xt)]}

<latexit sha1_base64="+kmuY4QwdTV4ytQUKwpmQRjb5kg=">AAAB63icbVBNS8NAEJ3Ur1q/oh69LBbBU0mkoMeiF48VrS20oWy2m3bpZhN2J0IJ/QlePCiIV/+QN/+N2zYHbX0w8Hhvhpl5YSqFQc/7dkpr6xubW+Xtys7u3v6Be3j0aJJMM95iiUx0J6SGS6F4CwVK3kk1p3EoeTsc38z89hPXRiTqAScpD2I6VCISjKKV7nUf+27Vq3lzkFXiF6QKBZp996s3SFgWc4VMUmO6vpdikFONgkk+rfQyw1PKxnTIu5YqGnMT5PNTp+TMKgMSJdqWQjJXf0/kNDZmEoe2M6Y4MsveTPzP62YYXQW5UGmGXLHFoiiTBBMy+5sMhOYM5cQSyrSwtxI2opoytOlUbAj+8surpH1R8+s137+rVxvXRR5lOIFTOAcfLqEBt9CEFjAYwjO8wpsjnRfn3flYtJacYuYY/sD5/AH++I4W</latexit>rt

How far is the model used at time t
from the optimal possible model



Statistical Problem Formulation - Regret

Define the instantaneous regret of the AD algorithm at time t, denoted by       as

<latexit sha1_base64="O51Kwfhsy99E939HHFbP9HeGMmc="></latexit>

rt := inf{L(✓t, ✓⇤), ✓⇤ 2 argmin
✓2⇥

EXt⇠Dt [g(✓, Xt)]}

<latexit sha1_base64="+kmuY4QwdTV4ytQUKwpmQRjb5kg=">AAAB63icbVBNS8NAEJ3Ur1q/oh69LBbBU0mkoMeiF48VrS20oWy2m3bpZhN2J0IJ/QlePCiIV/+QN/+N2zYHbX0w8Hhvhpl5YSqFQc/7dkpr6xubW+Xtys7u3v6Be3j0aJJMM95iiUx0J6SGS6F4CwVK3kk1p3EoeTsc38z89hPXRiTqAScpD2I6VCISjKKV7nUf+27Vq3lzkFXiF6QKBZp996s3SFgWc4VMUmO6vpdikFONgkk+rfQyw1PKxnTIu5YqGnMT5PNTp+TMKgMSJdqWQjJXf0/kNDZmEoe2M6Y4MsveTPzP62YYXQW5UGmGXLHFoiiTBBMy+5sMhOYM5cQSyrSwtxI2opoytOlUbAj+8surpH1R8+s137+rVxvXRR5lOIFTOAcfLqEBt9CEFjAYwjO8wpsjnRfn3flYtJacYuYY/sD5/AH++I4W</latexit>rt

<latexit sha1_base64="aY4H0EDwfvAA0unCEqaZZLHR92Y=">AAACFXicbVDLSgNBEJyNrxhfqx69DAYhIoQdCShCIOjFY5TEBJK4zE5mkyGzD2Z6hbDkI7z4K148KIhXwZt/4+Rx0MSChqKqm+4uL5ZCg+N8W5ml5ZXVtex6bmNza3vH3t2701GiGK+zSEaq6VHNpQh5HQRI3owVp4EnecMbXI39xgNXWkRhDYYx7wS0FwpfMApGcu2TW7eGL8q4rZPATaFMRvc13A4o9D0/JaMCcwGXsXOMlQuunXeKzgR4kZAZyaMZqq791e5GLAl4CExSrVvEiaGTUgWCST7KtRPNY8oGtMdbhoY04LqTTp4a4SOjdLEfKVMh4In6eyKlgdbDwDOd43P1vDcW//NaCfjnnVSEcQI8ZNNFfiIxRHicEO4KxRnIoSGUKWFuxaxPFWVgcsyZEMj8y4ukcVokpSIhN6V85XKWRxYdoENUQASdoQq6RlVURww9omf0it6sJ+vFerc+pq0Zazazj/7A+vwB1AKcmg==</latexit>

RT :=
TX

t=1

1(ct = 0)rtRegret

How far is the model used at time t 
from the optimal possible model

Total cumulative regret on non-anomalous points



Statistical Problem Formulation - Regret

Central Design Question

Can an algorithm be designed such that regret is small, whenever the adversary is constrained to

place only a “small number” of anomalies and “small amount” of  distribution drift ? 

Define the instantaneous regret of the AD algorithm at time t, denoted by       as

<latexit sha1_base64="O51Kwfhsy99E939HHFbP9HeGMmc="></latexit>

rt := inf{L(✓t, ✓⇤), ✓⇤ 2 argmin
✓2⇥

EXt⇠Dt [g(✓, Xt)]}

<latexit sha1_base64="+kmuY4QwdTV4ytQUKwpmQRjb5kg=">AAAB63icbVBNS8NAEJ3Ur1q/oh69LBbBU0mkoMeiF48VrS20oWy2m3bpZhN2J0IJ/QlePCiIV/+QN/+N2zYHbX0w8Hhvhpl5YSqFQc/7dkpr6xubW+Xtys7u3v6Be3j0aJJMM95iiUx0J6SGS6F4CwVK3kk1p3EoeTsc38z89hPXRiTqAScpD2I6VCISjKKV7nUf+27Vq3lzkFXiF6QKBZp996s3SFgWc4VMUmO6vpdikFONgkk+rfQyw1PKxnTIu5YqGnMT5PNTp+TMKgMSJdqWQjJXf0/kNDZmEoe2M6Y4MsveTPzP62YYXQW5UGmGXLHFoiiTBBMy+5sMhOYM5cQSyrSwtxI2opoytOlUbAj+8surpH1R8+s137+rVxvXRR5lOIFTOAcfLqEBt9CEFjAYwjO8wpsjnRfn3flYtJacYuYY/sD5/AH++I4W</latexit>rt

<latexit sha1_base64="aY4H0EDwfvAA0unCEqaZZLHR92Y=">AAACFXicbVDLSgNBEJyNrxhfqx69DAYhIoQdCShCIOjFY5TEBJK4zE5mkyGzD2Z6hbDkI7z4K148KIhXwZt/4+Rx0MSChqKqm+4uL5ZCg+N8W5ml5ZXVtex6bmNza3vH3t2701GiGK+zSEaq6VHNpQh5HQRI3owVp4EnecMbXI39xgNXWkRhDYYx7wS0FwpfMApGcu2TW7eGL8q4rZPATaFMRvc13A4o9D0/JaMCcwGXsXOMlQuunXeKzgR4kZAZyaMZqq791e5GLAl4CExSrVvEiaGTUgWCST7KtRPNY8oGtMdbhoY04LqTTp4a4SOjdLEfKVMh4In6eyKlgdbDwDOd43P1vDcW//NaCfjnnVSEcQI8ZNNFfiIxRHicEO4KxRnIoSGUKWFuxaxPFWVgcsyZEMj8y4ukcVokpSIhN6V85XKWRxYdoENUQASdoQq6RlVURww9omf0it6sJ+vFerc+pq0Zazazj/7A+vwB1AKcmg==</latexit>

RT :=
TX

t=1

1(ct = 0)rtRegret

How far is the model used at time t 
from the optimal possible model

Total cumulative regret on non-anomalous points



Statistical Problem Formulation - Desiderata

Measuring Drift
<latexit sha1_base64="tP9KLzQvUiM1Jk5lZoAuRzUOOXA="></latexit>

� :=
TX

t=2

Total-Variation(Dt�1,Dt)

Schematic of distribution

time

<latexit sha1_base64="Hlwr4K8/R3+yOyCIiluKlm4cY2E=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKxhbaUDbbTbt0swm7E6GE/gYvHhTEq//Hm//GTZuDtj4YeLw3w8y8MJXCoOt+O5W19Y3Nrep2bWd3b/+gfnj0aJJMM+6zRCa6G1LDpVDcR4GSd1PNaRxK3gknt4XfeeLaiEQ94DTlQUxHSkSCUbSS32+PRW1Qb7hNdw6ySrySNKBEe1D/6g8TlsVcIZPUmJ7nphjkVKNgks9q/czwlLIJHfGepYrG3AT5/NgZObPKkESJtqWQzNXfEzmNjZnGoe2MKY7NsleI/3m9DKPrIBcqzZArtlgUZZJgQorPyVBozlBOLaFMC3srYWOqKUObTxGCt/zyKulcNL3LpufdXzZaN2UeVTiBUzgHD66gBXfQBh8YCHiGV3hzlPPivDsfi9aKU84cwx84nz+ve45s</latexit>

�

time

Sum of cumulative distribution differences



Statistical Problem Formulation - Desiderata

Measuring Drift
<latexit sha1_base64="tP9KLzQvUiM1Jk5lZoAuRzUOOXA="></latexit>

� :=
TX

t=2

Total-Variation(Dt�1,Dt)

Number of Anomalies

<latexit sha1_base64="NYxuD4911X9IL+/vbTEZevLNg48=">AAACGXicbVDLSsNAFJ3UV62vqks3g0XQTc1IQREE0Y3LCo0Vmhom04kOnUzizI1QQj7Djb/ixoWCuNSVf+P0sfB14MLhnHu5954wlcKA6346panpmdm58nxlYXFpeaW6unZhkkwz7rFEJvoypIZLobgHAiS/TDWncSh5O+yfDv32HddGJKoFg5R3Y3qtRCQYBSsF1V3fS42QicKHR9g3WRzkcESKqxb2Ywo3YZSTYpsFgH3Fb7G7E1Rrbt0dAf8lZEJqaIJmUH33ewnLYq6ASWpMh7gpdHOqQTDJi4qfGZ5S1qfXvGOpojE33Xz0WIG3rNLDUaJtKcAj9ftETmNjBnFoO4fXmt/eUPzP62QQHXRzodIMuGLjRVEmMSR4mBLuCc0ZyIEllGlhb8XshmrKwGZZsSGQ3y//Je29OmnUCTlv1I5PJnmU0QbaRNuIoH10jM5QE3mIoXv0iJ7Ri/PgPDmvztu4teRMZtbRDzgfXytunwE=</latexit>

⌥ :=
TX

t=1

1(ct 6= 0)

Schematic of distribution

time

<latexit sha1_base64="Hlwr4K8/R3+yOyCIiluKlm4cY2E=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKxhbaUDbbTbt0swm7E6GE/gYvHhTEq//Hm//GTZuDtj4YeLw3w8y8MJXCoOt+O5W19Y3Nrep2bWd3b/+gfnj0aJJMM+6zRCa6G1LDpVDcR4GSd1PNaRxK3gknt4XfeeLaiEQ94DTlQUxHSkSCUbSS32+PRW1Qb7hNdw6ySrySNKBEe1D/6g8TlsVcIZPUmJ7nphjkVKNgks9q/czwlLIJHfGepYrG3AT5/NgZObPKkESJtqWQzNXfEzmNjZnGoe2MKY7NsleI/3m9DKPrIBcqzZArtlgUZZJgQorPyVBozlBOLaFMC3srYWOqKUObTxGCt/zyKulcNL3LpufdXzZaN2UeVTiBUzgHD66gBXfQBh8YCHiGV3hzlPPivDsfi9aKU84cwx84nz+ve45s</latexit>

�

time

Sum of cumulative distribution differences



Statistical Problem Formulation - Desiderata

Measuring Drift
<latexit sha1_base64="tP9KLzQvUiM1Jk5lZoAuRzUOOXA="></latexit>

� :=
TX

t=2

Total-Variation(Dt�1,Dt)

Number of Anomalies

<latexit sha1_base64="NYxuD4911X9IL+/vbTEZevLNg48=">AAACGXicbVDLSsNAFJ3UV62vqks3g0XQTc1IQREE0Y3LCo0Vmhom04kOnUzizI1QQj7Djb/ixoWCuNSVf+P0sfB14MLhnHu5954wlcKA6346panpmdm58nxlYXFpeaW6unZhkkwz7rFEJvoypIZLobgHAiS/TDWncSh5O+yfDv32HddGJKoFg5R3Y3qtRCQYBSsF1V3fS42QicKHR9g3WRzkcESKqxb2Ywo3YZSTYpsFgH3Fb7G7E1Rrbt0dAf8lZEJqaIJmUH33ewnLYq6ASWpMh7gpdHOqQTDJi4qfGZ5S1qfXvGOpojE33Xz0WIG3rNLDUaJtKcAj9ftETmNjBnFoO4fXmt/eUPzP62QQHXRzodIMuGLjRVEmMSR4mBLuCc0ZyIEllGlhb8XshmrKwGZZsSGQ3y//Je29OmnUCTlv1I5PJnmU0QbaRNuIoH10jM5QE3mIoXv0iJ7Ri/PgPDmvztu4teRMZtbRDzgfXytunwE=</latexit>

⌥ :=
TX

t=1

1(ct 6= 0)

The algorithm does not know these parameters.

Schematic of distribution

time

<latexit sha1_base64="Hlwr4K8/R3+yOyCIiluKlm4cY2E=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKxhbaUDbbTbt0swm7E6GE/gYvHhTEq//Hm//GTZuDtj4YeLw3w8y8MJXCoOt+O5W19Y3Nrep2bWd3b/+gfnj0aJJMM+6zRCa6G1LDpVDcR4GSd1PNaRxK3gknt4XfeeLaiEQ94DTlQUxHSkSCUbSS32+PRW1Qb7hNdw6ySrySNKBEe1D/6g8TlsVcIZPUmJ7nphjkVKNgks9q/czwlLIJHfGepYrG3AT5/NgZObPKkESJtqWQzNXfEzmNjZnGoe2MKY7NsleI/3m9DKPrIBcqzZArtlgUZZJgQorPyVBozlBOLaFMC3srYWOqKUObTxGCt/zyKulcNL3LpufdXzZaN2UeVTiBUzgHD66gBXfQBh8YCHiGV3hzlPPivDsfi9aKU84cwx84nz+ve45s</latexit>

�

time

Sum of cumulative distribution differences



Statistical Problem Formulation - Desiderata

Measuring Drift
<latexit sha1_base64="tP9KLzQvUiM1Jk5lZoAuRzUOOXA="></latexit>

� :=
TX

t=2

Total-Variation(Dt�1,Dt)

Number of Anomalies

<latexit sha1_base64="NYxuD4911X9IL+/vbTEZevLNg48=">AAACGXicbVDLSsNAFJ3UV62vqks3g0XQTc1IQREE0Y3LCo0Vmhom04kOnUzizI1QQj7Djb/ixoWCuNSVf+P0sfB14MLhnHu5954wlcKA6346panpmdm58nxlYXFpeaW6unZhkkwz7rFEJvoypIZLobgHAiS/TDWncSh5O+yfDv32HddGJKoFg5R3Y3qtRCQYBSsF1V3fS42QicKHR9g3WRzkcESKqxb2Ywo3YZSTYpsFgH3Fb7G7E1Rrbt0dAf8lZEJqaIJmUH33ewnLYq6ASWpMh7gpdHOqQTDJi4qfGZ5S1qfXvGOpojE33Xz0WIG3rNLDUaJtKcAj9ftETmNjBnFoO4fXmt/eUPzP62QQHXRzodIMuGLjRVEmMSR4mBLuCc0ZyIEllGlhb8XshmrKwGZZsSGQ3y//Je29OmnUCTlv1I5PJnmU0QbaRNuIoH10jM5QE3mIoXv0iJ7Ri/PgPDmvztu4teRMZtbRDzgfXytunwE=</latexit>

⌥ :=
TX

t=1

1(ct 6= 0)

An online algorithm     is said to be adaptive and robust, if for every             and              ,

there exists            such that      

<latexit sha1_base64="uJka8GQ6o/TmXuJ19nISNdLxxXA=">AAAB83icbVBNS8NAFHypX7V+VT16WSyCp5JIQY9VLx4rWFtoQ9lsN+3SzSbsvggl9Gd48aAgXv0z3vw3btoctHVgYZh5j503QSKFQdf9dkpr6xubW+Xtys7u3v5B9fDo0cSpZrzNYhnrbkANl0LxNgqUvJtoTqNA8k4wuc39zhPXRsTqAacJ9yM6UiIUjKKVev2I4phRmV3PBtWaW3fnIKvEK0gNCrQG1a/+MGZpxBUySY3peW6CfkY1Cib5rNJPDU8om9AR71mqaMSNn80jz8iZVYYkjLV9Cslc/b2R0ciYaRTYyTyiWfZy8T+vl2J45WdCJSlyxRYfhakkGJP8fjIUmjOUU0so08JmJWxMNWVoW6rYErzlk1dJ56LuNeqed9+oNW+KPspwAqdwDh5cQhPuoAVtYBDDM7zCm4POi/PufCxGS06xcwx/4Hz+AApvkZA=</latexit>

A
<latexit sha1_base64="XmzcW9XhA+fns569vUMssrclKUo=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBU9lIQQ8eil48VrC20C4lm2bb0GyyTbJCWfonvHhQEK/+HG/+G9N2D9r6YODx3gwz88JEcGN9/9srrK1vbG4Vt0s7u3v7B+XDo0ejUk1ZkyqhdDskhgkuWdNyK1g70YzEoWCtcHQ781tPTBuu5IOdJCyIyUDyiFNindTu6qFC1wj3yhW/6s+BVgnOSQVyNHrlr25f0TRm0lJBjOlgP7FBRrTlVLBpqZsalhA6IgPWcVSSmJkgm987RWdO6aNIaVfSorn6eyIjsTGTOHSdMbFDs+zNxP+8TmqjqyDjMkktk3SxKEoFsgrNnkd9rhm1YuIIoZq7WxEdEk2odRGVXAh4+eVV0rqo4loV4/tapX6T51GEEziFc8BwCXW4gwY0gYKAZ3iFN2/svXjv3seiteDlM8fwB97nD1kwj1U=</latexit>

⇢ < 1
<latexit sha1_base64="cswzeYZDOLV+YiaRRlXIN+Rrt0s=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9lIQQ8eil48VnBtoV1KNs22oUl2SbJCWfobvHhQEK/+H2/+G9N2D9r6YODx3gwz86JUcGN9/9srra1vbG6Vtys7u3v7B9XDo0eTZJqygCYi0Z2IGCa4YoHlVrBOqhmRkWDtaHw789tPTBueqAc7SVkoyVDxmFNinRRQdI1wv1rz6/4caJXggtSgQKtf/eoNEppJpiwVxJgu9lMb5kRbTgWbVnqZYSmhYzJkXUcVkcyE+fzYKTpzygDFiXalLJqrvydyIo2ZyMh1SmJHZtmbif953czGV2HOVZpZpuhiUZwJZBM0+xwNuGbUiokjhGrubkV0RDSh1uVTcSHg5ZdXSfuijht1jO8bteZNkUcZTuAUzgHDJTThDloQAAUOz/AKb57yXrx372PRWvKKmWP4A+/zB/mEjfU=</latexit>

c < 1

<latexit sha1_base64="TwCvwRzxHQaWF7UdLei33U8Lgvg=">AAAB8XicbVA9SwNBEJ2LXzF+RS1tFoNgFW5F0MIiaGMZwZhIcoS9zVyyZPfu2N0TQsivsLFQEFv/jZ3/xk1yhSY+GHi8N8PMvDCVwljf//YKK6tr6xvFzdLW9s7uXnn/4MEkmebY4IlMdCtkBqWIsWGFldhKNTIVSmyGw5up33xCbUQS39tRioFi/VhEgjPrpMdOiJaRK0K75Ypf9Wcgy4TmpAI56t3yV6eX8ExhbLlkxrSpn9pgzLQVXOKk1MkMpowPWR/bjsZMoQnGs4Mn5MQpPRIl2lVsyUz9PTFmypiRCl2nYnZgFr2p+J/Xzmx0GYxFnGYWYz5fFGWS2IRMvyc9oZFbOXKEcS3crYQPmGbcuoxKLgS6+PIyaZ5V6XmV0rvzSu06z6MIR3AMp0DhAmpwC3VoAAcFz/AKb572Xrx372PeWvDymUP4A+/zB/8Cj7I=</latexit>

� < 1

<latexit sha1_base64="4AfQgVTzF7bjg6ncG8NM+3PMqgQ="></latexit>

lim sup
T!1

sup
D2F s.t.
�T⇢,
⌥T c

E[RT ]

T �
 0.

An algorithm has small regret, whenever the “complexity” of the problem is small.

The algorithm does not know these parameters.

Schematic of distribution

time

<latexit sha1_base64="Hlwr4K8/R3+yOyCIiluKlm4cY2E=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cKxhbaUDbbTbt0swm7E6GE/gYvHhTEq//Hm//GTZuDtj4YeLw3w8y8MJXCoOt+O5W19Y3Nrep2bWd3b/+gfnj0aJJMM+6zRCa6G1LDpVDcR4GSd1PNaRxK3gknt4XfeeLaiEQ94DTlQUxHSkSCUbSS32+PRW1Qb7hNdw6ySrySNKBEe1D/6g8TlsVcIZPUmJ7nphjkVKNgks9q/czwlLIJHfGepYrG3AT5/NgZObPKkESJtqWQzNXfEzmNjZnGoe2MKY7NsleI/3m9DKPrIBcqzZArtlgUZZJgQorPyVBozlBOLaFMC3srYWOqKUObTxGCt/zyKulcNL3LpufdXzZaN2UeVTiBUzgHD66gBXfQBh8YCHiGV3hzlPPivDsfi9aKU84cwx84nz+ve45s</latexit>

�

time

Sum of cumulative distribution differences



Why is this a good benchmark ?

Regret cannot be sublinear in T, if number of corruptions  is linear in T, even if there is no distribution shift

Proposition 4.1 : There is an universal constant c > 0, such that if all samples in the data stream are i.i.d.,

from a Gaussian distribution of unit variance and unknown mean, then 
<latexit sha1_base64="z9GBi0OFIo3j5UoUfyKenFwU8os="></latexit>

inf
A

RT � c
⌥

T
(T �⌥)



Why is this a good benchmark ?

Regret cannot be sublinear in T, if number of corruptions  is linear in T, even if there is no distribution shift

Proposition 4.1 : There is an universal constant c > 0, such that if all samples in the data stream are i.i.d.,

from a Gaussian distribution of unit variance and unknown mean, then 
<latexit sha1_base64="z9GBi0OFIo3j5UoUfyKenFwU8os="></latexit>

inf
A

RT � c
⌥

T
(T �⌥)

Regret cannot be sublinear in T, if total distribution shift is linear in T, even if there are no anomalies

Proposition 4.2 : There exists a finite family of distributions       such that every data stream      from this 

family satisfies                           and incurs regret
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�(D)  ⇣

<latexit sha1_base64="YFNyDCwVnNd95qHWIuHfcRNEj0U="></latexit>
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A Simple Instantiation – Estimating the Mean

Simpler Task : 

Given an unknown stream of vectors                 , let                         independently, and   

Estimate the mean      from samples. 

<latexit sha1_base64="DFcF2yGnhivQ8rjd4j7te4rznmw=">AAAB/3icbVDLSsNAFJ34rPUVFVduBovgQkpSCrosunFZwdpCG8JkMmmHziPMTIQSCv6KGxcK4tbfcOffOGmz0NYDwz2ccy/3zolSRrXxvG9nZXVtfWOzslXd3tnd23cPDh+0zBQmHSyZVL0IacKoIB1DDSO9VBHEI0a60fim8LuPRGkqxb2ZpCTgaChoQjEyVgrd4wHPQv8CFqVhC46l0dXQrXl1bwa4TPyS1ECJduh+DWKJM06EwQxp3fe91AQ5UoZiRqbVQaZJivAYDUnfUoE40UE+O38Kz6wSw0Qq+4SBM/X3RI641hMe2U6OzEgveoX4n9fPTHIV5FSkmSECzxclGYNGwiILGFNFsGETSxBW1N4K8QgphI1NrAjBX/zyMuk26n6z7vt3zVrrusyjAk7AKTgHPrgELXAL2qADMMjBM3gFb86T8+K8Ox/z1hWnnDkCf+B8/gCcVJRu</latexit>µ1, µ2, · · ·
<latexit sha1_base64="e4KFskU5p9Io/ZhLVh8XyO3EVSI=">AAACFHicbVA9SwNBEN3z2/gVtbRZDEIUCXcS0DJoo40oGBPIhWNvb5Is7t4du3NKOPIfbPwrNhYKYmth579xE1No9MHA470ZZuaFqRQGXffTmZqemZ2bX1gsLC2vrK4V1zeuTZJpDnWeyEQ3Q2ZAihjqKFBCM9XAVCihEd6cDP3GLWgjkvgK+ym0FevGoiM4QysFxT3/TkSAQkaQNwcBUt8IRX3FsMeZzM8HZV9lAe7Ts92gWHIr7gj0L/HGpETGuAiKH36U8ExBjFwyY1qem2I7ZxoFlzAo+JmBlPEb1oWWpTFTYNr56KcB3bFKRDuJthUjHak/J3KmjOmr0HYOjzWT3lD8z2tl2Dlq5yJOM4SYfy/qZJJiQocB0Uho4Cj7ljCuhb2V8h7TjKONsWBD8CZf/ksaBxWvWvG8y2qpdjzOY4FskW1SJh45JDVySi5InXByTx7JM3lxHpwn59V5+26dcsYzm+QXnPcvLDGeGg==</latexit>

eXt ⇠ N (µt, I)
<latexit sha1_base64="1QPpioBG9LetR6daJSencJ2qO7w=">AAACBXicbVDLSgNBEJz1GeMr6jGXwSAIQtiVgF6EoBePEYxZSJZldraTDJl9MNOrhCUHL/6KFw8K4tV/8ObfOHkcNLGgoajqprsrSKXQaNvf1tLyyuraemGjuLm1vbNb2tu/00mmODR5IhPlBkyDFDE0UaAEN1XAokBCKxhcjf3WPSgtkvgWhyl4EevFois4QyP5pbLrI72gnQcRAgoZQu6OjHJCuY9+qWJX7QnoInFmpEJmaPilr06Y8CyCGLlkWrcdO0UvZwoFlzAqdjINKeMD1oO2oTGLQHv55IkRPTJKSLuJMhUjnai/J3IWaT2MAtMZMezreW8s/ue1M+yee7mI0wwh5tNF3UxSTOg4ERoKBRzl0BDGlTC3Ut5ninE0uRVNCM78y4ukdVp1alXHualV6pezPAqkTA7JMXHIGamTa9IgTcLJI3kmr+TNerJerHfrY9q6ZM1mDsgfWJ8/8V+XdQ==</latexit>

Xt = eXt + ct
<latexit sha1_base64="SZ8jk3wmlMyR5vndeuP7T4FBCec=">AAAB+XicbVBNS8NAEN3Ur1o/GvXoZbEInkoiBT0WvXisYG2hCWGz2bRLd5OwO1Fq6C/x4kFBvPpPvPlv3LY5aOuDgcd7M8zMCzPBNTjOt1VZW9/Y3Kpu13Z29/br9sHhvU5zRVmXpiJV/ZBoJnjCusBBsH6mGJGhYL1wfD3zew9MaZ4mdzDJmC/JMOExpwSMFNh175FHbESg8GQ+DSCwG07TmQOvErckDVSiE9hfXpTSXLIEqCBaD1wnA78gCjgVbFrzcs0yQsdkyAaGJkQy7Rfzw6f41CgRjlNlKgE8V39PFERqPZGh6ZQERnrZm4n/eYMc4ku/4EmWA0voYlGcCwwpnqWAI64YBTExhFDFza2YjogiFExWNROCu/zyKumdN91W03VvW432VZlHFR2jE3SGXHSB2ugGdVAXUZSjZ/SK3qwn68V6tz4WrRWrnDlCf2B9/gD+4JPF</latexit>

bµt

At each time t, 
Input -

Output - an estimate of 

<latexit sha1_base64="/R3OAq+l6rLIr7D/ZUhjLk43PFg=">AAACAnicbVBNS8NAEN3Ur1q/ol4EL4tFEISSSEERhKIXjxWsLbYhbLabduluEnYnQgn14l/x4kFBvPorvPlv3KY9aOuDZR7vzTA7L0gE1+A431ZhYXFpeaW4Wlpb39jcsrd37nScKsoaNBaxagVEM8Ej1gAOgrUSxYgMBGsGg6ux33xgSvM4uoVhwjxJehEPOSVgJN/ea/mAzy/wvSnHuCPTvFIffLvsVJwceJ64U1JGU9R9+6vTjWkqWQRUEK3brpOAlxEFnAo2KnVSzRJCB6TH2oZGRDLtZfkFI3xolC4OY2VeBDhXf09kRGo9lIHplAT6etYbi/957RTCMy/jUZICi+hkUZgKDDEex4G7XDEKYmgIoYqbv2LaJ4pQMKGVTAju7MnzpHlScasV172plmuX0zyKaB8doCPkolNUQ9eojhqIokf0jF7Rm/VkvVjv1sektWBNZ3bRH1ifP8i5lQA=</latexit>

Xt := Zt + µt + ct
<latexit sha1_base64="SZ8jk3wmlMyR5vndeuP7T4FBCec=">AAAB+XicbVBNS8NAEN3Ur1o/GvXoZbEInkoiBT0WvXisYG2hCWGz2bRLd5OwO1Fq6C/x4kFBvPpPvPlv3LY5aOuDgcd7M8zMCzPBNTjOt1VZW9/Y3Kpu13Z29/br9sHhvU5zRVmXpiJV/ZBoJnjCusBBsH6mGJGhYL1wfD3zew9MaZ4mdzDJmC/JMOExpwSMFNh175FHbESg8GQ+DSCwG07TmQOvErckDVSiE9hfXpTSXLIEqCBaD1wnA78gCjgVbFrzcs0yQsdkyAaGJkQy7Rfzw6f41CgRjlNlKgE8V39PFERqPZGh6ZQERnrZm4n/eYMc4ku/4EmWA0voYlGcCwwpnqWAI64YBTExhFDFza2YjogiFExWNROCu/zyKumdN91W03VvW432VZlHFR2jE3SGXHSB2ugGdVAXUZSjZ/SK3qwn68V6tz4WrRWrnDlCf2B9/gD+4JPF</latexit>

bµt
<latexit sha1_base64="0HU3mYH7P3yZuhwVpUf+rWO3kEc=">AAAB7XicbVA9SwNBEJ2LXzF+RS1tFoNgFe5E0DJoYxnBM4HkCHubvWTJ7t6xOyeEkN9gY6Egtv4fO/+Nm+QKTXww8Hhvhpl5cSaFRd//9kpr6xubW+Xtys7u3v5B9fDo0aa5YTxkqUxNO6aWS6F5iAIlb2eGUxVL3opHtzO/9cSNFal+wHHGI0UHWiSCUXRS2FV5D3vVml/35yCrJChIDQo0e9Wvbj9lueIamaTWdgI/w2hCDQom+bTSzS3PKBvRAe84qqniNprMj52SM6f0SZIaVxrJXP09MaHK2rGKXaeiOLTL3kz8z+vkmFxHE6GzHLlmi0VJLgmmZPY56QvDGcqxI5QZ4W4lbEgNZejyqbgQguWXV0nroh5c1oPg/rLWuCnyKMMJnMI5BHAFDbiDJoTAQMAzvMKbp70X7937WLSWvGLmGP7A+/wBgaOO9g==</latexit>µt

Goal : Minimize regret

<latexit sha1_base64="WegXHjok2FDJE+2iJ0gCDtOMN0w="></latexit>

RT :=
TX

t=1

1(ct = 0)kµt � bµtk

We show this to be an instantiation of our general model



Sliding Window Methods fail

Main Dilemma

Need many past samples for the average to concentrate around the mean

Samples too far in the past may not be reflective of the current distribution

Output the average of the past B samples
<latexit sha1_base64="WRlZvIDrQeDurRfC1Vh5YehRGXQ="></latexit>
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Naïve Dynamic Windows Fail

Idea – Only average those points that are not declared an anomaly at the time of arrival

This is a popularly used paradigm in many published algorithms
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Naïve Dynamic Windows Fail

Idea – Only average those points that are not declared an anomaly at the time of arrival

This is a popularly used paradigm in many published algorithms

This will clearly fail to adapt to the “new normal” in the example below.

Thus, it is important to not discard a sample even if it looks anomalous.



FITNESS Achieves the Desiderata

Our Proposal – Estimate the mean from the largest set of recent samples that are relevant.



FITNESS Achieves the Desiderata

Our Proposal – Estimate the mean from the largest set of recent samples that are relevant.

Key trick is to introduce j on the RHS of the condition in line 4.

As more samples from the past are averaged, we want the concentration to be higher.



is the first time instant while scanning backwards from t, when         significantly deviates from the 
average of the means in the time-window [J*(t), t].
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J⇤(t)
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This result implies that the FITNESS is both adaptive and robust.

FITNESS Achieves the Desiderata
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1. Computational Complexity is not added as a desiderata

- FITNESS takes O(t) time per sample. Ideally need O(1) computation time per sample



Shortcomings and Future Work

1. Computational Complexity is not added as a desiderata

- FITNESS takes O(t) time per sample. Ideally need O(1) computation time per sample

2. We only have provable robustness and adaptivity in the Gaussian case

Practical Anomaly Detection are typically in heavy-tailed and time-series settings



Thank You

More details in the paper

FITNESS (Fine Tune on New and Similar Samples) to detect anomalies in streams with drifts and outliers 


