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Trade-off between robustness and accuracy

Standard training
clean accuracy 95%
robust accuracy 0%

Adversarial training
clean accuracy 85%
robust accuracy 50%

Empirically:

Theoretically:

Exists in some simple cases

[Zhang et al. ICML 2019; Tsipras et al. ICLR 2019]

Where the trade-off stems from?



What is an accurate model? 

An accurate model refers to the one with low standard error:

RStandard = Epd(x)
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<latexit sha1_base64="uqe+NQZvjEBf7t58+F1r62YbzuA="></latexit>

Optimal solution: p✓⇤(y|x) = pd(y|x)
<latexit sha1_base64="80tnckjQ/rbXpMlGgHnI65SO4vc=">AAACGXicbZDLSsNAFIYnXmu9RV3qIliE6qIkVdCFQsGNywr2Am0Nk8mkHTq5MHMiDbEbX8MXcKtv4E7cuvIFfA6nTRe29YeBj/+cwznzOxFnEkzzW1tYXFpeWc2t5dc3Nre29Z3dugxjQWiNhDwUTQdLyllAa8CA02YkKPYdThtO/3pUbzxQIVkY3EES0Y6PuwHzGMGgLFs/iOy0DT0K+P5kWEweB8dXynEztPWCWTLHMubBmkABTVS19Z+2G5LYpwEQjqVsWWYEnRQLYITTYb4dSxph0sdd2lIYYJ/KTjr+xdA4Uo5reKFQLwBj7P6dSLEvZeI7qtPH0JOztZH5X60Vg3fRSVkQxUADki3yYm5AaIwiMVwmKAGeKMBEMHWrQXpYYAIquKktg+zUvArGmo1hHurlknVaKt+eFSqXk4hyaB8doiKy0DmqoBtURTVE0BN6Qa/oTXvW3rUP7TNrXdAmM3toStrXLzxvoOw=</latexit>

data distribution model distribution



What is a robust model? 

A robust model refers to the one with low robust error:

RMadry = Epd(x)


max

x02B(x)
KL

�
pd(y|x)

��p✓(y|x0)
��

<latexit sha1_base64="w1lg1u4DbSsyt4+4myfqGsI4QB4="></latexit>

Optimal solution: p✓⇤(y|x) 6= pd(y|x)
<latexit sha1_base64="nRwdh0xAzCi0NbBj+we+SH6BjCw=">AAACHXicbVC7TgMxEPSFd3gFKGksIiSgiO4CEhQUkWgoQSIJUhJOPmdDrPh8h72HEh1p+Q1+gBb+gA7RIn6A78CXpOA1kqXZmV3teoJYCoOu++HkpqZnZufmF/KLS8srq4W19ZqJEs2hyiMZ6cuAGZBCQRUFSriMNbAwkFAPeieZX78FbUSkLnAQQytk10p0BGdoJb9AYz9tYheQXe0NdwZ3/d2mgptMbY9Lv1B0S+4I9C/xJqRIJjjzC5/NdsSTEBRyyYxpeG6MrZRpFFzCMN9MDMSM99g1NCxVLATTSkc/GdJtq7RpJ9L2KaQj9ftEykJjBmFgO0OGXfPby8T/vEaCnaNWKlScICg+XtRJJMWIZrHQttDAUQ4sYVwLeyvlXaYZRxvejy398al5G4z3O4a/pFYueful8vlBsXI8iWiebJItskM8ckgq5JSckSrh5J48kify7Dw4L86r8zZuzTmTmQ3yA877F2ezopc=</latexit>

[Madry et al. ICLR 2018]



Trade-off naturally comes!

An optimally accurate model is NOT an optimally robust model

pd(y|x)
<latexit sha1_base64="MgSMzYuEBJUN11U2udVMulNzVUE=">AAACA3icbVDLTgIxFL2DL8QX6tJNIzHBDZlBE10S3bjERB4JTEinU6Ch05m0HcNkZOkPuNU/cGfc+iH+gN9hgVkIeJImJ+fcm3t6vIgzpW3728qtrW9sbuW3Czu7e/sHxcOjpgpjSWiDhDyUbQ8rypmgDc00p+1IUhx4nLa80e3Ubz1SqVgoHnQSUTfAA8H6jGBtpHbU88vJ0/i8VyzZFXsGtEqcjJQgQ71X/On6IYkDKjThWKmOY0faTbHUjHA6KXRjRSNMRnhAO4YKHFDlprO8E3RmFB/1Q2me0Gim/t1IcaBUEnhmMsB6qJa9qfif14l1/9pNmYhiTQWZH+rHHOkQTT+PfCYp0TwxBBPJTFZEhlhiok1FC1fG86gFU4yzXMMqaVYrzkWlen9Zqt1kFeXhBE6hDA5cQQ3uoA4NIMDhBV7hzXq23q0P63M+mrOynWNYgPX1Cwy3mEU=</latexit>

is not an optimally robust model w.r.t. itself???!!!

paradox



Self-COnsistent Robust Error (SCORE)

• Optimal solution: 
(self-consistency, i.e.,                 is the optimally robust 
model w.r.t. itself under supervised learning framework)

• Keep the paradigm of robust optimization

p✓⇤(y|x) = pd(y|x)
<latexit sha1_base64="80tnckjQ/rbXpMlGgHnI65SO4vc=">AAACGXicbZDLSsNAFIYnXmu9RV3qIliE6qIkVdCFQsGNywr2Am0Nk8mkHTq5MHMiDbEbX8MXcKtv4E7cuvIFfA6nTRe29YeBj/+cwznzOxFnEkzzW1tYXFpeWc2t5dc3Nre29Z3dugxjQWiNhDwUTQdLyllAa8CA02YkKPYdThtO/3pUbzxQIVkY3EES0Y6PuwHzGMGgLFs/iOy0DT0K+P5kWEweB8dXynEztPWCWTLHMubBmkABTVS19Z+2G5LYpwEQjqVsWWYEnRQLYITTYb4dSxph0sdd2lIYYJ/KTjr+xdA4Uo5reKFQLwBj7P6dSLEvZeI7qtPH0JOztZH5X60Vg3fRSVkQxUADki3yYm5AaIwiMVwmKAGeKMBEMHWrQXpYYAIquKktg+zUvArGmo1hHurlknVaKt+eFSqXk4hyaB8doiKy0DmqoBtURTVE0BN6Qa/oTXvW3rUP7TNrXdAmM3toStrXLzxvoOw=</latexit>

pd(y|x)
<latexit sha1_base64="3mR3hSx/7MwZzVGDD2AZqWJbg08=">AAACBXicbVDLTgIxFL2DL8QX6tJNIzHBDZlBE12SuHGJiTwiTEinU6Ch05m0HcNkZO0PuNU/cGfc+h3+gN9hgVkIeJImJ+fcm3t6vIgzpW3728qtrW9sbuW3Czu7e/sHxcOjpgpjSWiDhDyUbQ8rypmgDc00p+1IUhx4nLa80c3Ubz1SqVgo7nUSUTfAA8H6jGBtpIeol/qTcvI0Pu8VS3bFngGtEicjJchQ7xV/un5I4oAKTThWquPYkXZTLDUjnE4K3VjRCJMRHtCOoQIHVLnpLPEEnRnFR/1Qmic0mql/N1IcKJUEnpkMsB6qZW8q/ud1Yt2/dlMmolhTQeaH+jFHOkTT7yOfSUo0TwzBRDKTFZEhlphoU9LClfE8asEU4yzXsEqa1YpzUaneXZZq1ayiPJzAKZTBgSuowS3UoQEEBLzAK7xZz9a79WF9zkdzVrZzDAuwvn4B5RSZQQ==</latexit>

RSCORE(✓) = Epd(x)


max

x02B(x)
KL

�
pd(y|x0)

��p✓(y|x0)
��

<latexit sha1_base64="qMlk4jw9GbkzrYfEPbBvlAEffUU="></latexit>



Toy demo (self-consistency)
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x
<latexit sha1_base64="NK3b0ZrUb4pIaX9C/Yh1ypWrSiA=">AAAB/HicbVBLTgJBFHyDP8Qf6tJNR2LiisygCS5J3LiERD4JTEhP8wY69HzS3WMgE7yAW72BO+PWu3gBz2EDsxCwkk4qVe/lVZcXC660bX9bua3tnd29/H7h4PDo+KR4etZSUSIZNlkkItnxqELBQ2xqrgV2Yok08AS2vfH93G8/oVQ8Ch/1NEY3oMOQ+5xRbaTGpF8s2WV7AbJJnIyUIEO9X/zpDSKWBBhqJqhSXceOtZtSqTkTOCv0EoUxZWM6xK6hIQ1Queki6IxcGWVA/EiaF2qyUP9upDRQahp4ZjKgeqTWvbn4n9dNtH/npjyME40hWx7yE0F0ROa/JgMukWkxNYQyyU1WwkZUUqZNNytXJsuoBVOMs17DJmlVys5NudK4LdWqWUV5uIBLuAYHqlCDB6hDExggvMArvFnP1rv1YX0uR3NWtnMOK7C+fgEKmpV7</latexit>

p(
y
=

0|
x
)

<latexit sha1_base64="JmaAFMo0+bczDaEGc8lOS2OMtNc=">AAACA3icbVDLSgMxFL3js9ZX1aWbYBHqpsxUoW6EghuXFewD2qFk0kwbmskMSUY6jF36A271D9yJWz/EH/A7TNtZ2NYDgcM593JPjhdxprRtf1tr6xubW9u5nfzu3v7BYeHouKnCWBLaICEPZdvDinImaEMzzWk7khQHHqctb3Q79VuPVCoWigedRNQN8EAwnxGsjdSOSsmN/TS+6BWKdtmeAa0SJyNFyFDvFX66/ZDEARWacKxUx7Ej7aZYakY4neS7saIRJiM8oB1DBQ6octNZ3gk6N0of+aE0T2g0U/9upDhQKgk8MxlgPVTL3lT8z+vE2r92UyaiWFNB5of8mCMdounnUZ9JSjRPDMFEMpMVkSGWmGhT0cKV8Txq3hTjLNewSpqVsnNZrtxfFWvVrKIcnMIZlMCBKtTgDurQAAIcXuAV3qxn6936sD7no2tWtnMCC7C+fgF+4Zfk</latexit>

Construction of               : 

pd(y = 0) =
5

6
, pd(y = 1) =

1

6
;

<latexit sha1_base64="VCXueDnqgrj0+kmijQPUSvuwYzY=">AAACLHicbZDLSsNAFIYn9VbrrerSzWARKkhN6hWkUHDjsoK9QFvKZDJph04mYWYihpDH8DV8Abf6Bm5E3PY5nLYp2OoPAz/fOYdz5rcDRqUyzU8js7S8srqWXc9tbG5t7+R39xrSDwUmdewzX7RsJAmjnNQVVYy0AkGQZzPStIe343rzkQhJff6gooB0PdTn1KUYKY16+dOgFztJMaqYx5WOKxCOL5L4MjmBM27NuDXmN718wSyZE8G/xkpNAaSq9fKjjuPj0CNcYYakbFtmoLoxEopiRpJcJ5QkQHiI+qStLUcekd148rEEHmniQNcX+nEFJ/T3RIw8KSPP1p0eUgO5WBvD/2rtULnX3ZjyIFSE4+kiN2RQ+XCcEnSoIFixSBuEBdW3QjxAOgals5zb8jQ9NaeDsRZj+Gsa5ZJ1Virfnxeq5TSiLDgAh6AILHAFquAO1EAdYPAMXsEbeDdejA/jy/ietmaMdGYfzMkY/QAW6qdj</latexit>

pd(x|y = 1) ⇠ N (1, 1).
<latexit sha1_base64="1MpBK3HbA0M3DSXGx83QOj6ksDI=">AAACHnicbVDLSsNAFJ34rPUVdekmWoQWpCRV0I1QcONKKtgHNCFMJpN26OTBzEQaYtb+hj/gVv/AnbjVH/A7nLRZ2NYDA4dz7uWeOU5ECRe6/q0sLa+srq2XNsqbW9s7u+refoeHMUO4jUIasp4DOaYkwG1BBMW9iGHoOxR3ndF17ncfMOMkDO5FEmHLh4OAeARBISVbPYrs1M2q48fkyqiZnPimD8UQQZreZlXj1KjVbbWi1/UJtEViFKQCCrRs9cd0QxT7OBCIQs77hh4JK4VMEERxVjZjjiOIRnCA+5IG0MfcSidfybQTqbiaFzL5AqFN1L8bKfQ5T3xHTuZB+byXi/95/Vh4l1ZKgigWOEDTQ15MNRFqeS+aSxhGgiaSQMSIzKqhIWQQCdnezJXxNGpZFmPM17BIOo26cVZv3J1Xmo2iohI4BMegCgxwAZrgBrRAGyDwBF7AK3hTnpV35UP5nI4uKcXOAZiB8vULjhWh9A==</latexit>

pd(x|y = 0) ⇠ N (�1, 4);
<latexit sha1_base64="WvYUAjdfsqzBCLm9up+Zm1o4ICk=">AAACH3icbVDdSgJBGJ21P7M/q8tuBiVQKNk1oSACoZuuwiB/QEVmZ2d1cGZ3mZkNZdv7XqMX6LbeoLvo1hfoOZpVL1I7MHA45/v4zhw7YFQq05wYqbX1jc2t9HZmZ3dv/yB7eNSQfigwqWOf+aJlI0kY9UhdUcVIKxAEcZuRpj28TfzmExGS+t6jGgeky1Hfoy7FSGmpl80FvciJC6Pn8Y1Z7EjKOxypAUYsuo8L59ZZpXjdy+bNkjkFXCXWnOTBHLVe9qfj+DjkxFOYISnblhmoboSEopiRONMJJQkQHqI+aWvqIU5kN5r+JYanWnGg6wv9PAWn6t+NCHEpx9zWk0lSuewl4n9eO1TuVTeiXhAq4uHZITdkUPkwKQY6VBCs2FgThAXVWSEeIIGw0vUtXBnNomZ0MdZyDaukUS5ZF6XyQyVfLc8rSoMTkAMFYIFLUAV3oAbqAIMX8AbewYfxanwaX8b3bDRlzHeOwQKMyS8ei6I6</latexit>

pd(x, y)
<latexit sha1_base64="di51wHRhz5/+srEHg+akWJNSRpI=">AAACBXicbVDLSgMxFL1TX7W+qi7dBItQQcpMFXRZcOOygn1gO5RMJm1DM5khyUiHoWt/wK3+gTtx63f4A36HaTsL23ogcDjnXu7J8SLOlLbtbyu3tr6xuZXfLuzs7u0fFA+PmiqMJaENEvJQtj2sKGeCNjTTnLYjSXHgcdryRrdTv/VEpWKheNBJRN0ADwTrM4K1kR6jXupPyuOL5LxXLNkVewa0SpyMlCBDvVf86fohiQMqNOFYqY5jR9pNsdSMcDopdGNFI0xGeEA7hgocUOWms8QTdGYUH/VDaZ7QaKb+3UhxoFQSeGYywHqolr2p+J/XiXX/xk2ZiGJNBZkf6scc6RBNv498JinRPDEEE8lMVkSGWGKiTUkLV8bzqAVTjLNcwyppVivOZaV6f1WqVbOK8nACp1AGB66hBndQhwYQEPACr/BmPVvv1of1OR/NWdnOMSzA+voFZPKY8Q==</latexit>
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<latexit sha1_base64="Rnd2BcsDuJV88A/+FJXO17BkRsU=">AAACIHicbVBLSgNBFOyJvxh/UZduBoMQN2EmCgpuAm7cCFHMBzIh9HTeJE16PnS/kYRhDuA1vIBbvYE7cakH8Bx2PguTWNBQVL3Hqy43ElyhZX0ZmZXVtfWN7GZua3tndy+/f1BXYSwZ1FgoQtl0qQLBA6ghRwHNSAL1XQENd3A99huPIBUPgwccRdD2aS/gHmcUtdTJFxyfYt/1kvu0kzgIQ5R+cku7cpSmRQf7gPRUT1klawJzmdgzUiAzVDv5H6cbstiHAJmgSrVsK8J2QiVyJiDNObGCiLIB7UFL04D6oNrJ5DOpeaKVrumFUr8AzYn6dyOhvlIj39WT4+hq0RuL/3mtGL3LdsKDKEYI2PSQFwsTQ3PcjNnlEhiKkSaUSa6zmqxPJWWo+5u7MpxGzeli7MUalkm9XLLPSuW780LlalZRlhyRY1IkNrkgFXJDqqRGGHkiL+SVvBnPxrvxYXxORzPGbOeQzMH4/gU75qSz</latexit>

R
S
C
O
R
E
(✓
)

<latexit sha1_base64="H5L2y0UlT75InwaK6YmvxIy/kSY=">AAACIHicbVDLSsNAFJ3Ud31VXboJFkE3JamCgpuCCO589gFNKZPpjR06eTBzIy0hH+Bv+ANu9Q/ciUv9AL/DSZuFVQ8MHM65l3vmuJHgCi3rwyjMzM7NLywuFZdXVtfWSxubDRXGkkGdhSKULZcqEDyAOnIU0IokUN8V0HQHp5nfvAepeBjc4iiCjk/vAu5xRlFL3VLZ8Sn2XS+5TruJgzBE6Sc3pxfXZ2m652AfkO7rKatijWH+JXZOyiTHZbf05fRCFvsQIBNUqbZtRdhJqETOBKRFJ1YQUTagd9DWNKA+qE4y/kxq7mqlZ3qh1C9Ac6z+3Eior9TId/VkFl399jLxP68do3fcSXgQxQgBmxzyYmFiaGbNmD0ugaEYaUKZ5DqryfpUUoa6v6krw0nUoi7G/l3DX9KoVuyDSvXqsFw7yStaJNtkh+wRmxyRGjknl6ROGHkgT+SZvBiPxqvxZrxPRgtGvrNFpmB8fgNoqaQy</latexit>

Training process 
pd(y|x)

<latexit sha1_base64="12I3DoWVAdXAF9exliyEaejauO0=">AAACBXicbVDLSgMxFL3js9ZX1aWbYBHqpsxUoS4LblxWsA9sh5LJZNrQTGZIMtJh7NofcKt/4E7c+h3+gN9h+ljY1gOBwzn3ck+OF3OmtG1/W2vrG5tb27md/O7e/sFh4ei4qaJEEtogEY9k28OKciZoQzPNaTuWFIcepy1veDPxW49UKhaJe53G1A1xX7CAEayN9BD3Mn9cSp9GF71C0S7bU6BV4sxJEeao9wo/XT8iSUiFJhwr1XHsWLsZlpoRTsf5bqJojMkQ92nHUIFDqtxsmniMzo3ioyCS5gmNpurfjQyHSqWhZyZDrAdq2ZuI/3mdRAfXbsZEnGgqyOxQkHCkIzT5PvKZpETz1BBMJDNZERlgiYk2JS1cGc2i5k0xznINq6RZKTuX5crdVbFWnVeUg1M4gxI4UIUa3EIdGkBAwAu8wpv1bL1bH9bnbHTNmu+cwAKsr1/mlZlG</latexit>

p✓(y|x)
<latexit sha1_base64="/iltHhss1AH5cNUUbPQJqlIpWgY=">AAACDHicbVDLSsNAFJ3UV62PRl26GSxC3ZSkCnVZcOOygn1AG8JkOmmHTh7M3EhD7C/4A271D9yJW//BH/A7nLZZaOuBC4dz7uUejhcLrsCyvozCxubW9k5xt7S3f3BYNo+OOypKJGVtGolI9jyimOAhawMHwXqxZCTwBOt6k5u5331gUvEovIc0Zk5ARiH3OSWgJdcsx242gDEDMqumj9ML16xYNWsBvE7snFRQjpZrfg+GEU0CFgIVRKm+bcXgZEQCp4LNSoNEsZjQCRmxvqYhCZhyskXwGT7XyhD7kdQTAl6ovy8yEiiVBp7eDAiM1ao3F//z+gn4107GwzgBFtLlIz8RGCI8bwEPuWQURKoJoZLrrJiOiSQUdFd/vkyXUUu6GHu1hnXSqdfsy1r97qrSbOQVFdEpOkNVZKMGaqJb1EJtRFGCntELejWejDfj3fhYrhaM/OYE/YHx+QN5b5u3</latexit>

60,000 training pairs, mimics the expectation form 



Toy demo (robust optimization)
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RStandard(✓)
<latexit sha1_base64="fqe9oiCIHrwy9cWShzRR0yCMkpw=">AAACI3icbVC7TsNAEDzzJrwClDQWEQiayA5IUCLRUPIKIMVRtD6vyYnz2bpbIyLLf8Bv8AO08Ad0iIaClu/g8ih4jXTSaGZXOzdhJoUhz3t3xsYnJqemZ2Yrc/MLi0vV5ZULk+aaY5OnMtVXIRiUQmGTBEm8yjRCEkq8DG8O+/7lLWojUnVOvQzbCVwrEQsOZKVOdTNIgLphXJyWnSIgvCOdFGcEKgIdleVWQF0k2O5Ua17dG8D9S/wRqbERjjvVzyBKeZ6gIi7BmJbvZdQuQJPgEstKkBvMgN/ANbYsVZCgaReD/5TuhlUiN061fYrcgfp9o4DEmF4S2sl+evPb64v/ea2c4v12IVSWEyo+PBTn0qXU7ZfjRkIjJ9mzBLgWNqvLu6CBk63wx5W7YdSKLcb/XcNfctGo+zv1xslu7WBvVNEMW2PrbIv5bI8dsCN2zJqMs3v2yJ7Ys/PgvDivzttwdMwZ7ayyH3A+vgDCf6YB</latexit>

RMadry(✓)
<latexit sha1_base64="iXGyEt/NOuSk1erlkdcr8lm4rU0=">AAACIHicbVBLSgNBFOyJvxh/UZduBoMQN2EmCnEZcONGiGI+kAmhp/MmadLzofuNJAxzAK/hBdzqDdyJSz2A57DzWZjEgoai6j1edbmR4Aot68vIrK1vbG5lt3M7u3v7B/nDo4YKY8mgzkIRypZLFQgeQB05CmhFEqjvCmi6w+uJ33wEqXgYPOA4go5P+wH3OKOopW6+4PgUB66X3KfdxEEYofSTW9qT4zQtOjgApOd6yipZU5irxJ6TApmj1s3/OL2QxT4EyARVqm1bEXYSKpEzAWnOiRVElA1pH9qaBtQH1Ummn0nNM630TC+U+gVoTtW/Gwn1lRr7rp6cRFfL3kT8z2vH6F11Eh5EMULAZoe8WJgYmpNmzB6XwFCMNaFMcp3VZAMqKUPd38KV0SxqThdjL9ewShrlkn1RKt9dFqqVeUVZckJOSZHYpEKq5IbUSJ0w8kReyCt5M56Nd+PD+JyNZoz5zjFZgPH9CzqypK8=</latexit>

RSCORE(✓)
<latexit sha1_base64="G0s61JUmwPFq8tPR/GxZQa07kdA=">AAACIHicbVDLSsNAFJ3Ud31VXboJFqFuSlKFuiyI4E6ttgpNKZPpTTt08mDmRiwhH+Bv+ANu9Q/ciUv9AL/DSZuFVg8MHM65l3vmuJHgCi3rwyjMzS8sLi2vFFfX1jc2S1vbbRXGkkGLhSKUty5VIHgALeQo4DaSQH1XwI07Osn8mzuQiofBNY4j6Pp0EHCPM4pa6pXKjk9x6HpJM+0lDsI9Sj+5OjlvnqZpxcEhID3QU1bVmsD8S+yclEmOi17py+mHLPYhQCaoUh3birCbUImcCUiLTqwgomxEB9DRNKA+qG4y+Uxq7mulb3qh1C9Ac6L+3Eior9TYd/VkFl3Nepn4n9eJ0TvuJjyIYoSATQ95sTAxNLNmzD6XwFCMNaFMcp3VZEMqKUPd368r99OoRV2MPVvDX9KuVe3Dau3yqNyo5xUtk12yRyrEJnXSIGfkgrQIIw/kiTyTF+PReDXejPfpaMHId3bILxif32d1pC4=</latexit>

500 steps (converged)500 steps (converged) 500 steps (converged)

6 training pairs, mimics the finite-sample form 

Standard error has the same optimal solution as SCORE, but 
does not enjoy robust optimization in finite-sample cases



In practice, how to optimize SCORE?

rxKL
�
pd(y|x)

��p✓(y|x)
�

=Epd(y|x)

h
�rx log p✓(y|x) +

✓
log

pd(y|x)
p✓(y|x)

◆
·rx log pd(y|x)

i

<latexit sha1_base64="wt0YWkRg9rEHIxhDAxeLOiDY77M="></latexit>

Directly applying first-order optimizers requires:

model gradient data gradient

• Initial experiments using score matching are of high variance
• More advanced score matching like [Chao et al. ICLR 2022] could be explored



Substitute KL divergence with any distance metric D
<latexit sha1_base64="IJ2m/K+M+D5h0vQ4zZKLKAUUTxQ=">AAACBnicbVDLSgMxFL3js9ZX1aWbYBFclZkq6MJFQRcuK9gHtEPJpJk2NJMMSUYsQ/f+gFv9A3fi1t/wB/wOM+0sbOuBwOGce7knJ4g508Z1v52V1bX1jc3CVnF7Z3dvv3Rw2NQyUYQ2iORStQOsKWeCNgwznLZjRXEUcNoKRjeZ33qkSjMpHsw4pn6EB4KFjGBjpU43wmZIME9vJ71S2a24U6Bl4uWkDDnqvdJPty9JElFhCMdadzw3Nn6KlWGE00mxm2gaYzLCA9qxVOCIaj+dRp6gU6v0USiVfcKgqfp3I8WR1uMosJNZRL3oZeJ/Xicx4ZWfMhEnhgoyOxQmHBmJsv+jPlOUGD62BBPFbFZEhlhhYmxLc1eeZlGLthhvsYZl0qxWvPNK9f6iXLvOKyrAMZzAGXhwCTW4gzo0gICEF3iFN+fZeXc+nM/Z6IqT7xzBHJyvX+sAmd4=</latexit>

RD
Madry(✓)=Epd(x)


max

x02B(x)
D
�
pd(y|x)

��p✓(y|x0)
��

;
<latexit sha1_base64="KFe3RQT5+nzGDPEte6CH11wa4r8="></latexit>

RD
SCORE

(✓)=Epd(x)


max

x02B(x)
D
�
pd(y|x0)

��p✓(y|x0)
��

<latexit sha1_base64="U11BzTHwVp5EJAGfUyjM7zxrqcY="></latexit>

Goodbye KL divergence!



|RD
Madry

(✓)� CD|  RD
SCORE

(✓)  RD
Madry

(✓) + CD,
<latexit sha1_base64="YBSHXvLgLO7EVIzJuxxNVPnQnH8="></latexit>

Theorem 1:

Upper and lower bounds for SCORE

intrinsic property of data distribution, indicates 
the (Madry) robust error of                itself pd(y|x)

<latexit sha1_base64="3mR3hSx/7MwZzVGDD2AZqWJbg08=">AAACBXicbVDLTgIxFL2DL8QX6tJNIzHBDZlBE12SuHGJiTwiTEinU6Ch05m0HcNkZO0PuNU/cGfc+h3+gN9hgVkIeJImJ+fcm3t6vIgzpW3728qtrW9sbuW3Czu7e/sHxcOjpgpjSWiDhDyUbQ8rypmgDc00p+1IUhx4nLa80c3Ubz1SqVgo7nUSUTfAA8H6jGBtpIeol/qTcvI0Pu8VS3bFngGtEicjJchQ7xV/un5I4oAKTThWquPYkXZTLDUjnE4K3VjRCJMRHtCOoQIHVLnpLPEEnRnFR/1Qmic0mql/N1IcKJUEnpkMsB6qZW8q/ud1Yt2/dlMmolhTQeaH+jFHOkTT7yOfSUo0TwzBRDKTFZEhlphoU9LClfE8asEU4yzXsEqa1YpzUaneXZZq1ayiPJzAKZTBgSuowS3UoQEEBLzAK7xZz9a79WF9zkdzVrZzDAuwvn4B5RSZQQ==</latexit>

where CD = Epd(x)


max

x02B(x)
D
�
pd(y|x)

��pd(y|x0)
��

<latexit sha1_base64="CjHwwhJfw+QohjR24VnEyGRrQGI="></latexit>



|RD
Madry

(✓)� CD|  RD
SCORE

(✓)  RD
Madry

(✓) + CD,
<latexit sha1_base64="YBSHXvLgLO7EVIzJuxxNVPnQnH8="></latexit>

where CD = Epd(x)


max

x02B(x)
D
�
pd(y|x)

��pd(y|x0)
��

<latexit sha1_base64="CjHwwhJfw+QohjR24VnEyGRrQGI="></latexit>

Theorem 1:

• Upper bound: minimizing SCORE without estimating  rx log pd(y|x)
<latexit sha1_base64="+LNX8cbPFR56kxJKhj/rRKSDKXY=">AAACFnicbVDLSgMxFM3UV62vqitxEyxC3ZSZKujCRcGNywr2Ae0wZDKZNjSTDElGOozF3/AH3OofuBO3bv0Bv8P0sbCtBy4czrmXe+/xY0aVtu1vK7eyura+kd8sbG3v7O4V9w+aSiQSkwYWTMi2jxRhlJOGppqRdiwJinxGWv7gZuy3HohUVPB7ncbEjVCP05BipI3kFY+6HPkMedlw1GWiB2MvC0bl9HF45hVLdsWeAC4TZ0ZKYIa6V/zpBgInEeEaM6RUx7Fj7WZIaooZGRW6iSIxwgPUIx1DOYqIcrPJCyN4apQAhkKa4hpO1L8TGYqUSiPfdEZI99WiNxb/8zqJDq/cjPI40YTj6aIwYVALOM4DBlQSrFlqCMKSmlsh7iOJsDapzW0ZTk8tmGCcxRiWSbNacc4r1buLUu16FlEeHIMTUAYOuAQ1cAvqoAEweAIv4BW8Wc/Wu/VhfU5bc9Zs5hDMwfr6BV5Wn/k=</latexit>

Upper and lower bounds for SCORE

• Lower bound: indicates the overfitting phenomenon



|RD
Madry

(✓)� CD|  RD
SCORE

(✓)  RD
Madry

(✓) + CD,
<latexit sha1_base64="YBSHXvLgLO7EVIzJuxxNVPnQnH8="></latexit>

where CD = Epd(x)


max

x02B(x)
D
�
pd(y|x)

��pd(y|x0)
��

<latexit sha1_base64="CjHwwhJfw+QohjR24VnEyGRrQGI="></latexit>

Theorem 1:

• Upper bound: minimizing SCORE without estimating  rx log pd(y|x)
<latexit sha1_base64="+LNX8cbPFR56kxJKhj/rRKSDKXY=">AAACFnicbVDLSgMxFM3UV62vqitxEyxC3ZSZKujCRcGNywr2Ae0wZDKZNjSTDElGOozF3/AH3OofuBO3bv0Bv8P0sbCtBy4czrmXe+/xY0aVtu1vK7eyura+kd8sbG3v7O4V9w+aSiQSkwYWTMi2jxRhlJOGppqRdiwJinxGWv7gZuy3HohUVPB7ncbEjVCP05BipI3kFY+6HPkMedlw1GWiB2MvC0bl9HF45hVLdsWeAC4TZ0ZKYIa6V/zpBgInEeEaM6RUx7Fj7WZIaooZGRW6iSIxwgPUIx1DOYqIcrPJCyN4apQAhkKa4hpO1L8TGYqUSiPfdEZI99WiNxb/8zqJDq/cjPI40YTj6aIwYVALOM4DBlQSrFlqCMKSmlsh7iOJsDapzW0ZTk8tmGCcxRiWSbNacc4r1buLUu16FlEeHIMTUAYOuAQ1cAvqoAEweAIv4BW8Wc/Wu/VhfU5bc9Zs5hDMwfr6BV5Wn/k=</latexit>

• Lower bound: indicates the overfitting phenomenon

Upper and lower bounds for SCORE



Upper and lower bounds for SCORE D is `2-distance : kA�Bk2
<latexit sha1_base64="rSPwKroIOCiMPFs96BCTulx7HXk="></latexit>



Back to KL divergence with new insights

|R`1
SCORE

(✓)� C`1 | 
q
2 ·RMadry(✓)

<latexit sha1_base64="ZPZVpQzWc/IHIeXwIU1OIhTM0CU="></latexit>

original KL-based robust error

Corollary 1:
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2 ·RMadry(✓)

<latexit sha1_base64="ZPZVpQzWc/IHIeXwIU1OIhTM0CU="></latexit>

Explaining overfitting and early-stopping

C`1 
q
2 ·RMadry(✓) =) RMadry(✓) �

�
C`1

�2

2
<latexit sha1_base64="Z6FitXv5aD8rdLwqkRhTb6c0BL0="></latexit>

R`1
SCORE

(✓) = 0
<latexit sha1_base64="Eow9TVChoanRzWysguowZNY6O1w="></latexit>

indicates early-stopping



Explaining semantic gradients (for adversarial training)

Theorem 4: (under mild condition)

where Yd(x) = argmaxypd(y|x)
<latexit sha1_base64="3agtB5J5/Hmj8osbLGxoL6hlC2c="></latexit>

alignment between model gradient and data gradient
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<latexit sha1_base64="h3AhmwF1cQdXxoFg5bvhsDLgkD8="></latexit>



Explaining semantic gradients (for randomized smoothing)

Theorem 5:

gradient alignment

d

d�
RG(✓;�) =

1

2
Ep�

d (x,y)

⇥
rx log p✓(y|x)>rx log p

�
d (x|y)

⇤
<latexit sha1_base64="ZOntOGlfniv64G2iBAoBc2t2qXU="></latexit>

RG(✓;�) = RG(✓; 0) + � · d

d�
RG(✓;�)

���
�=0

+ o(�)
<latexit sha1_base64="aT5FKLEsl8p7cquzFFPTfupe3EA="></latexit>

cross-entropy
(without augmentation)





Thank you!

Paper: https://arxiv.org/abs/2202.10103

Code: https://p2333.github.io/
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